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About This Guide

The Endpoint Security Plug-in for ConnectWise Automate Guide helps you set up and use the WatchGuard Endpoint
Security Plug-in with ConnectWise Automate.

Information in this guide is subject to change without notice. Companies, names, and data used in examples herein are
fictitious unless otherwise noted. No part of this guide may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of WatchGuard Technologies, Inc.

Guide revised: 5/11/2021

Copyright, Trademark, and Patent Information

Copyright © 2021 WatchGuard Technologies, Inc. All rights reserved. All trademarks or trade names mentioned herein, if
any, are the property of their respective owners.

Complete copyright, trademark, patent, and licensing information can be found in the Copyright and Licensing Guide,
available online at https://www.watchguard.com/wgrd-help/documentation/overview.

About WatchGuard Address

WatchGuard® Technologies, Inc. is a global leader in network security, 505 Fifth Avenue South
providing best-in-class Unified Threat Management, Next Generation Firewall, Suite 500

secure Wi-Fi, and network intelligence products and services to more than Seattle, WA 98104
75,000 customers worldwide. The company’s mission is to make enterprise-

grade security accessible to companies of all types and sizes through Support

simplicity, making WatchGuard an ideal solution for Distributed Enterprises
and SMBs. WatchGuard is headquartered in Seattle, Washington, with offices www.watchguard.com/support
throughout North America, Europe, Asia Pacific, and Latin America. To learn U.S. and Canada +877.232.3531

more, visit WatchGuard.com. All Other Countries +1.206.521.3575
For additional information, promotions and updates, follow WatchGuard on

Twitter, @WatchGuard on Facebook, or on the LinkedIn Company page. Also, Sales

visit our InfoSec blog, Secplicity, for real-time information about the latest

threats and how to cope with them at www.secplicity.org. U.S. and Canada +1.800.734.9905

All Other Countries +1.206.613.0895
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About the WatchGuard Endpoint Security Plug-in for ConnectWise Automate

About the WatchGuard Endpoint Security Plug-in for
ConnectWise Automate

WatchGuard endpoint security products enable you to:

= Protect computers and devices on your network.
m Review detected security incidents that occur on your devices.
m Develop prevention and response plans against unknown and advanced persistent threats.

WatchGuard endpoint security products manage communication with deployed endpoint security agents, provide a
management console for administration and configuration, and process the data collected by the endpoint security agents for
analysis.

Supported Products

The WatchGuard Endpoint Security plug-in supports these products:

m  WatchGuard Endpoint Security
= Endpoint Protection, Detection and Response (EPDR)
= Endpoint Detection and Response (EDR)
= Endpoint Protection Platform (EPP)
m Panda Aether platform:
= Adaptive Defense and Adaptive Defense 360
m Endpoint Protection and Endpoint Protection Plus

ConnectWise Automate Integration

You can use the WatchGuard Endpoint Security plug-in to integrate WatchGuard endpoint security products with
ConnectWise Automate to monitor and manage security on the devices in your client accounts.

Manage Accounts and Devices

To manage device security in your client accounts, you can use the WatchGuard Endpoint Security plug-in to:

Synchronize account and device data between ConnectWise Automate and WatchGuard.

View WatchGuard endpoint security product license information for each device.
m  Show devices that do not have endpoint protection installed.

Install WatchGuard endpoint security products on a device.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate 1



About the WatchGuard Endpoint Security Plug-in for ConnectWise Automate

View Security Status

You can view the security status of managed devices and perform these immediate actions, if required:

m List the threats detected on your devices over a specified time period
= View the WatchGuard endpoint security status of each device

= View all security configurations available for the device

= Assign a security configuration to a device

m Perform immediate security scans of devices

m [solate devices or stop device isolation
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Plug-in Interface Overview

Plug-in Interface Overview

The WatchGuard Endpoint Security plug-in contains these sections:

stchGuard Endpoint Securt
WatchGuard Endpoint Security x
e
W Security Incidents
- Last 24 hours
verview
- Intrusion - Dangerous
Clients Client WatchGuard Auto Malware PUPs Programs Phishing Attempts Devices Actions Malware URLs
Computers Deploy Blocked Blocked Blocked Blocked Blocked
Associate Client
ssociate Cllents sest uninstall 8@ 125 75 2 7 3 2 2 11
Manage Clients
test-02 0 0 0 0 0 0 0 0 0
test
T Your Company 43(12) 225 189 2 435 123 22 22 224
Your Company
WatchGuard Cloud
Configuration
1 of1 >:
About
Overview

The Overview page provides a dashboard that shows the number of computers and devices in a client account that
have WatchGuard endpoint security products installed, the number (in brackets) of devices registered in
ConnectWise, and any detected security incidents on these devices.

For more information, see Security Incidents Overview.

Clients

The Clients section enables you to manage the computers and devices for the selected client account, and includes
these pages:

m Associate Clients — A list of clients where you can associate ConnectWise Automate and WatchGuard Cloud
accounts.
For more information, see Associate ConnectWise Automate and WatchGuard Cloud Accounts.

m Manage Clients — A dashboard that shows statistics for all the devices in the account. You can also perform

actions on client computers and devices, such as start afile scan, isolate a computer, or apply a security
configuration.

For more information, see Manage Clients.
WatchGuard Cloud

The WatchGuard Cloud page opens the WatchGuard Cloud login page at cloud.watchguard.com so you can manage

your WatchGuard Cloud account while you use the plug-in. You must log in with your credentials if you are not already
authenticated to WatchGuard Cloud.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate 3
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Plug-in Interface Overview

Configuration

The Configuration page enables you to configure the plug-in with your API access information for WatchGuard Cloud.
You must have the authentication and AP1 URLs, access ID and password, and API key provided to you when you
enabled API access in WatchGuard Cloud. For more information, see Configure the WatchGuard Endpoint Security
Plug-in.

When you open the plug-in, if the configuration is not set, the Configuration page opens. If the
configuration is set, the Overview page opens.

About

The About page shows information about the plug-in version, build date and time, links to the WatchGuard Endpoint
Security documentation page, and a link to the WatchGuard web site.
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Install the WatchGuard Endpoint Security Plug-in

Install the WatchGuard Endpoint Security Plug-in

You can install the WatchGuard Endpoint Security plug-in from the ConnectWise Automate Solution Center.

@ The WatchGuard Endpoint Security plug-in is supported on ConnectWise Automate server version 2020

and higher.

Get the Plug-in

To get the plug-in from the ConnectWise Automate Solution Center:

Open ConnectWise Automate Control Center.
Select System.

Select Automate Solutions Center.

Select Security.

Select WatchGuard Endpoint Security.
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6. Click Queue to queue the installation of the WatchGuard plug-in in the ConnectWise Automate Control Center.

The plug-in installation process also includes the necessary scripts and software that enable you to install
WatchGuard endpoint security products on your devices.
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Install the WatchGuard Endpoint Security Plug-in

X Close
WatchGuard
WatchGuard security provides full protection by integrating
- the technology and intelligence needed for advanced [#] Terms of Service
w \1tcl lar prevention, detection, containment, and response to threats.
It provides real-time protection and communication with @ Refresh Solution Info

endpoints, including our security engine and signatures

allowing users to send tasks and settings to thousands of
computers in seconds.

Items in this Solution

Type Name Version Update Status
,zgi Group Script ID 160 - Install Panda Agent on All Agents.Panda Agent Deployn  1.0.20000.1 Current
._:,Z Extra Data Field Auto Deploy Panda Agent 1.0.20000.1 Current

4 Searches AutoDeployPanda 1.0.20000.1 Current
B Script Folder WatchGuard 1.0.20000.1 Current
) Group All Agents.Panda Agent Deployment 1.0.20000.1 Current
® Plugins WatchGuard Endpoint Security Plugin 1.0.00 Current
Ll Scripts Install Panda Agent 1.0.20000.1 Current

Enable the Plug-in

To enable the plug-in in ConnectWise Automate Control Center:

1. Open ConnectWise Automate Control Center.
2. Select System > Solutions > Plugin Manager.
3. Select orright-click the WatchGuard Endpoint Security plug-in, then click Enable.

& Plugin Manager - ] x

# Enable i Disable 2 Refresh (3 Advanced ~

All Installed Plugins 8 Ensbled MName * Verson Author Description Category  DBLoaded IISLoaded Remote Ag
= +/ | Web Control Center Config 1.1.0.1 Lab.. Configures the LabTech Web Control... LabTech.. v
WatchGuard Endpoint Security PL L1000 _wat__ canfigure WatchGuard endpoint secu...
+" | Standards and Health Plugin : Standards and Health solution us.... v "
_ " | LT License Manager Disable pnectWise Automate License Man... Dashbo... v v
1 | Ignite Plugin 2 Refresh hfigures Ignite Extra Data Fields a... v 2
- /  Deployment Manager Dashboard e Deployment Manager Dashboard... Dashbo... v v
\ © | Comectwise Control Remote Plugin | 5 About Connectise Control Remote Plugin w... v
® ConnectWise Control Plugin 6.0.... | Con... | The ConnectiWise Control Plugin allows you...
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Install the WatchGuard Endpoint Security Plug-in

Open the Plug-in
After you install and enable the plug-in, you can open it.

To open the WatchGuard Endpoint Security plug-in:

1. Open ConnectWise Automate Control Center.
2. Select Tools.
3. Select WatchGuard Endpoint Security.

Deployment
Manager

License Manager

Standards & Health

WatchGuard
Endpoint Security

If this is the first time you open the plug-in, the Plug-in Configuration page opens. Use the Plug-in Configuration page to
configure the plug-in with your WatchGuard Cloud API account details. For more information, see Configure the WatchGuard
Endpoint Security Plug-in.

If you previously configured the plug-in, the plug-in synchronizes its database with WatchGuard Cloud to make sure the
database has the most recent list of WatchGuard Cloud managed accounts and devices and their WatchGuard endpoint
security product license status. When the synchronization process completes, the Security Overview page opens. For more
information, see Security Incidents Overview.

@ This client synchronization process might take some time to compete, based on how many accounts you
added or removed since the last synchronization with WatchGuard Cloud.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate 7



Configure the WatchGuard Endpoint Security Plug-in

Configure the WatchGuard Endpoint Security Plug-in

You must configure the plug-in to access the Endpoint Security Management API in WatchGuard Cloud. This enables you to
connect with WatchGuard Cloud and download your managed account data. You can then associate your WatchGuard
Cloud managed accounts with your existing ConnectWise Automate client accounts.

Enable API Access in WatchGuard Cloud

WatchGuard public APls use the Open Authorization (OAuth) 2.0 authorization framework for token-based authentication. To
use the Endpoint Security Management API, you must first enable API access in your WatchGuard Cloud account to
retrieve the required parameters for your plug-in configuration. For more information, see Enable AP| Access in WatchGuard
Cloud.

To enable APl access in Watchguard Cloud:

1. Loginto WatchGuard Cloud.

Ifyou are a Service Provider, from Account Manager, select My Account or a managed account.
2. Select Administration > Managed Access.
3. Click Enable API Access.

RESTful API Access

Access to RESTful APIs is currently disabled.

ENABLE API ACCESS

4. Specify the readwrite and readonly passwords to use as your AP| access credentials.

RESTful APl Access

(] 1 agree to the terms and conditions in the WatchGuard APIs License Agreement

CANCEL SAVE

8 WatchGuard Technologies, Inc.
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Configure the WatchGuard Endpoint Security Plug-in

Passwords must include an uppercase letter, a lowercase letter, a number, and a special character. The Read-write
password and the Read-only password must be different.

@ You must use the Read-write Access ID and password for the plug-in configuration.

5. Select the | agree to the terms and conditions in the WatchGuard APIs License Agreement check box.
6. Click Save.

After you enable API access, these parameters appear that you must specify in your plug-in configuration. You can see
these parameters on the Administration > Managed Access page in WatchGuard Cloud.

B Administration RESTful APl Access

Overview
Access to RESTful APIs is currently enabled.
Account Access ID (Read-write): 1668d723d69723d6_rw_id
My Account Access ID (Read-only): 85031e9550031e95 r_id
Managed Access | Authentication APl URL: https://api.usa.cloud.watchguard.com/oauth/token
Beta Features APl URL (base): https://api.usa.cloud.watchguard.com/rest/
Branding API Key: [tKvIH/Ve zgxItKvIH/VeUsS76twz+IBSmkF4gagWzgx

Dark Web Scan

APl Usage m CHANGE PASSWORDS DOWNLOAD AUTHENTICATION SPEC

@ The base URL varies by region. This example shows a US-based server.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate 9



Configure the WatchGuard Endpoint Security Plug-in

Configure the Plug-in

To configure the WatchGuard Endpoint Security plug-in:

1. Select Configuration.

{8 WatchGuard Endpoint Security %
-

w Plug-in Configuration
Specify the information required for AP1 access. This information is provided to you when you enable AP| access in WatchGuard Cloud
D Authentication API URL
Clients https://api.usa.cloud.watchguard.com/oauth/token
Associate Clients API URL
Manage Clients https://api.usa.cloud.watchguard.com/rest/endpoint-security/management
WatchGuard Cloud ~ A°count 10
ACC-1235123
Configuration
Access ID
1668d723d69723d6_rw_id
Access Password
---------
API Key
ItkviH/Vezg NeUsST6twz
e [ remoreoue B co [ oot |

2. Configure these parameters:
= Authentication APl URL —Type the URL to authenticate APl access to WatchGuard Cloud. The base URL
varies by region. For example, the US region uses this server:
https://api.usa.cloud.watchguard.com/oath/token

m APl URL — Type the URL for APl access to WatchGuard Cloud.
The base URL varies by region. This example uses US-based servers.

For WatchGuard Endpoint Security product customers, use this URL:
https://api.usa.cloud.watchguard.com/rest/endpoint-security/management
For Panda Aether platform customers, use this URL:
https://api.usa.cloud.watchguard.com/rest/aether-endpoint-security/aether-mgmt

= Account ID — Type the WatchGuard Cloud Account ID of the managed account for which you want to make API

requests. This must be the Account ID of a service provider or subscriber account that you manage in
WatchGuard Cloud. To view your account ID, select Administration > My Account in WatchGuard Cloud.

m Access ID — Type the Access ID for Read-write API access to WatchGuard Cloud.
m Access Password — Type the password for the Read-write Access ID you specified for API access to

10 WatchGuard Technologies, Inc.



Configure the WatchGuard Endpoint Security Plug-in

WatchGuard Cloud.

@ Make sure you specify the Read-write Access ID and password for AP| access. The Read-
only Access ID might cause errors when you use the plug-in.

= API Key — Type the API key associated with your WatchGuard Cloud account.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate 11



Configure the WatchGuard Endpoint Security Plug-in

Test the Connection

To test the connection for WatchGuard Cloud API access, click Connect.

If the connection is successful, the plug-in saves the configuration and enables you to continue to the client association
process. For more information, see Associate Connect\Wise Automate and WatchGuard Cloud Accounts.

If you configure the plug-in with a WatchGuard Cloud service provider account, the plug-in also retrieves
all managed accounts of the partner account. This process might take several seconds to retrieve data
about the accounts from WatchGuard Cloud.

If the connection is not successful:

= Make sure the Access ID for API access is enabled in WatchGuard Cloud.

m Make sure the Access ID and password are for the correct WatchGuard Cloud Account ID.
m Verify the API Key.

m Make sure the Account ID is correct.

m Check if the WatchGuard Cloud Account ID was removed or merged with another account.

Remove Plug-in Data

You can remove all data from the plug-in, including all client account data and your WatchGuard Cloud API access
information. We recommend you remove all data before you remove the plug-in. For more information, see Remove the
WatchGuard Endpoint Security Plug-in.

To remove all data from the plug-in:
1. Click Remove Data.
A confirmation message appears
2. To confirm that you want to remove all plug-in data, click Yes.
3. Close and restart the ConnectWise Automate Control Center if you want to restart and reconfigure the plug-in.

12 WatchGuard Technologies, Inc.



Associate ConnectWise Automate and WatchGuard Cloud Accounts

Associate ConnectWise Automate and WatchGuard Cloud

Accounts

After you configure the WatchGuard Endpoint Security plug-in and test the connection for WatchGuard Cloud API access to
your WatchGuard Cloud account, you must associate your accounts between ConnectWise Automate and WatchGuard
Cloud. If you have not yet configured the plug-in, see Configure the WatchGuard Endpoint Security Plug-in.

The first time you open the Associate Clients page, the client list shows the clients that you manage in ConnectWise
Automate, and a list of all WatchGuard Cloud accounts you manage that have an endpoint protection product license.

This enables you to map a WatchGuard Cloud managed account to the corresponding client account in ConnectWise

Automate.

To associate ConnectWise Automate and WatchGuard Cloud accounts:
1. Select Clients > Associate Clients.
The Associate Clients page opens.

{} WatchGuard Endpoint Security
-

w Associate Clients
Associate C Automate and clients
Overview
ConnectWise Client WatchGuard Client WGCID License
Clients _ willow_6 WGC-1-677d8bele3484dd09f1d  Available: 42, in use: 8
Associate Clients [ test-02 willow_10 v | [ WeC-1-fefd4666c4944300983f Available: 50, in use: 0
Manage Clients [ Your Company willow_7 v | ] WGC-1-9fa5674ed7c647b19424 Available: 50, in use: 0
test [ Test Select a client
test-02
[ test-03 Select a client
Your Company
[ test-04 Select a client
WatchGuard Cloud
[ test-05 Select a client
Configuration [ test-06 Select a client
[ test-07 Select a client
[ test-08 Select a client
[ test-09 Select a client
[ test-10 Select a client

Show only unassociated clients

About

Auto

Deploy Network Settings

Default settings

| Default settings
network settings
O
< 1 of 2 > ==

2. Select a ConnectWise Automate client account that you want to associate with a WatchGuard Cloud account.

Tofilter the list to only show clients that are not currently associated, enable Show only unassociated clients.

3. From the WatchGuard Client drop-down list, select the WatchGuard Cloud managed account to associate with the

selected ConnectWise Automate client account.

n The WGC ID column shows the WatchGuard Cloud account ID of the selected account.

m The License column shows the endpoint security product license information for the selected WatchGuard

account.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate
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Associate ConnectWise Automate and WatchGuard Cloud Accounts

@ To remove an association, from the drop-down list, choose Select a client.

4. To automatically install WatchGuard endpoint security products on all computers in the client account after you
associate the accounts, select the Auto Deploy check box.

The device must already have the ConnectWise Automate agent installed to process and schedule the

@ installation of the WatchGuard agent. The ConnectWise Automate process that schedules installation
tasks runs every 12 hours. It might take up to 12 hours to install the WatchGuard agent on client
computers.

5. From the Network Settings drop-down list, select a network configuration to apply to a device when you install
WatchGuard endpoint security products.

These network settings contain the necessary network information such as proxies, cache, and discovery services
required to install WatchGuard endpoint security products, and are managed in your WatchGuard endpoint security
product configuration.

6. When you complete your client associations, click Save.

When the association process is complete, you can monitor and manage your clients. For more information, see Manage
Clients.

14 WatchGuard Technologies, Inc.



Security Incidents Overview

Security Incidents Overview

The Security Incidents Overview page provides a dashboard of all your client accounts. The dashboard indicates the number
of computers and devices (including Windows, Mac, Android, and Linux devices) in the client account, and indicates any
specific security incidents on devices that have WatchGuard endpoint security products installed.

Select a specific client account to view statistics and manage the devices in the account.

You can filter the data based on these time periods:

m Last 24 hours
m Last7days
m Last month

{3} WatchGuard Endpoint Security
-

w

Security Incidents

Overview

Clients WatchGuard Auto Programs o
Client S Deploy  Mabware PUPs o Phishing
asceisictntE test uninstall 8 125 5 2 75

Manage Clients
test-02 0(0) 0 0 0 0

test
test02 Your Company 43(12) 225 189 2 435

Your Company

WatchGuard Cloud

Configuration

About

The Security Incidents overview page shows these columns:

Intrusion
Attempts
Blocked
33

0

123

Devices

Blocked
2
0

22

Last 24 hours

Dangerous
Actions
Blocked

2

0

22

Malware URLs
Blocked

"
0

224

m Client — Shows the name of the client account. You can click the client name to see more detailed information about the
client and the devices in the account. For more information, see Manage Clients.

m  WatchGuard Computers — Indicates the number of computers and devices in the client account.
= The first number indicates the number of computers and devices in the client account that have WatchGuard

endpoint security products installed.

m The second number in brackets indicates the total number of computers and devices that are registered in
ConnectWise. This includes both devices with WatchGuard endpoint security products installed and devices that

do not have endpoint security installed.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate
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Security Incidents Overview

@ The number of devices reported by ConnectWise and WatchGuard might differ because of their different
discovery processes.

Auto Deploy — Indicates if the client account is configured to automatically deploy WatchGuard endpoint security
products on computers in the account. You can configure this option on the Associate Clients page. For more
information see Associate Connect\Wise Automate and WatchGuard Cloud Accounts.

Malware — Indicates the number of incidents of malware on devices in the client account. Malware is software intended
to damage the contents of a computer or allow unauthorized access.

PUPs — Indicates the number of incidents of potentially unwanted programs (PUPs) on devices in the client account.
PUPs can include unwanted programs installed by the end user or tools used by hackers to gain access to target
computers.

Programs Blocked — Indicates the number of incidents of blocked programs on devices in the client account.

Phishing — Indicates the number of phishing incidents on devices in the client account. Phishing is a technique to obtain
confidential information, such as user names and passwords or financial information from end users.

Intrusion attempts blocked — Indicates the number of intrusion attempts that were blocked on devices in the client
account.

Devices blocked — Indicates the number of devices that were blocked in the client account. A device is blocked after an
end user tries to use a restricted device.

Dangerous actions blocked — Indicates the number of dangerous actions that were blocked on devices in the client
account. Dangerous actions are end user actions identified as dangerous based on local behavioral analysis.

Malware URLs blocked — Indicates the number of malware URLs that were blocked on devices in the client account.
Malware URLs are web addresses of pages that contain malware.

16
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Manage Clients

Manage Clients

On the Manage Clients page, you can manage device security for all your client accounts.

You can perform these actions:

m View a list of security incidents for each client account

m View WatchGuard endpoint security product license information

m  Show devices that do not have WatchGuard endpoint security products installed

m Install WatchGuard endpoint security products on a device

m Perform actions such as assign security configurations, perform file scans, and isolate devices

Before you Begin

Before you can manage your clients, you must configure the WatchGuard Endpoint Security plug-in and associate your
ConnectWise Automate client accounts and WatchGuard Cloud managed accounts.

= [f you have not yet configured the plug-in, see Configure the WatchGuard Endpoint Security Plug-in.

m To associate your ConnectWise Automate and WatchGuard Cloud accounts, see Associate Connect\Wise Automate
and WatchGuard Cloud Accounts.

Manage Clients
To manage your clients, select Clients > Manage Clients.

The Manage Clients page initially shows the data and statistics for the first client account in your client list. Click on a
specific client to see data for that account.

The current WatchGuard Cloud account name and account ID appear at the top of the page.

The licenses section shows the total number of WatchGuard endpoint security product licenses, the number of licenses
available, and the number of licenses in use.

Click O to refresh the data shown on the page.

You can filter the data based on these time periods:

m Last 24 hours
m Last7days
m Last month

WatchGuard Endpoint Security Plug-in for ConnectWise Automate 17



Manage Clients

i} WatchGuard Endpoint Security X

w {}  watchGuard Client: willow ID: WGC-1-677dBbede3484dd0of1d
Licenses: 50 | Available: 42 | Used: 8
Overview T
Overview | Managed Computers (8) | Unmanaged Computers Discovered (5)

Clients THREAT DETECTED BY THE ANTIVIRUS Last 24 hours v
Associate Clients

Manage Clients

test

test-02

Your Company
WatchGuard Cloud
Configuration MALWARE ACTIVITY PUP ACTIVITY

119
125 75 &
Incidents Incidents
40
on 6 on 5
Computers Computers
> 13 16 E 13
Run Accessed Data  External Connections Run Accessed Data  External Connections
About
Overview

The Overview tab shows statistics for all computers and devices in the selected client account.

Threats Detected By The Antivirus
This section shows the number of security incidents detected for each threat category:

= Phishing — A technique to obtain confidential information, such as user names and passwords or financial
information from end users.

m Intrusion attempts blocked — Malformed network traffic designed to cause unwanted system behavior on the
targeted computer.

m Devices blocked — An attempt by a user to use a restricted device.

m Dangerous actions blocked — End user actions identified as dangerous based on local behavioral analysis.

m Tracking cookies — Cookies used to track web activity by a user.

m Malware URLs blocked — Web addresses of pages that contain malware.

Malware Activity

Indicates the number of malware incidents, the number of computers on which they occurred, the number of
malware programs run, the number of incidents where data was accessed, and the number of incidents that
involved external communications.

PUP Activity

Indicates the number of PUP (Potentially Unwanted Program) incidents, the number of computers on which they
occurred, the number of programs run, the number of incidents where data was accessed, and the number of
incidents that involved external communications.

18 WatchGuard Technologies, Inc.



Manage Clients

Managed Computers

The Managed Computers tab shows all devices in the selected client account that have WatchGuard endpoint
security products installed.

WatchGuard Endpoint Securi
p ity X
w? {}  watchGuard Client: willow ID: WGC-1-677dBbe4e3484dd09f1d
Licenses: 50 | Available: 42 | Used: 8
Overview 5
Overview | Managed Computers (8) | Unmanaged Computers Discavered (5)
Clients . Advanced - Updated
[] Computer IP Address  Operating System Protaction Antivirus Protaction Knowledge License Status  Last Connection
Assaociate Clients [ O setd-win10-02 100420 Windows 10 Pro 64 (1909) s . Assigned  3/31/2021 207:18 AM
Manage Clients [ (O maccatalinas-Macl..  100.429 macOs Catalina {10.15) 3 - Assigned  4/7/2021 10:17:27 PM
test i ) -

tES' ® [ ) redhat 100432 Red Hat Linux (8:3) Assigned  4/7/2021 10:54:56 PM

est- -

VT [ O setl-wini0-05 1004.23 Windows 10 Pro 64 [1908) - - ) Assigned  3/31/2021 2:39:38 AM
WatchGuard Cloud [] [0 setd-wini0-01 100419 Windows 10 Pro 64 (1908) : S ) Assigned  3/31/2021 20948 AM
- i [] [0 setl-win10-06 100426 Windows 10 Pro 64 (1903) . - Assigned  3/26/2021 7:37:58 AM

onfiguration - -
[ O ubuntu-2 100430 Ubuntu (18.4) - . Assigned  4/8/2021 1:22:20 AM
O O Maclocal 100425 macOs High Sierra (10,13} = . Assigned  4/8/2021 12:58:20 AM

<< < 1 of 1 > ==

About

The Manage Computers tab shows this data:

m  Computer — The name of the device.

m [P Address — The IP address of the device.

m Operating System — The detected operating system of the device.

= Advanced Protection — The status of Advanced Protection on the device.

n Enabled

n Disabled

= Antivirus — The status of Antivirus protection on the device.
n Installing
m - Error
n Enabled
n Disabled

n No License
m Updated Protection — Indicates the status of the Protection Module and if the device requires an updated release.

] Updated
= Not updated (7 days since the last update)

m Pending restart
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m Knowledge —The status of Knowledge signature files on the device.

n Updated

= Not Updated (3 days since the last update).
m License Status — Indicates the status of the WatchGuard endpoint security product license.

n Assigned
m " Nolicense
n Excluded

m Last Connection — Indicates the date and time the device was last connected to the network.
You can select one or more devices and perform these actions.

Click : forthe computer on which you want to perform the action, then select the required action. If you select more
than one device, the action applies to all selected devices.

gﬂiﬁfw Knowledge License Status  Last Connection
Assianed 3/31/2021 12:5%55 PM :
Assign Security Configurations .
Uninstall WatchGuard Endpoint Protection :
Scan Computer
Isolate Computer

Stop Isolating Computer

= Assign Security Configurations — A security configuration is a set of WatchGuard endpoint security settings that
you define and assign to your managed devices. Select a security configuration from the list, then click Apply.

= Uninstall WatchGuard Endpoint Protection — Uninstall WatchGuard endpoint security products from the
computer.

= Scan Computer — Perform a file scan on the selected managed devices. To perform a file scan, the device must
be connected to the network. If the device is not connected to the network, the request remains active for 7 days
(by default). The scan runs when the device connects to the network.

= Isolate Computer — Isolate a device (Windows computers only). To isolate a device, the device must be
connected to the network to receive the request. The request remains active indefinitely for unconnected devices.
The isolate request is performed when the device connects to the network. A & icon appears when the device is
isolated. The isolation icon flashes while the request to isolate the device is active.

m Stop Isolating Computer — Stop isolation for a device (Windows computers only). To stop device isolation, the
device must be connected to the network to receive the request. The request remains active indefinitely for
unconnected devices. The request to stop isolation is performed when the device connects to the network. The
isolation icon flashes while the request to stop isolation is active.
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Unmanaged Discovered Computers

The Unmanaged Computers Discovered tab shows all detected devices in the client account that do not have
WatchGuard endpoint security products installed. To manage and perform actions on unmanaged devices, you must

install WatchGuard endpoint security products on the device.

@ To install WatchGuard endpoint security products from the plug-in, the device must already have the
ConnectWise Automate agent installed to process and schedule the WatchGuard agent installation.

£} WatchGuard Endpoint Security

ID: WGC-1-677d8bede3484dd0gf1d

Overview | Managed Computers (8) | Unmanaged Computers Discovered (5)

W’ O WatchGuard Client: willow
Licenses: 50 | Available: 41 | Used: 9
Overview
Clients [] computer IP address
) O MWARE-FF3884 100429
Associate Clients
3 O S-MAC 100425
Manage Clients
- () cw-server 1013810213
test-02 (1) AUTO2020-Ws2019  10.138.102.14

Your Company (@D cwserver 100213

WatchGuard Cloud

Configuration

About

The Unmanaged Computers Discovered tab shows this information:

Status

Discovered
Discovered
Discovered
Discovered

Discovered

m  Computer — The name of the device.
m [P Address — The IP address of the device.
m Status — The current installation status of WatchGuard endpoint security products on the device.

=~ Unmanaged
n Installing
= " Installation Error

Last seen
4/6/2021 8:26:39 AM

4/6/2021 8:26:39 AM
3/24/2021 7:30:00 AM
3/24/2021 7:30:00 AM

3/24/2021 7:30:25 AM

1 of 1 > >

m Last Seen — Indicates the date and time the device was last connected to the network.

The only action you can take for unmanaged computers is to install WatchGuard endpoint security products on the

device.

Click : forthe device on which you want to install WatchGuard endpoint security products, then select Install
WatchGuard Endpoint Protection. If you select multiple devices, the WatchGuard agent installs on all selected

devices.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate
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Overview | Managed Computers (8) | Unmanaged Computers Discovered (5)

[m] Computer IP address Status Last seen
MWARE-FF3884 10.04.29 Discovered 4/6/2021 8:26:39 AM H
] Install WatchGuard Endpeint Protection
O S-MAC 10.04.25 Discovered 4/6/2021 8:26:39 AM :
() ow-server 10.138.102.13 Discovered 3/24/2021 7:30:00 AM

The installation process for the device is scheduled after approximately two minutes.
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Update the WatchGuard Endpoint Security Plug-in

To update the WatchGuard Endpoint Security plug-in and install the latest version from ConnectWise Automate:

1. Open the ConnectWise Automate Control Center.
2. Select System > Solutions > Plugin Manager.
3. Select the WatchGuard Endpoint Security plug-in.
4. From the Advanced drop-down list, select Manage Plugins > Update Plugin.
Enable i Disable & Refresh | Advanced .'J
Enabled Name ~ Version Author Desaription Category  DBLoaded IISLoaded Remote Ag... Fiename Reload Plugins
v Web Control Cen.. 1.1.0.1 Lab.. Configures the LabTech Web Control ... LabTech... v b Webcont.... Disable Plugins 3
padpogn [ MemgePugn
v Standards and H... 1.2.1.. Con.. The Standards and Health solution us... v v LTStand... Remove Plugin
'  LTLicense Mana.. 3.0.1.. Con.. ConnectWise Automate License Man... Dashbo... v v LTLicens... =
o~ lgntePgm 111 Lab.. Confgures Ignite bxtra Data Fields a.. 2 Tniteplo_. [ UedicPign ]
+  Deployment Man.. 2.3.1.. Lab.. The Deplo it Manager Dashboard... Dashbo... v v LTDeploy...
® ConnectWise Contr... 6.0. Con. The Connec Control Remote Plugin w.. v SaeenCo...
® ConnectWise Contr... 6.0.... Con...  The ConnectWise Control Plugin allows you... SaeenCo...

3. From the list of files, select the WatchguardPlugin.d11 file for the update version you want to install.

6. Click Open to update the plug-in.

A message appears when the update completes.

7. Click OK.
8. Close and restart the ConnectWise Automate Control Center to update the plug-in.

WatchGuard Endpoint Security Plug-in for ConnectWise Automate
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Remove the WatchGuard Endpoint Security Plug-in

You can remove the WatchGuard Endpoint Security plug-in from ConnectWise Automate.

To remove the plug-in, you must perform these steps:

= Remove plug-in data
m Disable the plug-in in ConnectWise Automate
m Remove the plug-in from ConnectWise Automate

Remove Plug-in Data

We recommend you first remove all data from the plug-in before you uninstall the plug-in from ConnectWise Automate. This

removes all client account and configuration information, such as:

m Connection information for WatchGuard Cloud API access on the Configuration page

m  WatchGuard account list

m WatchGuard account mappings with ConnectWise Automate clients
m  WatchGuard endpoint security product license and security configuration information

To remote all data from the plug-in:

1. Open the WatchGuard Endpoint Security plug-in.

2. Select Configuration.
The Plug-in Configuration page appears.

£} WatchGuard Endpoint Security

wd

Overview

Clients

Associate Clients

Manage Clients

WatchGuard Cloud

Configuration

About

Plug-in Configuration

Specify the information required for AP1 access. This information is provided to you when you enable API access in WatchGuard Cloud

Authentication APl URL

https://api.usa.cloud hguard.c h/toks

API URL

https://api.usa.cloud.watchguard.com/rest/endpoint-security/management

Account ID

ACC-1235068

Access ID

1668d723d69e60bf_rw_id

Access Password

sesessens

API Key

UsS76twz

3. Click Remove Data.

A message appears to confirm if you want to remove all stored plug-in data. This action cannot be undone.

4. Click Yes.
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Disable the Plug-in

To disable the WatchGuard Endpoint Security plug-in in ConnectWise Automate:

1. Open the ConnectWise Automate Control Center.
2. Select System > Solutions > Plugin Manager.
3. Select orright-click the WatchGuard Endpoint Security plug-in, then click Disable.

3, Plugin Manager - [m] X
Enable i Disable & Refresh 3 Advanced -
All Installed Plugins 8 Enabled Name ~ Version Author Desaription Category DB Loaded IIS Loaded
E BRI < /| Web Control Center Config 1.1.0.1 LabTech Software  Configures the LabTech Web Control .. LabTech.. v
B | WatchGuard Endpme . 0.0 WatchGuard Tec... Configure WatchGuard endpoint secu...
: v and Hel___ 1.. ConnectWise Au... The Standards and Health solution us... v v
2 +  LTlicense Hanaﬁlﬂ Disable |1 ConnectWise Au... ConnectWise Automate License Man... Dashbo... v v
:: +"  Ignite Plugin 2 Refresh .1... LabTech Software Configures Ignite Extra Data Fields a... v v
h +  Deployment Mani .1.. LabTech Software The h g hboard... Dashbo... v v
- © | Connectwise Contrg M About ... |ConnectWise Auto... The ConnectWise Control Remote Plugin w...
,,i © | Comectiise Control Plugn 6.0.... | ConnectWise Auto... | The Connectiise Control Plugin alows you...
If you want to remove the WatchGuard Endpoint Security plug-in from ConnectWise Automate:
1. Open the ConnectWise Automate Control Center.
2. Select System > Solutions > Plugin Manager.
3. Select the WatchGuard Endpoint Security plug-in.
4. From the Advanced drop-down list, select Manage Plugins > Remove Plugin.
# Enable 4, Disable & Refresh | {3 Advanced -
Enabled Name ~ Version Author Desciption Category  DBLoaded IISLoaded Remote Ag... Fiename Reload Plugins »
+"  Web Control Center Config 1.1.0.1 Lab.. Configures the LabTech Web Control ... LabTech... v L Webcont.... Disable Plugins »
[ adapuugin Manage Plugins
Star and Heal in .2.1... Com... a ealth solution us... -
S LT License Manager e :‘\.iiﬁ i.m (on:::mnseAutm:akl'men;:Nln.. Dashbo... : j g::ens_ [ FemovePiugin |
+/  Ignite Plugin LLl. Lab.. Configures Ignite Extra Data Fields a... v v IgnitePlu... pdets ol
+  Deployment Manager Dashboard  2.3.1.. Lab.. The Deployment Manager Dashboard... Dashbo... v v LTDeploy...
© | connectwise Control Remote Plugn 6.0.... |Con... | The Connectwise Control Remote Plugin w... v Screenco...
© | Connectiise Control Plugn 6.0.... |Con... | The ConnectWise Control Plugin allows you... SaeenCo...
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