GROUP TEST SIEM/UTM

DETAILS
Vendor WatchGuard
Price $6,795 (includes first year of
licensing).
Contact watchguard.com
Features

★★★★★

Ease of use

★★★★★

Performance

★★★★★

Documentation

★★★★★

Support

★★★★★

Value for money

★★★★★

OVERALL RATING ★★★★★
Strengths Fast, powerful, 10GbE
support.
Weaknesses None found.
Verdict Comes from a company with
a long history of excellent products.
Great bang for the buck. We make
this our Recommended UTM product
for its power and functionality at an
excellent price point.

PICK OF THE LITTER
Intel Security’s McAfee Enterprise
Security Manager is a security
information and event management suite. It is the gold standard
and best analysis SIEM we saw. It is
very different from its predecessor.
We select it as SC Lab Approved.
Check Point Software 1180 Next
Generation Threat Prevention Appliance
(NGTP) is a unified threat management (UTM) firewall, router, gateway and wireless access point. It set
up easily and performed superbly.
We have no hesitation in giving this
product our Best Buy designation.
WatchGuard Firebox M440 is
truly an excellent choice for a UTM
device. We select this UTM tool as
Recommended.

WatchGuard

Firebox M440

T

he Firebox M440 is the latest next-generation firewall offering from WatchGuard.
The M440 is a true enterprise-grade UTM
device, with massive throughput and some of
the best all-in-one capability in its class. In addition to all of its built-in UTM features, the Firebox M440 can be expanded through licensing to
bring to the table advanced malware
detection and analysis capabilities
as well as DLP functionality. Out of
the box, it comes with tons of builtin templates and a host of other features to make the IT administrator’s job easier.
To kick off our testing, we began by removing
the device from its box and installing it in our
rack using the supplied hardware. Once we did
that, we followed the quick-start guide to create
an account on the WatchGuard website to register our device. After retrieving our license, we
connected it to our test network and finished
setup though a web browser. Here, we configured the WAN interface, set the administrator
password and installed our license. All of this
was performed through the built-in webpage,
which made setup a breeze. After we finished
the initial configuration, we were redirected by
the wizard to the device homepage.
We were extremely impressed with the amount
of effort that must have gone into the design of
the Firebox M440’s interface. After logging in,
we were quickly greeted by a heads-up page with
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all of the goings on in our network. The learning
curve for the Firebox was minimal and we found
ourselves breezing through the setup of the
device for our test bed. We installed a firmware
update and then updated all of the web filtering
and malware signatures to completely finish integrating the device in our system.
Overall, we were very pleased with the ease
of use of the device. Charts, graphs and visualizations are not in short supply on the Firebox,
which was another big plus. In addition to
its ease of use, we were also pleased with the
M440’s performance. Even with all security
features enabled, it can still achieve 1.6GbE
throughput, and 10GbE QSFP+ interfaces come
standard to facilitate this. An outstanding feature is WatchGuard Dimension, which comes
with the purchase. It lets admins view all of the
charts, graphs and data from every WatchGuard
device enterprise-wide.
Along with the device, we also received a
paper quick-start guide in the box. This was
well written, included pictures where appropriate and proved helpful through the initial setup.
The WatchGuard Firebox M440 is truly an
excellent choice for a UTM device. Overall, it is
easy to use, expandable and it offers very good
value for the price. Its high security and great
performance come at a premium price, but it is
well worth it. We select this as our Recommended UTM product. – SP
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