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WatchGuard

Gateway AntiVirus™
Guide

Viruses are malicious computer programs that try to attack
your computer or computers on your network. Viruses can be
dangerous, and they can cause damage to files and resources.
Some viruses find passwords and other sensitive information,
and some can use your system or network to attack other sys-
tems.

WatchGuard® Gateway AntiVirus stops viruses before they get
to computers on your network. Gateway AntiVirus uses the
WatchGuard SMTP Proxy. When you enable Gateway AntiVirus,
the WatchGuard SMTP Proxy looks at e-mail messages, finds
viruses, and removes them.

NOTE
Gateway AntiVirus works with the SMTP Proxy. If your

organization does not use SMTP to get e-mail, Gateway
AntiVirus does not give virus protection.

Gateway AntiVirus finds viruses encoded with common e-mail
attachment methods. These include base64, binary, 7-bit and
8-bit encoding. Gateway AntiVirus does not find viruses in
uuencoded or binhex-encoded messages.
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About Virus Signatures

When a new virus is identified on the Internet, the features that
make the virus unique are identified and recorded. The features
that make a virus unique are known as the virus signature.
Gateway AntiVirus uses these virus signatures to find viruses.
Gateway AntiVirus includes more than 40,000 virus signatures
in the default configuration.

New viruses appear on the Internet frequently. To make sure
that Gateway AntiVirus gives your network the best protection,
you must update the virus signatures frequently. You can con-
figure the Firebox® to update virus signatures automatically
from WatchGuard. You can also update virus signatures manu-
ally on your Firebox. These updates are made available when
new viruses are identified.

NOTE
You must keep virus signatures current to get the best
protection from Gateway AntiVirus. However, new virus
threats appear frequently. WatchGuard cannot guarantee
that our product will stop every virus, or prevent damage to
your systems or networks from a virus.

Gateway AntiVirus Procedures

To use Gateway AntiVirus, you must do these steps:

1 Install the Gateway AntiVirus feature. See “Installing
Gateway AntiVirus” on page 3.

2 Enable the Gateway AntiVirus feature. See “Enabling
Gateway AntiVirus” on page 4.

3 Update Gateway AntiVirus for the first time. See “Getting
Gateway AntiVirus Status and Updates” on page 5.

4 Configure Gateway AntiVirus system settings. See
“Configuring Gateway AntiVirus System Settings” on
page 7.

5 Configure Gateway AntiVirus in the SMTP Proxy. See

“Configuring Gateway AntiVirus in the SMTP Proxy” on
page 9.
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Installing Gateway AntiVirus

Installing Gateway AntiVirus

To install Gateway AntiVirus, you must have:

A Gateway AntiVirus license key.

An SMTP e-mail server behind the Firebox.

The SMTP Proxy. For information on how to add the SMTP
Proxy, see “Configuring Gateway AntiVirus in the SMTP

Proxy,” on page 9.

From Policy Manager, select Setup > Licensed Features.
The Licensed Features dialog box appears.

Licensed Features x|

 Licenses:

Mobile User ¥PN [D Clients]
Branch Office YPHN [0 Gateways)
SpamScreen
- High Availability
- WebBlocker
£ Gateway Anti¥irus
L 40-8080005233986-00004E 74-5DF17720
‘3 Port Upgrade

Eroperties... |

Add... Femoye |

Ok

Cancel

Help |

Click Add.

In the Add/Import License Keys dialog box, type or paste
your license key. You can click Browse to find it on your

computer or network. Click OK.

The license key appears on the Licensed Features dialog box.
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Enabling Gateway AntiVirus

Before you configure and use Gateway AntiVirus, you must
enable Gateway AntiVirus on your Firebox. To do this:

1 Click Start > Programs > WatchGuard > Firebox System
Manager.

2 In the Connect to Firebox dialog box, type the 1P address
and status passphrase for the Firebox.

3 Click the Policy Manager button to start Policy Manager.
You can select Tools > Policy Manager from the
WatchGuard menu to start Policy Manager.

4 In Policy Manager, select Setup > Gateway AntiVirus.
The Gateway AntiVirus window appears.

x|

V¥ Tempaorarily decompress attachments before a scan Cancel |

[” Enable debug log messages Help |

M agimum size of file attachments to scan: |1024 ::II [10- 4096 KE]

Signature / Engine LJpdate Configuration
https: /¢ zervices. watchguard. comd avservice/ avservice. asms/Fegister
[~ Enable automatic AY engine download

v Update automatically every |2 _I::' hours

Select the Enable antivirus engine check box. Click OK.

Select File > Save > To Firebox.

The first time you enable the antivirus engine, you must save the
configuration to the Firebox.

Type your configuration passphrase.
Click OK.
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Getting Gateway AntiVirus Status and Updates

Getting Gateway AntiVirus Status and Updates

You can see the status and get updates for Gateway AntiVirus
on the Security Services tab in the Firebox System Manager.

% Firebox System Manager - 192.168.54.57 [Connected] =18l x|
Y- @ B 5

Front Panel | Traffiz Monitor | Banduwidth Meter | Service Watch | Status Report | Authentication List| Blocked Sites  Secuiy Gervices |

Gateway AntiVirus

AV Status Disabled
License expiration Hewer
Update Signatures
Update &V Engine...
Clear GAY Shatisties
Benew Licenses. .

SpamScreen
Spamscresn Status Enabled
License expiration Hever
Stats since Tus How 14 19:16:57 2006 GMT
Enails scanned o

Span Emails found i

Clear Spam Statistics

FBenew Licenses. ..

Seeing Gateway AntiVirus status
Gateway AntiVirus status tells you if Gateway AntiVirus protec-
tion is enabled. You can also see when the license expires and
information about the virus scanner and the virus signatures.
To see Gateway AntiVirus status:
1 Start Firebox System Manager.

2 Click on the Security Services tab.

Gateway AntiVirus status appears. You only see Gateway AntiVirus
status after you install the Gateway AntiVirus license.

Updating Gateway AntiVirus signatures
Gateway AntiVirus is automatically configured to update the
antivirus signatures every two hours. See “Configure Gateway
AntiVirus” on page 8 to change this setting. You can also
update signatures manually. If the virus signatures are not cur-
rent, you are not protected from the latest viruses.
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To update Gateway AntiVirus manually:
1 Start Firebox System Manager.

2 Click on the Security Services tab.
Gateway AntiVirus status appears.
3 (lick Update Signatures.

The Firebox downloads the latest available signature update for
Gateway AntiVirus. You can see information about the update in
Traffic Monitor.

You can configure Gateway AntiVirus to update virus signatures
automatically. See “Configure Gateway AntiVirus” on page 8 for
more information.

Updating the antivirus engine
WatchGuard may periodically make antivirus engine updates
available for Gateway AntiVirus. When an engine update is
made available, you will be notified by a LiveSecurity bulletin e-
mail.
1t is critical that you update your engine as soon as a new
engine is available. Newer signatures may only work with newer
antivirus engines. You have access to new engines for the term
of your Gateway Antivirus subscription.
To update the Gateway AntiVirus engine manually:
1 Start Firebox System Manager.

2 Click on the Security Services tab.
Gateway AntiVirus status appears.

3 (lick Update AV Engine.

The Firebox downloads the latest Gateway AntiVirus engine. You
can see information about the update in Traffic Monitor.

You can configure Gateway AntiVirus to download engine
updates automatically. See “Configure Gateway AntiVirus” on
page 8 for more information.

Clear Gateway AntiVirus statistics
Clear Gateway AntiVirus statistics to see only new statistics.

To clear Gateway AntiVirus statistics:
1 Start Firebox System Manager.

2 Click on the Security Services tab.
Gateway AntiVirus status appears.

3 Click Clear GAV Statistics.
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Configuring Gateway AntiVirus System Settings

4 You are prompted for the configuration passphrase. Type
the configuration passphrase and click OK.

The statistics are cleared and the Firebox starts to record statis-

tics again. The Stats since field shows the last time and date

that the statistics were cleared. The Files scanned and Viruses

found fields show zeroes until a new file is examined or a virus

is found.
NOTE
After you clear statistics, you can still see older log messages
in the log files.

Renew Gateway AntiVirus Licenses
You can go to the web page to renew your Gateway AntiVirus
license from Firebox System Manager.

To renew the license:

1 Start Firebox System Manager.

2 Click on the Security Services tab.
Gateway AntiVirus status appears.

3 Click Renew Licenses.
A web browser window starts with the license renewal page open.
You must log in to your LiveSecurity account to view this page.

AntiVirus License expiration
When a Gateway AntiVirus license expires, all Gateway Antivirus

features stop working. You must add a new or upgrade license
to resume AntiVirus protection.

Configuring Gateway AntiVirus System Settings

You use the Gateway AntiVirus™ window to enable Gateway
AntiVirus and configure Gateway AntiVirus. This window con-
figures the Gateway AntiVirus feature for all SMTP Proxies on
the Firebox. You can also create different configurations in each
SMTP Proxy. For more information, see “Configuring Gateway
AntiVirus in the SMTP Proxy,” on page 9.
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Configure Gateway AntiVirus

1

In Policy Manager, select Setup > Gateway AntiVirus. The
Gateway AntiVirus dialog box appears.

Gateway Anti¥irus ﬂ

V¥ Tempaorarily decompress attachments before a scan Cancel |

[” Enable debug log messages |

Help

M agimum size of file attachments to scan: |1024 ::II [10- 4096 KE]

Signature / Engine LJpdate Configuration
https: /¢ zervices. watchguard. comd avservice/ avservice. asms/Fegister
[~ Enable automatic AY engine download

v Update automatically every |2 _I::' hours

If Gateway AntiVirus is not enabled, select the Enable
antivirus engine check box.

To temporarily decompress files that are compressed to scan
contents for viruses, select the Temporarily decompress
attachments before a scan checkbox.

This option allows the Firebox to examine the contents of
compressed files, for example Zip files, TAR files, and TGZ files.

NOTE
Gateway AntiVirus can only examine one level of a

compressed file. Hackers can hide viruses in compressed files
that are inside other compressed files. Gateway AntiVirus
supports several compression methods. See the Release Notes
for this product for a list of the compression file types
supported by this release.

To record debug log messages for Gateway AntiVirus, select
the Enable debug log messages checkbox.

Use this checkbox to record log messages about the functionality of
the antivirus service. It is not usually necessary to record these
messages unless the antivirus service does not operate correctly. If
this option is selected, log messages are recorded that give more
detail about the operation of the antivirus engine. These messages
can be used with Tech Support to troubleshoot problems.
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Configuring Gateway AntiVirus in the SMTP Proxy

5 You can set a maximum attachment size to examine in the
Maximum size of file attachments to scan field.

GatewayAntiVirus allows you to configure the attachment file size
from 10 KB to 4096 KB. You can use the arrows to move up or down
in 128 KB increments, or type a number between 10 and 4096.

NOTE
Note that this setting does not automatically change the

setting in the SMTP Proxy general tab for Maximum Size. The
smallest size setting of these two properties takes precedence.

6 To get automatic updates to the antivirus engine, select the
Enable automatic AV engine download checkbox.

Automatic engine updates enable you to have the best antivirus
protection available from WatchGuard for the Gateway AntiVirus
service.

7 To get signature updates automatically, select the Update
automatically checkbox. Select or type the number of
hours between update checks.

Signature updates allow Gateway AntiVirus to protect your system
from new virus threats that appear. Set the Firebox to get frequent
automatic updates to protect your network better.

Configuring Gateway AntiVirus in the SMTP Proxy

You use Gateway AntiVirus™ to find and stop viruses with the
SMTP Proxy. The Firebox uses the SMTP Proxy to examine e-
mail messages.

This guide gives you the basic procedure to add an SMTP Proxy,
and the procedure for configuring Gateway AntiVirus. For full
configuration information for the SMTP Proxy, see your Watch-
Guard System Manager User Guide.

Add an SMTP Proxy with Gateway AntiVirus
To add an SMTP Proxy and configure Gateway AntiVirus:
1 Start Policy Manager.

2 Select Edit > Add Service, expand the Proxies folder, and
select SMTP.

3 Click Add.

Type a name for the service and click OK.

Gateway AntiVirus for E-mail 9



5 Configure the Incoming and Outgoing connections and
traffic configurations for your network.

NOTE

Gateway AntiVirus can be configured for incoming e-mail,

outoging e-mail, or both. You can use these instructions for

both incoming and outgoing connections.

6 Click the Properties tab. Click the Inecoming or Outgoing
button. Click the AntiVirus tab.
The AntiVirus configuration for this Proxy appears.

Incoming SMTP Proxy ﬂ
Address Patterns | Headers I Logging I RFC Compliance I
General Antivis | ESMTF I Content Types

[+ Enable antivins protection for thiz service

[V Ship attachmerts that contain virses

[~ Ship compressed attachments that can not be scanned
[ Ship attachments that exceed magimum size

™ Ship attachments with malformed encoding

[ Ship attachments with non standard mime encoding

Gateway Antiinuz Settings...

ak. I Cancel | Help |

7 To enable AntiVirus on this Proxy, select the Enable
antivirus protection for this service check box.

8 To remove attachments that contain viruses, select the Strip
attachments that contain viruses check box.

NOTE

This option is enabled in the default configuration. It is

recommended that you use this option. Your users are only

protected from viruses if this check box is selected.
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Configuring Gateway AntiVirus in the SMTP Proxy

10

11

12

13

14

15
16

17

18

19

To remove compressed attachments that can not be
scanned by Gateway AntiVirus, select the Strip compressed
attachments that can not be scanned check box.
Compressed attachments that can not be scanned include files that
use unsupported compression formats such as RAR 3.0, and
password-protected ZIP or other compressed files. This is not
enabled by default. It is not recommended that you enable this
option.

To remove attachments that exceed the maximum size,
select the Strip attachments that exceed maximum size
check box.

You can configure the maximum size in the Gateway AntiVirus
dialog box. See "Configuring Gateway AntiVirus System Settings”
on page 7. This setting is not enabled by default, and it is not
recommended that you enable it.

To remove attachments with malformed encoding, select
the Strip attachments with malformed encoding check
box.

To remove attachments that are not encoded according to
MIME standards, select the Strip attachments with non
standard mime encoding check box.

Malformed MIME encoding is an exploit that attempts to alter a
standard MIME encoding to bypass the content check in Gateway
AntiVirus. Non-standard encoding is MIME data that is crafted to
appear as correct, but does not adhere to strict standards for the
particular MIME encoding. If you enable one or both of these
options, those maformed or non-standard MIME object, Gateway
AntiVirus strips the MIME object.

Click OK.
The Service Properties window appears.

When you complete the configuration for the SMTP Proxy,
click OK.

Click OK to close the Add Service dialog box.

Save the configuration to the Firebox. Select File > Save >
To Firebox.

Select a configuration file to save, or type the name of a
new file, and click Save.

Type the configuration passphrase in the Save to Firebox
dialog box.

Click Continue to save the file to the Firebox.
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20 Click OK after the Firebox is configured.

Configure Gateway AntiVirus for an existing SMTP
Proxy
To add Gateway AntiVirus to an existing SMTP Proxy:

1 Start Policy Manager.
2 Double-click the SMTP Proxy service.

3 (lick the Properties tab. Click the Incoming button. Click
the AntiVirus tab.
The AntiVirus configuration for this Proxy appears.

Incoming SMTP Proxy ﬂ
Address Patterns | Headers I Logging I RFC Compliance I
General Antivis | ESMTF I Content Types

[V Enable antivins protection for this service
[V Ship attachmerts that contain virses
[~ Ship compressed attachments that can not be scanned
[ Ship attachments that exceed magimum size
™ Ship attachments with malformed encoding

[ Ship attachments with non standard mime encoding

Gateway Antiinuz Settings...

ak. I Cancel | Help |

4 To enable AntiVirus on this Proxy, select the Enable
antivirus protection for this service checkbox.

5 To remove attachments that contain viruses, select the Strip
attachments that contain viruses checkbox.

NOTE

This option is enabled in the default configuration. It is

recommended that you use this option. Your users are only

protected from viruses if this checkbox is selected.
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Configuring Gateway AntiVirus in the SMTP Proxy

6 To remove compressed attachments that can not be
scanned by Gateway AntiVirus, select the Strip compressed
attachments that can not be scanned checkbox.
Compressed attachments that can not be scanned include files that
use unsupported compression formats such as RAR 3.0, and
password-protected ZIP or other compressed files. This is not
enabled by default. It is not recommended that you enable this
option.

7 To remove attachments that exceed the maximum size,
select the Strip attachments that exceed maximum size
checkbox.

You can configure the maximum size in the Gateway AntiVirus
dialog box. See "Configuring Gateway AntiVirus System Settings”
on page 7. This setting is not enabled by default, and it is not
recommended that you enable it.

8 To remove attachments with malformed encoding, select
the Strip attachments with malformed encoding check
box.

9 To remove attachments that are not encoded according to
MIME standards, select the Strip attachments with non
standard mime encoding check box.

10 Malformed MIME encoding is an exploit that attempts to alter a
standard MIME encoding to bypass the content check in Gateway
AntiVirus. Non-standard encoding is MIME data that is crafted to
appear as correct, but does not adhere to strict standards for the
particular MIME encoding. If you enable one or both of these
options, those maformed or non-standard MIME object, Gateway
AntiVirus strips the MIME object.

11 Click OK.

The Service Properties window appears.

12 When you complete the configuration for the SMTP Proxy,

click OK.

13 Save the configuration to the Firebox. Select File > Save >
To Firebox.

14 Select a configuration file to save, or type the name of a
new file, and click Save.

15 Type the configuration passphrase in the Save to Firebox
dialog box.

16 Click Continue to save the file to the Firebox.
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17 Click OK after the Firebox is configured.

Using Gateway AntiVirus with More Than One

Proxy

You can use more than one SMTP Proxy to find and remove
viruses for different servers in your organization.

Each proxy that uses Gateway AntiVirus is configured with
options that are unique to that proxy. For example, you can use
different proxy antivirus configurations for e-mail that is for
different servers or different destinations.

Gateway AntiVirus Headers

Gateway AntiVirus adds a header to each e-mail message. An e-
mail message can include mulitple parts separated by MIME
boundaries (multipart MIME). Each MIMEparts has a separate
set of headers. If a part includes an attachment, Gateway Anti-
Virus adds the header

X-AntiVirus to the set of headers. This header indicates antivi-
rus activity for the part. The X-AntiVirus header indicates
whether the message is clean, infected with a virus, or whether
there is another error in the antivirus process. If a part includes
an attachment, the antivirus action is included in the header.
The action can be allow or deny.

In this example, an attachment is infected with a virus, and the
virus is detected by Gateway AntiVirus for E-mail:

date time smtp-proxy [signature number] : Attachment
attachment_name is infected with virus virus_name,
denying attachment

If an attachment is denied, the body for that part of the mes-
sage is replaced. The new part is a message similar to the value
of the smtp-proxy header, for example:

Attachment attachment_name is infected with
virus virus_name, attachment denied

14
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Monitoring Gateway AntiVirus Activity

Monitoring Gateway AntiVirus Activity

You can monitor Gateway AntiVirus with the logging tools. The
Firebox System Manager includes reports and real-time log mes-

sage monitors.

When Gateway AntiVirus scans an attachment or identifies a
virus and removes an attachment, it records a log message in

the log file.

These are example Gateway AntiVirus log messages in the Sim-

ple Log format:

Message

AV: attachment filename is

clean

Where filename is the name of

the file that is scanned

AV: attachment filename is

infected with virus virusname,
denying attachment
Where filename is the file that is

scanned, and virusname is the
name of the virus that is detected.

AV: attachment size not
scanned due to size, denying
attachment

Meaning

The Firebox scanned an
attachment that does not
contain a virus.

The Firebox scanned an
attachment and found a virus.
The attachment was removed.

Gateway AntiVirus found a file
that exceeds the size limit, and
removed it. This occurs when
Gateway AntiVirus is configured

to strip attachments that
exceed the maximum size.

The example below shows a debugging log. In addition to the
messages listed above, it includes log messages that describe the
operation of each step that Gateway AntiVirus.

12/03/04 11:09 smtp-proxy[197]: Entering InitAvV

12/03/04 11:09 smtp-proxy[197]: [60.100.253.9:4847 10.9.9.3:25]
removing ESMTP keyword "PIPELINING"

12/03/04 11:09 smtp-proxy[197]: [60.100.253.9:4847 10.9.9.3:25]
removing ESMTP keyword "VRFY"

12/03/04 11:09 smtp-proxy[197]: [60.100.253.9:4847 10.9.9.3:25]
removing ESMTP keyword "ETRN"

12/03/04 11:09 smtp-proxy[197]: [60.100.253.9:4847 10.9.9.3:25]
removing ESMTP keyword "XVERP"

12/03/04 11:09 smtp-proxy[197]: AV: attachment avnormal.txt will be
scanned

12/03/04 11:09 avd[138]: Accepted client on 10

12/03/04 11:09 smtp-proxy[197]: AV: received response, response is /

tmp/clamav/s0 4096

Gateway AntiVirus for E-mail
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12/03/04 11:09 smtp-proxy[197]: AV: socket setup complete

12/03/04 11:09 smtp-proxy[197]: AV: entering AVCleanSpace

12/03/04 11:09 smtp-proxy[197]: AV: scan file path /tmp/clamav/s0/
1197, av state 0, max file size 4194304

12/03/04 11:09 smtp-proxy[197]: AV: attachment encoding is base64
12/03/04 11:09 smtp-proxy[197]: AV: write to disk complete, bytes
written 33537

12/03/04 11:09 smtp-proxy[197]: AV: scan command is "scan default 197 /
tmp/clamav/s0/1197"

12/03/04 11:09 smtp-proxy[197]: AV: scan response is "clean 197"
12/03/04 11:09 smtp-proxy[197]: AV: attachment avnormal.txt is clean
12/03/04 11:09 smtp-proxy[197]: mail from address
<user@watchguard.com>

12/03/04 11:09 smtp-proxy[197]: rcpt to address
<user2@watchguard.com>

12/03/04 11:09 smtp-proxy[197]: AV: base64 encode attachment

12/03/04 11:09 smtp-proxy[197]: AV: attachment read from disk (33537)
and written to socket (46071)

12/03/04 11:09 smtp-proxy[197]: AV: antivirus scan done

12/03/04 11:09 smtp-proxy[197]: AV: entering AVCleanSpace

12/03/04 11:09 smtp-proxy[197]: AV: attachment avviral.txt will be
scanned

12/03/04 11:09 smtp-proxy[197]: AV: scan file path /tmp/clamav/s0/
2197, av state 0, max file size 4194304

12/03/04 11:09 smtp-proxy[197]: AV: attachment encoding is base64
12/03/04 11:09 smtp-proxy[197]: AV: write to disk complete, bytes
written 68

12/03/04 11:09 smtp-proxy[197]: AV: scan command is "scan default 197 /
tmp/clamav/s0/2197"

12/03/04 11:09 smtp-proxy[197]: AV: scan response is "virus 197 Eicar-
Test-Signature"

12/03/04 11:09 smtp-proxy[197]: AV: antivirus action is deny

12/03/04 11:09 smtp-proxy[197]: AV: attachment avviral.txt is infected

with virus Eicar-Test-Signature,
12/03/04 11:09 smtp-proxy[197]:
<user@watchguard.com>

12/03/04 11:09 smtp-proxy[197]:
<user2@watchguard.com>

12/03/04 11:09 smtp-proxy[197]:
12/03/04 11:09 smtp-proxy[197]:

AV:
AV:

denying attachment

mail from address

rcpt to address

antivirus scan done
entering AVCleanSpace

16

Gateway AntiVirus for E-mail



	Contents
	WatchGuard Gateway AntiVirus™ Guide
	About Virus Signatures
	Gateway AntiVirus Procedures
	Installing Gateway AntiVirus
	Enabling Gateway AntiVirus
	Getting Gateway AntiVirus Status and Updates
	Seeing Gateway AntiVirus status
	Updating Gateway AntiVirus signatures
	Updating the antivirus engine
	Clear Gateway AntiVirus statistics
	Renew Gateway AntiVirus Licenses
	AntiVirus License expiration

	Configuring Gateway AntiVirus System Settings
	Configure Gateway AntiVirus

	Configuring Gateway AntiVirus in the SMTP Proxy
	Add an SMTP Proxy with Gateway AntiVirus
	Configure Gateway AntiVirus for an existing SMTP Proxy

	Using Gateway AntiVirus with More Than One Proxy
	Gateway AntiVirus Headers
	Monitoring Gateway AntiVirus Activity



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


