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CHAPTER 1 Internet Protocol Reference
The Internet Protocol (IP) specifies the format of packets and the addressing scheme 
for sending data over the Internet. By itself, it functions like a postal system allow-
ing you to address a package and drop it into the system. There is, however, no 
direct link between you and the recipient. In other words, there is no package.

Most networks combine IP with higher-level protocols like Transmission Control 
Protocol (TCP). Unlike simple IP, TCP/IP establishes a connection between two 
host servers so that they can send messages back and forth. TCP/IP provides the 
“packaging.”

In this chapter, we describe IP in more detail. While it offers a quick introduction to 
IP, it does not constitute a definitive reference. For a complete reference, see 
“Resources“ on page 37.

Internet Protocol Header

IP is a standard for the Internet or network layer of data communications. IP 
enables the shipment of datagrams — self-contained packets of information that 
include their own address and delivery instructions. IP prepends a header to each 
datagram. The IP header contains a minimum of twelve attributes as well as addi-
tional optional attributes. 

Table 1. Attributes of the Internet Protocol Header

$WWULEXWH 6L]H 'HVFULSWLRQ�

9HUVLRQ ��ELWV ,3�IRUPDW�QXPEHU��&XUUHQW�YHUVLRQ� ���

,+/ ��ELWV +HDGHU�OHQJWK�LQ����ELW�ZRUGV��0LQLPXP� ���

726 ��ELWV 7\SH�RI�VHUYLFH�VHWV�URXWLQJ�SULRULWLHV��,W�LV�JHQHUDOO\�
XQGHU�XWLOL]HG�EHFDXVH�IHZ�DSSOLFDWLRQ�OD\HUV�FDQ�VHW�LW�
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IP Header Number List
The IP Protocol header contains an 8 bit field that identifies the protocol for the 
Transport layer for the datagram.

7RWB/HQ ���ELWV 7RWDO�OHQJWK�RI�SDFNHW�PHDVXUHG�LQ�RFWHWV��,W�LV�XVHG�LQ�
UHDVVHPEOLQJ�IUDJPHQWV�

,' ���ELWV 3DFNHW�,'��XVHG�IRU�UHDVVHPEOLQJ�IUDJPHQWV�

)ODJV ��ELWV 0LVFHOODQHRXV�IODJV

)UDJB2II ���ELWV ,GHQWLILHV�IUDJPHQW�SDUW�IRU�WKLV�SDFNHW�

77/ ��ELWV 7LPH�WR�OLYH��,W�VHWV�WKH�PD[LPXP�WLPH�WKH�GDWDJUDP�
UHPDLQV�DOLYH�LQ�WKH�V\VWHP�

3URWRFRO ��ELWV ,3�SURWRFRO�QXPEHU��,QGLFDWHV�ZKLFK�RI�7&3��8'3��
,&03��,*03��RU�RWKHU�7UDQVSRUW�SURWRFRO�LV�LQVLGH�

&KHFN ���ELWV &KHFNVXP�IRU�WKH�,3�KHDGHU

6RXUB$GGU ���ELWV 6RXUFH�,3�DGGUHVV

'HVWB$GGU ���ELWV 'HVWLQDWLRQ�,3�DGGUHVV

2SWLRQV ���ELWV ,3�2SWLRQV��3UHVHQW�LI�,+/�LV���

Table 2. IP Protocol Number List

.H\ZRUG 1XPEHU 3URWRFRO�

�� 5HVHUYHG�

ICMP 1 Internet Control Message 

,*03 �� ,QWHUQHW�*URXS�0DQDJHPHQW�

**3� �� *DWHZD\�WR�*DWHZD\�

,3 �� ,3�ZLWKLQ�,3��HQFDSVXODWLRQ�

67 �� 6WUHDP�

TCP 6 Transmission Control Protocol 

8&/� �� 8&/�

(*3� �� ([WHULRU�*DWHZD\�3URWRFRO�

,*3� �� $Q\�SULYDWH�LQWHULRU�JDWHZD\�

%%1�5&&�
021�

�� %%1�5&&�0RQLWRULQJ�

193�,, �� 1HWZRUN�9RLFH�3URWRFRO�

383� �� 383�

$5*86� �� $5*86�

(0&21� �� (0&21�

;1(7 �� &URVV�1HW�'HEXJJHU�

&+$26� �� &KDRV�

UDP 17 User Datagram Protocol 

08;� �� 0XOWLSOH[LQJ�

'&1�0($6 �� '&1�0HDVXUHPHQW�6XEV\VWHPV�

Table 1. Attributes of the Internet Protocol Header

$WWULEXWH 6L]H 'HVFULSWLRQ�
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Internet Protocol Header
+03� �� +RVW�0RQLWRULQJ�

350� �� 3DFNHW�5DGLR�0HDVXUHPHQW�

;16�,'3� �� ;(52;�16�,'3�

7581.��� �� 7UXQN���

7581.��� �� 7UXQN���

/($)�� �� /HDI���

/($)�� �� /HDI���

5'3� �� 5HOLDEOH�'DWD�3URWRFRO

,573 �� ,QWHUQHW�5HOLDEOH�7UDQVDFWLRQ�

,62�73�� �� ,62�7UDQVSRUW�3URWRFRO�&ODVV���

1(7%/7 �� %XON�'DWD�7UDQVIHU�3URWRFRO�

0)(�163� �� 0)(�1HWZRUN�6HUYLFHV�3URWRFRO�

0(5,7�,13� �� 0(5,7�,QWHUQRGDO�3URWRFRO�

6(3� �� 6HTXHQWLDO�([FKDQJH�3URWRFRO�

�3&� �� 7KLUG�3DUW\�&RQQHFW�3URWRFRO�

,'35 �� ,QWHU�'RPDLQ�3ROLF\�5RXWLQJ�3URWRFRO�

;73� �� ;73�

''3� �� 'DWDJUDP�'HOLYHU\�3URWRFRO�

,'35�&073� �� ,'35�&RQWURO�0HVVDJH�7UDQVSRUW�3URWRFRO�

73�� �� 73���7UDQVSRUW�3URWRFRO�

,/ �� ,/�7UDQVSRUW�3URWRFRO�

6,3� �� 6LPSOH�,QWHUQHW�3URWRFRO�

6'53 �� 6RXUFH�'HPDQG�5RXWLQJ�3URWRFRO�

6,3�65 �� 6,3�6RXUFH�5RXWH�

6,3�)5$* �� 6,3�)UDJPHQW�

,'53 �� ,QWHU�'RPDLQ�5RXWLQJ�3URWRFRO�

5693 �� 5HVHUYDWLRQ�3URWRFRO�

*5(� �� *HQHUDO�5RXWLQJ�(QFDSVXODWLRQ�

0+53 �� 0RELOH�+RVW�5RXWLQJ�3URWRFRO�

%1$� �� %1$�

(63 �� (QFDSVXODWHG�6HFXULW\�3D\ORDG�

$+� �� $XWKHQWLFDWLRQ�+HDGHU�

,�1/63 �� ,QWHJUDWHG�1HW�/D\HU�6HFXULW\�78%$�

6:,3(� �� ,3�ZLWK�(QFU\SWLRQ�

1+53 �� 1%0$�1H[W�+RS�5HVROXWLRQ�3URWRFRO�

������ 8QDVVLJQHG�

�� $Q\�KRVW�LQWHUQDO�SURWRFRO�

&)73 �� &)73�

�� $Q\�ORFDO�QHWZRUN�

6$7�(;3$.� �� 6$71(7�DQG�%DFNURRP�(;3$.�

Table 2. IP Protocol Number List

.H\ZRUG 1XPEHU 3URWRFRO�
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.5<372/$1� �� .U\SWRODQ�

59'� �� 0,7�5HPRWH�9LUWXDO�'LVN�3URWRFRO�

,33& �� ,QWHUQHW�3OXULEXV�3DFNHW�&RUH�

�� $Q\�GLVWULEXWHG�ILOH�V\VWHP�

6$7�021� �� 6$71(7�0RQLWRULQJ�

9,6$ �� 9,6$�3URWRFRO�

,3&9 �� ,QWHUQHW�3DFNHW�&RUH�8WLOLW\�

&31; �� &RPSXWHU�3URWRFRO�1HWZRUN�([HFXWLYH�

&3+% �� &RPSXWHU�3URWRFRO�+HDUW�%HDW�

:61� �� :DQJ�6SDQ�1HWZRUN�

393� �� 3DFNHW�9LGHR�3URWRFRO�

%5�6$7�021 �� %DFNURRP�6$71(7�0RQLWRULQJ

681�1' �� 681�1'35272&2/�7HPSRUDU\�

:%�021 �� :,'(%$1'�0RQLWRULQJ�

:%�(;3$. �� :,'(%$1'�(;3$.�

,62�,3 �� ,62�,QWHUQHW�3URWRFRO�

9073 �� 9073�

6(&85(�
9073�

�� 6(&85(�9073�

9,1(6� �� 9,1(6�

773� �� 773�

16)1(7�,*3 �� 16)1(7�,*3�

'*3� �� 'LVVLPLODU�*DWHZD\�3URWRFRO�

7&)� �� 7&)�

,*53 �� ,*53�

263),*3� �� 263),*3�

635,7(�53& �� 6SULWH�53&�3URWRFRO�

/$53 �� /RFXV�$GGUHVV�5HVROXWLRQ�3URWRFRO�

073� �� 0XOWLFDVW�7UDQVSRUW�3URWRFRO�

$;���� �� $;����)UDPHV�

,3,3 �� ,3�ZLWKLQ�,3�(QFDSVXODWLRQ�3URWRFRO�

0,&3 �� 0RELOH�,QWHUQHWZRUNLQJ�&RQWURO�3URWRFRO�

6&&�63 �� 6HPDSKRUH�&RPPXQLFDWLRQV�6HFXULW\�3UR�
WRFRO�

(7+(5,3� �� (WKHUQHW�ZLWKLQ�,3�(QFDSVXODWLRQ�

(1&$3� �� (QFDSVXODWLRQ�+HDGHU�

�� $Q\�SULYDWH�HQFU\SWLRQ�VFKHPH�

*073 ���� *073�

�������� 8QDVVLJQHG�

���� 5HVHUYHG

Table 2. IP Protocol Number List

.H\ZRUG 1XPEHU 3URWRFRO�
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Internet Protocol Options
Internet Protocol Options

Internet Protocol options are variable-length additions to the standard IP header. IP 
options are either of limited usefulness or very dangerous. There are several kinds 
of IP options: 

Security
Control routing of IP packets that carry sensitive data. Security options are rarely sup-
ported.

Stream ID (SID)
The stream ID option is rarely supported.

Source Routing 
Both the loose source route option and the strict source route option enable the source of 
an Internet packet to provide routing information. Source routing options can be very 
dangerous, since a clever attacker might use them to masquerade as another site. How-
ever, loose source routing and the traceroute facility can also help debug some obscure 
routing problems.

Record Route
The record route option was originally intended for use in testing the Internet. Unfortu-
nately, record route can only record ten IP addresses. On the present Internet, typical 
long-haul transmissions can involve twenty or thirty hops, rendering the record route 
option obsolete.

Time Stamp
The time stamp option helps measure network propagation delays. This task is done 
more effectively, however, with higher-level time protocols or time-stamp messages.

Since most applications make it either very obscure or very difficult to use IP 
options, they are rarely used.

Transfer Protocols

The IP protocol of the network layer encapsulates information contained in the 
transport layer. The transport layer has several protocols that specify how to trans-
mit data between applications: for example, UDP, TCP, ICMP, and others.

UDP
User Datagram Protocol (UDP) is a connectionless, potentially unreliable, datagram 
protocol. It trades reliability for speed and low overhead. To ensure accurate trans-
mission, it requires that the application layer verify that packets arrive at their desti-
nation. 

Characteristics of UDP include:

� Often used for services involving the transfer of small amounts of data where 
retransmitting a request is not a problem. 
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� Used for services such as time synchronization in which an occasionally lost 
packet will not affect continued operation. Many systems using UDP re-send 
packets at a constant rate to inform their peers about interesting events. 

� Primarily used on LANs, in particular for NFS services where its low overhead 
gives it a substantial performance advantage. A lack of congestion control makes 
using UDP for bulk data transfer over long-haul connections not recommended.

� Supports broadcasts. 
� Provides abstraction of ports. 
� A connection is described by its source and destination ports and its source and 

destination IP addresses. In typical usage, port numbers below 1024 are reserved 
for well-known services (destinations), and the client side is supposed to use 
ports above 1023 for the source of the connection. However, this rule has many 
notable exceptions. In particular, NFS (port 2049) and Archie (port 1525) use 
server ports at numbers above 1024. Some services use the same source and des-
tination port for server-to-server connections. Common examples are DNS (53), 
NTP (123), syslog (514), and RIP (520).

TCP
Transmission Control Protocol (TCP) provides reliable stream-oriented services. It 
trades speed and overhead for increased reliability. Like UDP, TCP provides source 
and destination ports that are used in a similar fashion. 

TCP uses a rather complicated state machine to manage connections. There are sev-
eral attribute bits which control the state of a connection. Three very important 
attribute bits of TCP packets are the SYN, ACK, and FIN bits. The SYN bit is set 
only on the first packet sent in each direction for a given connection. The ACK bit is 
set when the other side is acknowledging the receipt of data to the peer. The FIN bit 
is set when one side wishes to close the connection.

ICMP
The Internet Control Message Protocol (ICMP) is used primarily to deliver error 
information about other services. It is otherwise quite similar in practical operation 
to UDP. That is, it is connectionless and does not guarantee that packets are deliv-
ered to their destination. One dangerous ICMP packet is the ICMP redirect packet, 
which can change routing information on the machines that receive it. 

Other Protocols
The vast majority of the traffic on the Internet uses one of the three protocols men-
tioned above. There are some others that are of interest:

IGMP (Internet Group Multicast Protocol)
A protocol supporting multicasts used by SGI’s Dogfight game.

IPIP (IP-within-IP)
An encapsulation protocol used to build virtual networks over the Internet.

GGP (Gateway-Gateway Protocol)
A routing protocol used between autonomous systems.
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Standard Ports and Random Ports
GRE
A protocol used for PPTP.

ESP
An encryption protocol used for IPSec.

Standard Ports and Random Ports

The UDP, TCP, and other protocols of the transport layer encapsulate information 
contained within the application layer. The appropriate application processes are 
designated by source and destination port numbers. These port numbers, along 
with the source and destination IP addresses, specify a unique connection on the 
Internet.

For example, it is reasonable to have two telnet sessions from one host to another. 
However, since telnet uses a well-known service number of 23, something must dis-
tinguish these two connections. The other port in these cases will be a port that is 
typically greater than 1023. This alternative port designation is dynamically allo-
cated by the operating system on the client side.

Random ports can cause a great amount of trouble if they happen to match a well-
known service on a port above 1023. If some client machine assigns a random port 
of 2049, the connection may mysteriously fail. Similar problems can occur with the 
X Window and Archie services.

In practice, most operating systems cycle port numbers between 1024 and a number 
somewhere in the range of 2100, depending on how many TCP connections are cur-
rently open and whether a recently closed connection used a similar port number. 
This makes the above problem rare.
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CHAPTER 2 Content Types
Content-type is a header used by Web servers to specify to Web browser clients the 
MIME type of the data being sent. It allows clients to correctly identify and display 
video clips, images, sound or non-HTML data. Many MIME content-types may be 
familiar from their use by e-mail applications.

The WatchGuard Proxied HTTP service uses content-type headers to determine 
whether to allow or deny HTTP transactions. Use the Policy Manager to configure 
the Proxied HTTP service. MIME types are also used in SMTP and are configurable 
in the SMTP proxy. To assist with this process, we compiled a list of the more com-
monly used MIME content-types.The structure of MIME content-types is as fol-
lows:

W\SH�VXE�W\SH

Wildcards may be used to select all sub-types within a type, particularly when set-
ting unsafe content types. For example, to allow all content-types that are text 
(including text/enriched, text/plain, and others), use the content-type WH[W�
. 

1HZ�UHJLVWHUHG�0,0(�FRQWHQW�W\SHV�DSSHDU�UHJXODUO\��:DWFK*XDUG�
UHFRPPHQGV�UHJXODUO\�FKHFNLQJ�DQ�RQOLQH�UHIHUHQFH�IRU�WKH�PRVW�FXU�
UHQW�OLVW��2QH�VRXUFH�RI�FXUUHQW�0,0(�W\SHV�LV�

IWS���IWS�LVL�HGX�LQ�QRWHV�LDQD�DVVLJQPHQWV�PHGLD�W\SHV

,Q�DGGLWLRQ��:DWFK*XDUG�HQFRXUDJHV�\RX�WR�H�PDLO�QHZ�FRQWHQW�W\SHV�
ZLWK�D�UHIHUHQFH�VR�WKDW�ZH�FDQ�XSGDWH�RXU�PDVWHU�OLVW�

PDQXDO#ZDWFKJXDUG�FRP
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Content Types
Table 3. MIME Content Types

&RQWHQW�7\SH 'HVFULSWLRQ

DSSOLFDWLRQ�


DSSOLFDWLRQ�DFWLYHPHVVDJH $FWLYH�PHVVDJH

DSSOLFDWLRQ�DQGUHZ�LQVHW $)6�(=�LQVHW

DSSOLFDWLRQ�DSSOHILOH *HQHULF�0DFLQWRVK�ILOHV�

DSSOLFDWLRQ�DVWRXQG $VWRXQG�:HE�3OD\HU

DSSOLFDWLRQ�DWRPLFPDLO $WRPLF�0DLO

DSSOLFDWLRQ�FDOV����� &$/6��5)&������

DSSOLFDWLRQ�FRPPRQJURXQG

DSSOLFDWLRQ�F\EHUFDVK

DSSOLFDWLRQ�GFD�UIW

DSSOLFDWLRQ�GHF�G[

DSSOLFDWLRQ�HVKRS

DSSOLFDWLRQ�K\SHUVWXGLR

DSSOLFDWLRQ�LJHV

DSSOLFDWLRQ�PDF�ELQKH[��

DSSOLFDWLRQ�PDFZULWHLL

DSSOLFDWLRQ�PDUF

DSSOLFDWLRQ�PDWKHPDWLFD

DSSOLFDWLRQ�PV�H[FHO ([FHO�VSUHDGVKHHW�

DSSOLFDWLRQ�PVZRUG :RUG�GRFXPHQW

DSSOLFDWLRQ�QHZV�PHVVDJH�LG

DSSOLFDWLRQ�QHZV�WUDQVPLVVLRQ

DSSOLFDWLRQ�RFWHW�VWUHDP

DSSOLFDWLRQ�RGD

DSSOLFDWLRQ�SGI

DSSOLFDWLRQ�SJS�HQFU\SWHG 3*3�HQFU\SWHG��5)&�������

DSSOLFDWLRQ�SJS�NH\V 3*3�NH\V��5)&�������

DSSOLFDWLRQ�SJS�VLJQDWXUH 3*3�VLJQDWXUH��5)&�������

DSSOLFDWLRQ�SNFV��

DSSOLFDWLRQ�SNFV��PLPH

DSSOLFDWLRQ�SNFV��VLJQDWXUH

DSSOLFDWLRQ�SRVWVFULSW 3RVW6FULSW

DSSOLFDWLRQ�SUV�DOYHVWUDQG�WLWUD[�

DSSOLFDWLRQ�SUV�FZZ

DSSOLFDWLRQ�SUV�QSUHQG

DSSOLFDWLRQ�UHPRWH�SULQWLQJ

DSSOLFDWLRQ�ULVFRV

DSSOLFDWLRQ�UWI 0LFURVRIW�5LFK�7H[W�)RUPDW
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DSSOLFDWLRQ�VHW�SD\PHQW 6(7�SD\PHQW�

DSSOLFDWLRQ�VHW�SD\PHQW�LQLWLDWLRQ

DSSOLFDWLRQ�VHW�UHJLVWUDWLRQ

DSSOLFDWLRQ�VHW�UHJLVWUDWLRQ�LQLWLDWLRQ

DSSOLFDWLRQ�VJPO 6*0/�DSSOLFDWLRQ��5)&�������

DSSOLFDWLRQ�VJPO�RSHQ�FDWDORJ

DSSOLFDWLRQ�VODWH

DSSOLFDWLRQ�YLV�G 9LV�'���GLPHQVLRQDO�GDWD�

DSSOLFDWLRQ�YQG��0�3RVW�LW�1RWHV

DSSOLFDWLRQ�YQG�)OR*UDSK,W

DSSOLFDWLRQ�YQG�DFXFRERO

DSSOLFDWLRQ�YQG�DFXFREROa

DSSOLFDWLRQ�YQG�DQVHU�ZHE�FHUWLILFDWH�
LVVXH�LQLWLDWLRQ

DSSOLFDWLRQ�YQG�DQVHU�ZHE�IXQGV�
WUDQVIHU�LQLWLDWLRQ

DSSOLFDWLRQ�YQG�DXGLRJUDSK

DSSOLFDWLRQ�YQG�EXVLQHVVREMHFWV

DSSOLFDWLRQ�YQG�FOD\PRUH

DSSOLFDWLRQ�YQG�FRPPHUFH�EDWWHOOH

DSSOLFDWLRQ�YQG�FRPPRQVSDFH

DSSOLFDWLRQ�YQG�FRVPRFDOOHU

DSSOLFDWLRQ�YQG�F\EDQN

DSSOLFDWLRQ�YQG�GQD

DSSOLFDWLRQ�YQG�G[U

DSSOLFDWLRQ�YQG�HFGLV�XSGDWH

DSSOLFDWLRQ�YQG�HFRZLQ�FKDUW

DSSOLFDWLRQ�YQG�HFRZLQ�ILOHUHTXHVW

DSSOLFDWLRQ�YQG�HFRZLQ�ILOHXSGDWH

DSSOLFDWLRQ�YQG�HFRZLQ�VHULHV

DSSOLFDWLRQ�YQG�HFRZLQ�VHULHVUHTXHVW

DSSOLFDWLRQ�YQG�HFRZLQ�VHULHVXSGDWH

DSSOLFDWLRQ�YQG�HFRZLQ�VHULHVXSGDWH

DSSOLFDWLRQ�YQG�HQOLYHQ

DSSOLFDWLRQ�YQG�HSVRQ�TXLFNDQLPH

DSSOLFDWLRQ�YQG�HSVRQ�VDOW

DSSOLFDWLRQ�YQG�IGI

DSSOLFDWLRQ�YQG�IIVQV

DSSOLFDWLRQ�YQG�IUDPHPDNHU

DSSOLFDWLRQ�YQG�IXMLWVX�RDV\V

Table 3. MIME Content Types
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Content Types
DSSOLFDWLRQ�YQG�IXMLWVX�RDV\V�

DSSOLFDWLRQ�YQG�IXMLWVX�RDV\V�

DSSOLFDWLRQ�YQG�IXMLWVX�RDV\VJS

DSSOLFDWLRQ�YQG�IXMLWVX�RDV\VSUV

DSSOLFDWLRQ�YQG�IXML[HUR[�GRFXZRUNV

DSSOLFDWLRQ�YQG�IXW�PLVQHW

DSSOLFDWLRQ�YQG�KS�+3*/

DSSOLFDWLRQ�YQG�KS�3&/

DSSOLFDWLRQ�YQG�KS�3&/;/

DSSOLFDWLRQ�YQG�KS�KSV

DSSOLFDWLRQ�YQG�LEP�0LQL3D\

DSSOLFDWLRQ�YQG�LEP�PRGFDS

DSSOLFDWLRQ�YQG�LQWHUFRQ�IRUPQHW

DSSOLFDWLRQ�YQG�LQWHUWUXVW�GLJLER�

DSSOLFDWLRQ�YQG�LQWHUWUXVW�QQFS

DSSOLFDWLRQ�YQG�LQWX�TER

DSSOLFDWLRQ�YQG�LV�[SU

DSSOLFDWLRQ�YQG�MDSDQQHW�GLUHFWRU\�
VHUYLFH

DSSOLFDWLRQ�YQG�MDSDQQHW�MSQVWRUH�
ZDNHXS

DSSOLFDWLRQ�YQG�MDSDQQHW�SD\PHQW�
ZDNHXS

DSSOLFDWLRQ�YQG�MDSDQQHW�UHJLVWUDWLRQ

DSSOLFDWLRQ�YQG�MDSDQQHW�UHJLVWUDWLRQ�
ZDNHXS

DSSOLFDWLRQ�YQG�MDSDQQHW�VHWVWRUH�
ZDNHXS

DSSOLFDWLRQ�YQG�MDSDQQHW�YHULILFDWLRQ

DSSOLFDWLRQ�YQG�MDSDQQHW�YHULILFDWLRQ�
ZDNHXS

DSSOLFDWLRQ�YQG�NRDQ

DSSOLFDWLRQ�YQG�ORWXV������

DSSOLFDWLRQ�YQG�ORWXV�DSSURDFK

DSSOLFDWLRQ�YQG�ORWXV�IUHHODQFH

DSSOLFDWLRQ�YQG�ORWXV�RUJDQL]HU

DSSOLFDWLRQ�YQG�ORWXV�VFUHHQFDP

DSSOLFDWLRQ�YQG�ORWXV�ZRUGSUR

DSSOLFDWLRQ�YQG�PHULGLDQ�VOLQJVKRW

DSSOLFDWLRQ�YQG�PLI

DSSOLFDWLRQ�YQG�PLQLVRIW�KS�����VDYH

Table 3. MIME Content Types
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DSSOLFDWLRQ�YQG�PLWVXELVKL�PLVW\�
JXDUG�WUXVWZHE

DSSOLFDWLRQ�YQG�PV�DUWJDOU\

DSSOLFDWLRQ�YQG�PV�DVI

DSSOLFDWLRQ�YQG�PV�SRZHUSRLQW

DSSOLFDWLRQ�YQG�PV�SURMHFW

DSSOLFDWLRQ�YQG�PV�WQHI

DSSOLFDWLRQ�YQG�PV�ZRUNV

DSSOLFDWLRQ�YQG�PXVLF�QLII

DSSOLFDWLRQ�YQG�PXVLFLDQ

DSSOLFDWLRQ�YQG�QHWIS[

DSSOLFDWLRQ�YQG�QREOHQHW�GLUHFWRU\

DSSOLFDWLRQ�YQG�QREOHQHW�VHDOHU

DSSOLFDWLRQ�YQG�QREOHQHW�ZHE

DSSOLFDWLRQ�YQG�QRYDGLJP�('0

DSSOLFDWLRQ�YQG�QRYDGLJP�(';

DSSOLFDWLRQ�YQG�QRYDGLJP�(;7

DSSOLFDWLRQ�YQG�RVD�QHWGHSOR\

DSSOLFDWLRQ�YQG�SRZHUEXLOGHU�

DSSOLFDWLRQ�YQG�SRZHUEXLOGHU��V

DSSOLFDWLRQ�YQG�SRZHUEXLOGHU�a

DSSOLFDWLRQ�YQG�SXEOLVKDUH�GHOWD�WUHH

DSSOLFDWLRQ�YQG�UDSLG

DSSOLFDWLRQ�YQG�VHHPDLO

DSSOLFDWLRQ�YQG�VKDQD�LQIRUPHG�IRUP�
GDWD

DSSOLFDWLRQ�
YQG�VKDQD�LQIRUPHG�IRUPWHPS

DSSOLFDWLRQ�YQG�VKDQD�LQIRUPHG�LQWHU�
FKDQJH

DSSOLFDWLRQ�YQG�VKDQD�LQIRUPHG�SDFN�
DJH

DSSOLFDWLRQ�YQG�VWUHHW�VWUHDP

DSSOLFDWLRQ�YQG�VYG

DSSOLFDWLRQ�YQG�VZLIWYLHZ�LFV

DSSOLFDWLRQ�YQG�WUXHGRF

DSSOLFDWLRQ�YQG�XSODQHW�DOHUW

DSSOLFDWLRQ�YQG�XSODQHW�DOHUW�ZE[PO

DSSOLFDWLRQ�YQG�XSODQHW�EHDUHU�FKRL�
ZE[PO

DSSOLFDWLRQ�YQG�XSODQHW�EHDUHU�FKRLFH

Table 3. MIME Content Types
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Content Types
DSSOLFDWLRQ�YQG�XSODQHW�FDFKHRS

DSSOLFDWLRQ�YQG�XSODQHW�FDFKHRS�
ZE[PO

DSSOLFDWLRQ�YQG�XSODQHW�FKDQQHO

DSSOLFDWLRQ�YQG�XSODQHW�FKDQQHO�
ZE[PO

DSSOLFDWLRQ�YQG�XSODQHW�OLVW

DSSOLFDWLRQ�YQG�XSODQHW�OLVW�ZE[PO

DSSOLFDWLRQ�YQG�XSODQHW�OLVWFPG

DSSOLFDWLRQ�YQG�XSODQHW�OLVWFPG�
ZE[PO

DSSOLFDWLRQ�YQG�XSODQHW�VLJQDO

DSSOLFDWLRQ�YQG�YLVLR

DSSOLFDWLRQ�YQG�ZHEWXUER

DSSOLFDWLRQ�YQG�ZUT�KS�����ODEHOOHG

DSSOLFDWLRQ�YQG�ZW�VWI

DSSOLFDWLRQ�YQG�[DUD

DSSOLFDWLRQ�YQG�\HOORZULYHU�FXVWRP�
PHQX

DSSOLFDWLRQ�ZLWD :DQJ�,QIR��7UDQVIHU�)RUPDW��:DQJ��

DSSOLFDWLRQ�ZRUGSHUIHFW��� :RUG3HUIHFW�����GRFXPHQW�

DSSOLFDWLRQ�[�DOSKD�IRUP 6SHFLDOL]HG�GDWD�HQWU\�IRUPV�

DSSOLFDWLRQ�[�DVDS $6$3�:RUG3RZHU�

DSSOLFDWLRQ�[�EFSLR 2OG�&3,2�IRUPDW�

DSSOLFDWLRQ�[�FKDW ,QWHUDFWLYH�FKDW��,FKDW��

DSSOLFDWLRQ�[�FSLR 326,;�&3,2�IRUPDW�

DSSOLFDWLRQ�[�FVK 81,;�F�VKHOO�SURJUDP�

DSSOLFDWLRQ�[�GLUHFWRU 0DFURPHGLD�6KRFNZDYH�

DSSOLFDWLRQ�[�GYL 7H;�GYL�IRUPDW�

DSSOLFDWLRQ�[�IUDPHPDNHU )UDPH0DNHU�'RFXPHQWV��)UDPH��

DSSOLFDWLRQ�[�JWDU *QX�WDU�IRUPDW�

DSSOLFDWLRQ�[�NRDQ .RDQ�PXVLF�GDWD��66H\R��

DSSOLFDWLRQ�[�ODWH[ /D7H;�GRFXPHQW�

DSSOLFDWLRQ�[�PLI 0DNHU�,QWHUFKDQJH�)RUPDW�
�)UDPH0DNHU��

DSSOLFDWLRQ�[�QHW�LQVWDOO 1HW�,QVWDOO��������6RIWZDUH��

DSSOLFDWLRQ�[�QV�SUR[\�DXWRFRQILJ $XWRFRQILJXUDWLRQ��1HWVFDSH��

DSSOLFDWLRQ�[�ROHREMHFW 2/(�2EMHFW�

DSSOLFDWLRQ�[�ROHVFULSW 2/(�VFULSW�H�J���9LVXDO�%DVLF�

DSSOLFDWLRQ�[�S�G 3OD\�'���'�VFHQH�GDWD��3OD\�'��

DSSOLFDWLRQ�[�SFQ 3RLQWFDVW�QHZV�GDWD�

Table 3. MIME Content Types
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DSSOLFDWLRQ�[�SGI $GREH�$FUREDW�3')�

DSSOLFDWLRQ�[�SHUO 3HUO�SURJUDP�

DSSOLFDWLRQ�[�SQ�UHDODXGLR 5HDODXGLR��3URJUHVVLYH�1HWZRUNV��

DSSOLFDWLRQ�[�SRLQWSOXV 3RLQW3OXV�SUHVHQWDWLRQ�GDWD�

DSSOLFDWLRQ�[�UDG�SRZHUPHGLD 3RZHU0HGLD�PXOWLPHGLD�

DSSOLFDWLRQ�[�VK 81,;�ERXUQH�VKHOO�SURJUDP�

DSSOLFDWLRQ�[�VKDU 81,;�VK�VKHOO�DUFKLYH�

DSSOLFDWLRQ�[�VSULWH 6L]]OHU�UHDO�WLPH�YLGHR�DQLPDWLRQ�

DSSOLFDWLRQ�[�VWXIILW 0DFLQWRVK�6WXIILW�$UFKLYH�

DSSOLFDWLRQ�[�WDU ���%6'�7$5�IRUPDW�

DSSOLFDWLRQ�[�WFO 7FO��7RRO�&RQWURO�/DQJXDJH��SURJUDP�

DSSOLFDWLRQ�[�WH[ 7H;�/D7H;�GRFXPHQW�

DSSOLFDWLRQ�[�WH[LQIR *18�7H[,QIR�GRFXPHQW�

DSSOLFDWLRQ�[�WURII 7URII�GRFXPHQW�

DSSOLFDWLRQ�[�WURII�PDQ 7URII�GRFXPHQW�ZLWK�0$1�PDFURV�

DSSOLFDWLRQ�[�WURII�PH 7URII�GRFXPHQW�ZLWK�0(�PDFURV�

DSSOLFDWLRQ�[�WURII�PV 7URII�GRFXPHQW�ZLWK�06�PDFURV�

DSSOLFDWLRQ�[�XVWDU 326,;�WDU�IRUPDW�

DSSOLFDWLRQ�[�ZDLV�VRXUFH :$,6�VRXUFHV

DSSOLFDWLRQ�[�ZHEEDVLF 9LVXDO�%DVLF�REMHFWV�

DSSOLFDWLRQ�[����ES ;�����PDLO�PHVVDJH�ERG\�SDUW��5)&�
������

DSSOLFDWLRQ�[PO

DSSOLFDWLRQ�]LS '26�3&���3N]LSSHG�DUFKLYH

DXGLR�


DXGLR���NDGSFP

DXGLR�EDVLF

DXGLR�EDVLF %DVLF�DXGLR�

DXGLR�HFKRVSHHFK &RPSUHVVHG�VSHHFK��(FKR�6SHHFK�
&RUS���

DXGLR�YQG�TFHOS

DXGLR�YR[ZDUH 7RROYR[�VSHHFK�DXGLR��9R[ZDUH��

DXGLR�[�DLII 0DFLQWRVK�DXGLR�IRUPDW��$SSOH��

DXGLR�[�PSHJ 03(*�DXGLR�

DXGLR�[�PSHJ�� 03(*���DXGLR�

DXGLR�[�ZDY 0LFURVRIW�DXGLR�

FKHPLFDO�
 �VHYHUDO�W\SHV��

GUDZLQJ�


GUDZLQJ�[�GZI $XWRFDG�:+,3�YHFWRU�GUDZLQJV�

JUDSKLFV�
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Content Types
JUDSKLFV�[�LQYHQWRU 2SHQ�,QYHQWRU���'�VFHQHV�

LPDJH�


LPDJH�FJP &RPSXWHU�*UDSKLFV�0HWDILOH�

LPDJH�ILI )UDFWDO�,PDJH�)RUPDW�

LPDJH�J�ID[ *URXS�,,,�)D[��5)&�������

LPDJH�JLI *UDSKLF�,QWHUFKDQJH�)RUPDW��&RP�
SXVHUYH��

LPDJH�LHI ,PDJH�([FKDQJH�)RUPDW��5)&�������

LPDJH�MSHJ -3(*�

LPDJH�QDSOSV 1RUWK�$P��3UHVHQWDWLRQ�/D\HU�3URWR�
FRO�

LPDJH�SQJ 3RUWDEOH�1HWZRUN�*UDSKLFV�IRUPDW

LPDJH�SUV�EWLI

LPDJH�WLII 7,))�

LPDJH�YQG�GZJ

LPDJH�YQG�G[I

LPDJH�YQG�IDVWELGVKHHW

LPDJH�YQG�IS[

LPDJH�YQG�QHW�IS[

LPDJH�YQG�VYI

LPDJH�YQG�[LII

LPDJH�ZDYHOHW :DYHOHW�FRPSUHVVHG�

LPDJH�[�FDOV &$/6�7\SH���RU���

LPDJH�[�FPX�UDVWHU &08�UDVWHU�

LPDJH�[�FP[ &0;�YHFWRU�LPDJH�

LPDJH�[�GZJ $XWR&DG�'UDZLQJ�

LPDJH�[�G[I $XWR&DG�';)�ILOH�

LPDJH�[�PJ[�GVI 4XLFN6LOYHU�DFWLYH�LPDJH�

LPDJH�[�PV�EPS 0LFURVRIW�:LQGRZV�ELWPDS�

LPDJH�[�SKRWR�FG .RGDN�3KRWR�&'�

LPDJH�[�SLFW 0DFLQWRVK�3,&7�IRUPDW�

LPDJH�[�SQJ 3RUWDEOH�1HWZRUN�*UDSKLFV�IRUPDW�

LPDJH�[�SRUWDEOH�DQ\PDS 310��81,;�330�SDFNDJH��

LPDJH�[�SRUWDEOH�ELWPDS 3%0��81,;�330�SDFNDJH��

LPDJH�[�SRUWDEOH�JUD\PDS 3*0��81,;�330�SDFNDJH��

LPDJH�[�SRUWDEOH�SL[PDS 330��81,;�330�SDFNDJH��

LPDJH�[�UJE 5*%���

LPDJH�[�VYI 6LPSOH�9HFWRU�)RUPDW�

LPDJH�[�[ELWPDS ;�:LQGRZV�ELWPDS��E�Z��

LPDJH�[�[ZLQGRZGXPS ;�:LQGRZGXPS�IRUPDW�
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LPDJH�[SP ;�:LQGRZV�SL[HOPDS����ELW�FRORU��

PHVVDJH�


PHVVDJH�GHOLYHU\�VWDWXV

PHVVDJH�GLVSRVLWLRQ�QRWLILFDWLRQ

PHVVDJH�H[WHUQDO�ERG\

PHVVDJH�KWWS

PHVVDJH�QHZV

PHVVDJH�SDUWLDO

PHVVDJH�UIF���

PRGHO�


PRGHO�LJHV FDG�ILOHV�

PRGHO�PHVK VHH�5)&������

PRGHO�YQG�GZI FDG�ILOHV�

PRGHO�YUPO 950/�PRGHOV�

PXOWLSDUW�


PXOWLSDUW�DOWHUQDWLYH

PXOWLSDUW�DSSOHGRXEOH

PXOWLSDUW�E\WHUDQJHV

PXOWLSDUW�GLJHVW

PXOWLSDUW�HQFU\SWHG

PXOWLSDUW�IRUP�GDWD

PXOWLSDUW�KHDGHU�VHW

PXOWLSDUW�PL[HG

PXOWLSDUW�SDUDOOHO

PXOWLSDUW�UHODWHG

PXOWLSDUW�UHSRUW

PXOWLSDUW�VLJQHG

PXOWLSDUW�YRLFH�PHVVDJH

TIQ�XSGDWHGLU 4XLFNHQ�)LQDQFLDO�1HZV

TIQ�VWRFNTW 4XLFNHQ�)LQDQFLDO�1HZV

TIQ�GDWDGOG 4XLFNHQ�)LQDQLFDO�1HZV

WH[W�


WH[W�FVV &DVFDGLQJ�6W\OHVKHHWV�

WH[W�HQULFKHG (QULFKHG�WH[W�PDUNXS��5)&�������

WH[W�KWPO +70/�WH[W�GDWD��5)&�������

WH[W�MDYDVFULSW -DYDVFULSW�SURJUDP�

WH[W�SODLQ 3ODLQ�WH[W��GRFXPHQWV��SURJUDP�OLVW�
LQJV�

WH[W�ULFKWH[W ULFKWH[W��5)&�������

WH[W�VJPO 6*0/�GRFXPHQWV��5)&�������

Table 3. MIME Content Types
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Content Types
WH[W�WDE�VHSDUDWHG�YDOXHV 7DE�VHSDUDWHG�YDOXHV��WDEXODU��

WH[W�XUL�OLVW OLVWV�RI�85/V�

WH[W�YEVFULSW 9%6FULSW�SURJUDP�

WH[W�YQG�DEF

WH[W�YQG�IPL�IOH[VWRU

WH[W�YQG�LQ�G��GPO

WH[W�YQG�LQ�G�VSRW

WH[W�YQG�ODWH[�]

WH[W�[�VHWH[W 6WUXFWXUH�HQKDQFHG�WH[W�

WH[W�[�VSHHFK 6SHHFK�V\QWKHVLV�GDWD�

WH[W�[�VSHHFK 6SHHFK�V\QWKHVLV�GDWD��093�6ROX�
WLRQV��

WH[W�[PO

YLGHR�


YLGHR�PSHJ 03(*�YLGHR�

YLGHR�PSHJ�� 03(*���YLGHR�

YLGHR�TXLFNWLPH 0DFLQWRVK�4XLFNWLPH�

YLGHR�YGR 9'2OLYH�VWUHDPLQJ�YLGHR��9'2QHW��

YLGHR�YLYR 9LYR�VWUHDPLQJ�YLGHR��9LYR�VRIWZDUH��

YLGHR�YQG�PRWRUROD�YLGHR

YLGHR�YQG�PRWRUROD�YLGHRS

YLGHR�YQG�YLYR

YLGHR�[�PV�DVI 0LFURVRIW�1HW6KRZ��VWUHDPLQJ�DXGLR�
DQG�YLGHR��

YLGHR�[�PVYLGHR 0LFURVRIW�YLGHR�

YLGHR�[�VJL�PRYLH 6*,�0RYLH�IRUPDW�

ZRUNERRN�


ZRUNERRN�IRUPXODRQH 6SUHDGVKHHWV��9LVXDO�&RPSRQHQWV��

[�FRQIHUHQFH�[�FRROWDON 1HWVFDSH�&RROWDON�FKDW�GDWD�
�1HWVFDSH��

[�IRUP�[�RSHQVFDSH 2SHQ6FDSH�2/(�2&;�REMHFW�

[�PRGHO�[�PHVK &RPSXWDWLRQDO�PHVKHV�IRU�QXPHULFDO�
VLPXODWLRQV�

[�PXVLF�[�PLGL 0,',�PXVLF�GDWD�

[�VFULSW�[�ZI[FOLHQW &OLHQW�VHUYHU�REMHFWV��:D\IDUHU��

[�ZRUOG�


[�ZRUOG�[��GPI 4XLFN'UDZ��'�VFHQH�GDWD�

[�ZRUOG�[�VYU 9LVFDSH�,QWHUDFWLYH���'�ZRUOG�GDWD�

[�ZRUOG�[�YUHDP :,5/���950/�GDWD��95($0��

[�ZRUOG�[�YUPO 950/�GDWD�ILOH�

[�ZRUOG�[�ZYU :HE$FWLYH��G�GDWD�
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CHAPTER 3 Services and Ports
Well-known services are a combination of port number and transport protocol for 
specific, standard applications.To facilitate configuring services, including both 
those using WatchGuard protocols as well as other well-known services, we com-
piled several tables of service names, port number, protocol and description.

Ports Monitored by WatchGuard Products

The WatchGuard Firebox and Solaris based WatchGuard Event Processor monitor 
several ports during normal functioning. 

Table 4. Ports Monitored by the Firebox

3RUW�� 3XUSRVH

���� $XWKHQWLFDWLRQ�DSSOHW

���� )LUHER[�WR�)LUHER[�YLUWXDO�SULYDWH�QHWZRUNLQJ

���� :(3�DQG�*30�PDQDJHPHQW�RI�)LUHER[

���� )LUHER[HV

Table 5. Ports Monitored by the WEP

3RUW�� 7UDIILF�6RXUFH 3XUSRVH

���� 2WKHU�:(3V�	�*30 0DQDJHPHQW

���� )LUHER[HV /RJ�HYHQWV

����������RU�ODWHU� 2WKHU�:(3V /RJ�VHUYHU
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Services and Ports
Ports Used by Microsoft Products

Table 6. Other Ports Used by WatchGuard Products

3RUW�� 8VHG�%\ 3XUSRVH

���� GEIHWFK &RQQHFW�WR�ZHEEORFNHU�VHDODEV�FRP�WR�UHWULHYH�:HE%ORFNHU�GDWDEDVH

���� )LUHER[ 8VHG�RQO\�LQ�/66����[�RU�HDUOLHU�IRU�ORJV

Table 7. Ports Used by Microsoft Windows NT 4.0

3RUW�� 3URWRFRO 3XUSRVH

�������� 8'3 %URZVLQJ

������ 8'3 '+&3�/HDVH

��� 7&3 '+&3�0DQDJHU

���
���

8'3
7&3

'LUHFWRU\�5HSOLFDWLRQ

��� 7&3 '16�$GPLQLVWUDWLRQ

�� 8'3 '16�5HVROXWLRQ

��� 7&3 (YHQW�9LHZHU

��� 7&3 )LOH�6KDULQJ

��������
���

8'3
7&3

/RJRQ�6HTXHQFH

��� 8'3 1HW/RJRQ

��������
���

8'3
7&3

3DVV�7KURXJK�9DOLGDWLRQ

��� 7&3 3HUIRUPDQFH�0RQLWRU

����
��

7&3
,3

3373

��������
���

8'3
7&3

3ULQWLQJ

��� 7&3 5HJLVWU\�(GLWRU

��� 7&3 6HUYHU�0DQDJHU

��������
���

8'3
7&3

7UXVWV

��� 7&3 8VHU�0DQDJHU

��� 7&3 :LQ17�'LDJQRVWLFV

��������
���

8'3
7&3

:LQ17�6HFXUH�&KDQQHO

�� 7&3 :,16�5HSOLFDWLRQ

��� 7&3 :,16�0DQDJHU

��� 7&3 :,16�5HJLVWUDWLRQ
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Well-Known Services List
Well-Known Services List

In addition to the ports used by services described above, WatchGuard maintains a 
list of well-known services. Because software developers regularly add new ser-
vices, this does not represent a comprehensive list of all possible services. For more 
information, see J. Reynolds and J. Postel, Assigned Numbers, RFC1700, available at 
these Web sites:

KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

IWS���IWS�LVL�HGX�LQ�QRWHV�LDQD�DVVLJQPHQWV�SRUW�QXPEHUV

If you would like to assist us with maintaining this list, please send notification of 
new services to PDQXDO#ZDWFKJXDUG�FRP.

Table 8. Ports Used by Microsoft Exchange Server

3RUW�� 3URWRFRO 3XUSRVH

��� 7&3 &OLHQW�6HUYHU�&RPPXQLFD�
WLRQV

��� 7&3 ([FKDQJH�$GPLQLVWUDWRU

��� 7&3 ,0$3

��� 7&3 ,0$3��66/�

��� 7&3 /'$3

��� 7&3 /'$3��66/�

��� 7&3 07$���;�����RYHU�7&3�,3

��� 7&3 323�

��� 7&3 323���66/�

��� 7&3 5&3

�� 7&3 6073

��� 7&3 1173

��� 7&3 1173��66/�

Table 9. Well-Known Services List

6HUYLFH�1DPH 3RUW�� 3URWRFRO 'HVFULSWLRQ�

WFSPX[ � 7&3�8'3 7&3�3RUW�6HUYLFH�0XOWLSOH[HU�

FRPSUHVVQHW ���� 7&3�8'3 0DQDJHPHQW�8WLOLW\�

UMH � 7&3�8'3 5HPRWH�-RE�(QWU\�

HFKR � 7&3�8'3 (FKR�

GLVFDUG � 7&3�8'3 'LVFDUG�

V\VWDW �� 7&3�8'3 $FWLYH�8VHUV�

GD\WLPH �� 7&3�8'3 'D\WLPH�
Reference Guide 4.1 25

http://www.cis.ohio-state.edu/htbin/rfc/rfc1700.html
ftp://ftp.isi.edu/in-notes/iana/assignments/port-numbers
mailto:manual@watchguard.com


Services and Ports
TRWG �� 7&3�8'3 4XRWH�RI�WKH�'D\�

PVS �� 7&3�8'3 0HVVDJH�6HQG�3URWRFRO�

FKDUJHQ �� 7&3�8'3 &KDUDFWHU�*HQHUDWRU�

IWS�GDWD �� 7&3�8'3 )LOH�7UDQVIHU�>'HIDXOW�'DWD@�

IWS �� 7&3�8'3 )LOH�7UDQVIHU�>&RQWURO@�

VVK �� 7&3�8'3 66+�5HPRWH�/RJLQ�3URWRFRO�

WHOQHW �� 7&3�8'3 7HOQHW�

VPWS �� 7&3�8'3 6LPSOH�0DLO�7UDQVIHU�

QVZ�IH �� 7&3�8'3 16:�8VHU�V\VWHP�)(�

PVJ�LFS �� 7&3�8'3 06*�,&3�

PVJ�DXWK �� 7&3�8'3 06*�$XWKHQWLFDWLRQ�

GVS �� 7&3�8'3 'LVSOD\�6XSSRUW�3URWRFRO�

WLPH �� 7&3�8'3 7LPH�

UDS �� 7&3�8'3 5RXWH�$FFHVV�3URWRFRO�

UOS �� 7&3�8'3 5HVRXUFH�/RFDWLRQ�3URWRFRO�

JUDSKLFV �� 7&3�8'3 *UDSKLFV�

QDPHVHUYHU �� 7&3�8'3 +RVW�1DPH�6HUYHU�

QLFQDPH �� 7&3�8'3 ZKRLV�

PSP�IODJV �� 7&3�8'3 030�)ODJV�

PSP �� 7&3�8'3 030�

PSP�VQG �� 030�6HQG�

QL�IWS �� 7&3�8'3 1,�)73�

DXGLWG �� 7&3�8'3 'LJLWDO�$XGLW�'DHPRQ�

WDFDFV �� 7&3�8'3 /RJLQ�+RVW�3URWRFRO��7$&$&6��

UH�PDLO�FN �� 7&3�8'3 5HPRWH�0DLO�&KHFNLQJ�3URWRFRO�

OD�PDLQW �� 7&3�8'3 ,03�/RJLFDO�$GGUHVV�0DLQWHQDQFH�

[QV�WLPH �� 7&3�8'3 ;16�7LPH�3URWRFRO�

GRPDLQ �� 7&3�8'3 'RPDLQ�1DPH�6HUYHU�

[QV�FK �� 7&3�8'3 ;16�&OHDULQJKRXVH�

LVL�JO �� 7&3�8'3 ,6,�*UDSKLFV�/DQJXDJH�

[QV�DXWK �� 7&3�8'3 ;16�$XWKHQWLFDWLRQ�

[QV�PDLO �� 7&3�8'3 ;16�0DLO�

QL�PDLO �� 7&3�8'3 1,�0$,/�

DFDV �� 7&3�8'3 $&$�6HUYLFHV�

ZKRLV�� �� 7&3�8'3 ZKRLV���

FRYLD �� 7&3�8'3 &RPPXQLFDWLRQV�,QWHJUDWRU��&,��

WDFDFV�GV �� 7&3�8'3 7$&$&6�'DWDEDVH�6HUYLFH�

VTO
QHW �� 7&3�8'3 2UDFOH�64/
1(7�

ERRWSV �� 7&3�8'3 %RRWVWUDS�3URWRFRO�6HUYHU�

ERRWSF �� 7&3�8'3 %RRWVWUDS�3URWRFRO�&OLHQW�

Table 9. Well-Known Services List

6HUYLFH�1DPH 3RUW�� 3URWRFRO 'HVFULSWLRQ�
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Well-Known Services List
WIWS �� 7&3�8'3 7ULYLDO�)LOH�7UDQVIHU�

JRSKHU �� 7&3�8'3 *RSKHU�

QHWUMV�� �� 7&3�8'3 5HPRWH�-RE�6HUYLFH�

QHWUMV�� �� 7&3�8'3 5HPRWH�-RE�6HUYLFH�

QHWUMV�� �� 7&3�8'3 5HPRWH�-RE�6HUYLFH�

QHWUMV�� �� 7&3�8'3 5HPRWH�-RE�6HUYLFH�

GHRV �� 7&3�8'3 'LVWULEXWHG�([WHUQDO�2EMHFW�6WRUH�

YHWWFS �� 7&3�8'3 YHWWFS�

ILQJHU �� 7&3�8'3 )LQJHU�

ZZZ�KWWS �� 7&3�8'3 :RUOG�:LGH�:HE�+773�

KRVWV��QV �� 7&3�8'3 +2676��1DPH�6HUYHU�

[IHU �� 7&3�8'3 ;)(5�XWLOLW\�

PLW�PO�GHY �� 7&3�8'3 0,7�0/�GHYLFH�

FWI �� 7&3�8'3 &RPPRQ�7UDFH�)DFLOLW\�

PLW�PO�GHY �� 7&3�8'3 0,7�0/�GHYLFH�

PIFRERO �� 7&3�8'3 0LFUR�)RFXV�&RERO�

NHUEHURV �� 7&3�8'3 .HUEHURV�

VXJ�PLW�WXJ �� 7&3�8'3 68�0,7�7HOQHW�JDWHZD\�

GQVL[ �� 7&3�8'3 '16,;�6HFXUH�$SSOLFDWLRQ�7RNHQ�
0DS�

PLW�GRY �� 7&3�8'3 0,7�'RYHU�6SRROHU�

QSS �� 7&3�8'3 1HWZRUN�3ULQWLQJ�3URWRFRO�

GFS �� 7&3�8'3 'HYLFH�&RQWURO�3URWRFRO�

REMFDOO �� 7&3�8'3 7LYROL�2EMHFW�'LVSDWFKHU�

VXSGXS �� 7&3�8'3 683'83�

GL[LH �� 7&3�8'3 ',;,(�3URWRFRO�6SHFLILFDWLRQ�

VZLIW�UYI �� 7&3�8'3 6ZLIW�5HPRWH�9LUWXDO�)LOH�3URWRFRO�

WDFQHZV �� 7&3�8'3 7$&�1HZV�

PHWDJUDP� �� 7&3�8'3 0HWDJUDP�5HOD\�

QHZDFFW ��� 7&3 >XQDXWKRUL]HG�XVH@�

KRVWQDPH ��� 7&3�8'3 1,&�+RVW�1DPH�6HUYHU�

LVR�WVDS ��� 7&3�8'3 ,62�76$3�

JSSLWQS ��� 7&3�8'3 *HQHVLV�3RLQW�WR�3RLQW�7UDQV�1HW�

DFU�QHPD ��� 7&3�8'3 $&5�1(0$�'LJLWDO�,PDJ��&RPP��
����

FVR ��� 7&3�8'3 &&62�QDPH�VHUYHU�SURWRFRO�

FVQHW�QV ��� 7&3�8'3 0DLOER[�1DPH�1DPHVHUYHU�

�FRP�WVPX[ ��� 7&3�8'3 �&20�7608;�

UWHOQHW ��� 7&3�8'3 5HPRWH�7HOQHW�6HUYLFH�

VQDJDV ��� 7&3�8'3 61$�*DWHZD\�$FFHVV�6HUYHU�

Table 9. Well-Known Services List

6HUYLFH�1DPH 3RUW�� 3URWRFRO 'HVFULSWLRQ�
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Services and Ports
SRS� ��� 7&3�8'3 3RVW�2IILFH�3URWRFRO���9HUVLRQ���

SRS� ��� 7&3�8'3 3RVW�2IILFH�3URWRFRO���9HUVLRQ���

VXQUSF ��� 7&3�8'3 681�5HPRWH�3URFHGXUH�&DOO�

PFLGDV� ��� 7&3�8'3 0F,'$6�'DWD�7UDQVPLVVLRQ�3URWR�
FRO�

DXWK�LGHQW� ��� 7&3�8'3 $XWKHQWLFDWLRQ�6HUYLFH�

DXGLRQHZV ��� 7&3�8'3 $XGLR�1HZV�0XOWLFDVW�

VIWS ��� 7&3�8'3 6LPSOH�)LOH�7UDQVIHU�3URWRFRO�

DQVDQRWLI\ ��� 7&3�8'3 $16$�5(;�1RWLI\�

XXFS�SDWK� ��� 7&3�8'3 88&3�3DWK�6HUYLFH�

VTOVHUY ��� 7&3�8'3 64/�6HUYLFHV�

QQWS ��� 7&3�8'3 1HWZRUN�1HZV�7UDQVIHU�3URWRFRO�

FIGSWNW ��� 7&3�8'3 &)'37.7�

HUSF ��� 7&3�8'3 (QFRUH�([SHGLWHG�53&�

VPDN\QHW ��� 7&3�8'3 60$.<1(7�

QWS ��� 7&3�8'3 1HWZRUN�7LPH�3URWRFRO�

DQVDWUDGHU ��� 7&3�8'3 �$16$�5(;�7UDGHU�

ORFXV�PDS ��� 7&3�8'3 /RFXV�3&�,QWHUIDFH�1HW�0DS�

XQLWDU\ ��� 7&3�8'3 8QLV\V�8QLWDU\�/RJLQ�

ORFXV�FRQ ��� 7&3�8'3 /RFXV�3&�,QWHUIDFH�&RQQ�6HUYHU�

JVV�[OLFHQ ��� 7&3�8'3 *66�;�/LFHQVH�9HULILFDWLRQ�

SZGJHQ ��� 7&3�8'3 3DVVZRUG�*HQHUDWRU�3URWRFRO�

FLVFR�IQD ��� 7&3�8'3 FLVFR�)1$7,9(�

FLVFR�WQD ��� 7&3�8'3 FLVFR�71$7,9(�

FLVFR�V\V ��� 7&3�8'3 FLVFR�6<60$,17�

VWDWVUY ��� 7&3�8'3 6WDWLVWLFV�6HUYLFH�

LQJUHV�QHW ��� 7&3�8'3 ,1*5(6�1(7�6HUYLFH�

HSPDS ��� 7&3�8'3 '&(�53&�(QGSRLQW�UHVROXWLRQ�

SURILOH ��� 7&3�8'3 352),/(�QDPLQJ�V\VWHP�

QHWELRV�QV ��� 7&3�8'3 1(7%,26�1DPH�6HUYLFH�

QHWELRV�GJP ��� 7&3�8'3 1(7%,26�'DWDJUDP�6HUYLFH�

QHWELRV�VVQ ��� 7&3�8'3 1(7%,26�6HVVLRQ�6HUYLFH�

LPDS ��� 7&3�8'3 ,QWHUQHW�0HVVDJH�$FFHVV�3URWRFRO�

QHZV ��� 7&3�8'3 1HZ6�

MDUJRQ ��� 7&3�8'3 -DUJRQ�

VTO�QHW ��� 7&3�8'3 64/�1(7�

EIWS ��� 7&3�8'3 %DFNJURXQG�)LOH�7UDQVIHU�

VJPS ��� 7&3�8'3 6*03�

VTOVUY ��� 7&3�8'3 64/�6HUYLFH�

SFPDLO�VUY ��� 7&3�8'3 3&0DLO�6HUYHU�

Table 9. Well-Known Services List

6HUYLFH�1DPH 3RUW�� 3URWRFRO 'HVFULSWLRQ�
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Well-Known Services List
VJPS�WUDSV ��� 7&3�8'3 6*03�75$36�

VQPS ��� 7&3�8'3 6103�

VQPSWUDS ��� 7&3�8'3 610375$3�

FPLS�PDQ ��� 7&3�8'3 &0,3�7&3�0DQDJHU�

FPLS�DJHQW ��� 7&3 &0,3�7&3�$JHQW�

VPLS�DJHQW ��� 8'3 &0,3�7&3�$JHQW�

QDPS ��� 7&3�8'3 1$03�

UVYG ��� 7&3�8'3 569'�

VHQG ��� 7&3�8'3 6(1'�

[\SOH[�PX[ ��� 7&3�8'3 ;\SOH[�08;�

[GPFS ��� 7&3�8'3 ;�'LVSOD\�0DQDJHU�&RQWURO�3URWRFRO�

1H[W6WHS ��� 7&3�8'3 1H[W6WHS�:LQGRZ�6HUYHU�

EJS ��� 7&3�8'3 %RUGHU�*DWHZD\�3URWRFRO�

XQLI\ ��� 7&3�8'3 8QLI\�

LUF ��� 7&3�8'3 ,QWHUQHW�5HOD\�&KDW�3URWRFRO�

DW�UWPS ��� 7&3�8'3 $SSOH7DON�5RXWLQJ�0DLQWHQDQFH�

DW�QES ��� 7&3�8'3 $SSOH7DON�1DPH�%LQGLQJ�

DW�� ��� 7&3�8'3 $SSOH7DON�8QXVHG�

DW�HFKR ��� 7&3�8'3 $SSOH7DON�(FKR�

DW�� ��� 7&3�8'3 $SSOH7DON�8QXVHG�

DW�]LV ��� 7&3�8'3 $SSOH7DON�=RQH�,QIRUPDWLRQ�

DW�� ��� 7&3�8'3 $SSOH7DON�8QXVHG�

DW�� ��� 7&3�8'3 $SSOH7DON�8QXVHG�

TPWS ��� 7&3�8'3 4XLFN�0DLO�7UDQVIHU�3URWRFRO�

]����� ��� 7&3�8'3 $16,�=�������:$,6��

LS[ ��� 7&3�8'3 ,3;�

LPDS� ��� 7&3�8'3 ,QWHUDFWLYH�0DLO�$FFHVV�3URWRFRO�Y��

IOQ�VS[ ��� 7&3�8'3 %HUNHOH\�UORJLQG�ZLWK�63;�DXWK�

UVK�VS[ ��� 7&3�8'3 %HUNHOH\�UVKG�ZLWK�63;�DXWK�

EDFNZHE ��� 8'3 %DFN:HE�

XOLVWVHUY ��� 7&3�8'3 8QL[�/LVWVHUY�

QHWZDUH�LS ��� 7&3�8'3 1RYHOO�1HWZDUH�RYHU�,3�

ELII ��� 8'3 8VHG�E\�PDLO�V\VWHP�WR�QRWLI\�XVHUV�

H[HF ��� 7&3 5HPRWH�SURFHVV�H[HFXWLRQ�

ORJLQ ��� 7&3�8'3 /RJLQ�+RVW�3URWRFRO�

ZKR ��� 8'3 0DLQWDLQV�GDWDEDVHV�VKRZLQJ�ZKR·V�
ZKR�

FPG ��� 7&3 /LNH�H[HF��EXW�DXWRPDWLF�

V\VORJ ��� 8'3 �ORJJLQJ�IDFLOLWLHV

SULQWHU ��� 7&3�8'3 6SRROHU�

Table 9. Well-Known Services List
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WDON ��� 7&3�8'3 7DON�SURWRFRO�

QWDON ��� 7&3�8'3 �DQRWKHU�7DON

XWLPH ��� 7&3�8'3 8QL[WLPH�

URXWHU ��� 8'3 5,3�ORFDO�URXWLQJ�SURFHVV��RQ�VLWH��

WLPHG ��� 7&3�8'3 7LPHVHUYHU�

WHPSR ��� 7&3�8'3 1HZGDWH�

FRXULHU ��� 7&3�8'3 5SF�

FRQIHUHQFH ��� 7&3�8'3 &KDW�

QHWQHZV ��� 7&3�8'3 5HDGQHZV�

QHWZDOO ��� 7&3�8'3 )RU�HPHUJHQF\�EURDGFDVWV�

XXFS ��� 7&3�8'3 8XFSG�

XXFS�UORJLQ ��� 7&3�8'3 8XFS�UORJLQ�6WXDUW�/\QQH�

NORJLQ ��� 7&3�8'3 �

NVKHOO ��� 7&3�8'3 .UFPG�

GKFSY��FOLHQW ��� 7&3�8'3 '+&3Y��&OLHQW�

GKFSY��VHUYHU ��� 7&3�8'3 '+&3Y��6HUYHU�

F\EHUFDVK ��� 7&3�8'3 &\EHUFDVK�

UHPRWHIV ��� 7&3�8'3 5IV�VHUYHU�

�SIV ��� 7&3�8'3 3ODQ���ILOH�VHUYLFH�

ZKRDPL ��� 7&3�8'3 :KRDPL�

PVQ ��� 7&3 0LFURVRIW�1HWZRUN�

GRRP ��� 7&3�8'3 'RRP�,G�6RIWZDUH�

NHUEHURV�DGP ��� 7&3�8'3 .HUEHURV�DGPLQLVWUDWLRQ�

ZHEVWHU ��� 7&3�8'3 �

SKRQHERRN ��� 7&3�8'3 3KRQH�

VRFNV ���� 7&3�8'3 6RFNV�

KHUPHV ���� 7&3�8'3 �

ORWXVQRWH ���� 7&3�8'3 /RWXV�1RWHV�

QHWZDUH�FVS ���� 7&3�8'3 1RYHOO�1HW:DUH�&RPP�6HUYLFH�
3ODWIRUP�

QRYHOO�OX��� ���� 7&3�8'3 1RYHOO�/8����

QHWRSLD ����
����

8'3
7&3

1HWRSLD�9LUWXDO�2IILFH�

PV�VTO�V ���� 7&3�8'3 0LFURVRIW�64/�6HUYHU�

PV�VTO�P ���� 7&3�8'3 0LFURVRIW�64/�0RQLWRU�

ZLQIUDPH ���� 7&3 :LQ)UDPH�

ZDWFRP�VTO ���� 7&3�8'3 :DWFRP�64/�

LQJUHVORFN ���� 7&3�8'3 ,QJUHV�

JURXSZLVH ���� 7&3 *URXS:LVH�

QIV ���� 7&3�8'3 �

Table 9. Well-Known Services List
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Well-Known Services List
Source: J. Reynolds and J. Postel, Assigned Numbers, RFC1700, available at these Web 
sites:

� KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

� IWS���IWS�LVL�HGX�LQ�QRWHV�LDQD�DVVLJQPHQWV�SRUW�QXPEHUV

ZZZ�GHY ���� 7&3�8'3 :RUOG�:LGH�:HE���GHYHORSPHQW�

FFPDLO ���� 7&3�8'3 &F�PDLO�ORWXV�

,&4 ����
����

7&3
8'3

,&4�XVHG�IRU�FKDW

)LUVWFODVV ����
�����

7&3 )LUVW&ODVV��IWS�FKDQQHO�RQ�����7&3��

FRPSXVHUYH ���� 7&3 &RPSX6HUYH�2QOLQH�

UIH ���� 7&3�8'3 5DGLR�IUHH�HWKHUQHW�

DRO ���� 7&3 $PHULFD�2Q/LQH�

[�� ���� 7&3�8'3 ;�:LQGRZ�6\VWHP��WKURXJK�������

IRQW�VHUYLFH ���� 7&3�8'3 ;�)RQW�6HUYLFH�

QDV ���� 7&3�8'3 1&'�1HWZRUN�$XGLR�6HUYHU�

LSKRQH ���� 7&3 IRU�FRQQHFWLQJ�WR�WKH�SKRQH�VHUYHU�

LSKRQH ����� 8'3 IRU�DXGLR�

LSKRQH ����� 7&3 IRU�WKH�DGGUHVV�VHUYHU��LQ���[�DQG�����

LSKRQH ���� 7&3 IRU�WKH�FRQIHUHQFH�HQJLQH�LQ���[�DQG�
����

Table 9. Well-Known Services List
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CHAPTER 4 WebBlocker Content
WebBlocker works in conjunction with the HTTP proxy to provide content-based 
URL-filtering capabilities.

WebBlocker Categories

WebBlocker relies on a URL database built and maintained by The Learning Com-
pany. WebBlocker automatically and regularly downloads a current version of the 
database from the WatchGuard Web site to your log host. The Firebox then copies 
the new version into memory. This process ensures the most up-to-date Web filter-
ing and blocking capabilities.

The Learning Company constantly searches the Internet to update the list of 
blocked sites in each of 14 categories. 

Alcohol/Tobacco
Pictures or text advocating the sale, consumption, or production of alcoholic beverages 
and tobacco products. 

Illegal Gambling
Pictures or text advocating materials or activities of a dubious nature which may be ille-
gal in any or all jurisdictions, such as illegal business schemes, chain letters, copyright 
infringement, computer hacking, phreaking (using someone’s phone lines without per-
mission) and software piracy. Also includes text advocating gambling relating to lotter-
ies, casinos, betting, numbers games, on-line sports or financial betting, including non-
monetary dares. 

$OO�RI�WKH�FDWHJRULHV�SHUWDLQ�WR�DGYRFDF\�UDWKHU�WKDQ�RSLQLRQ�DQG�RU�
HGXFDWLRQDO�PDWHULDO��)RU�H[DPSOH��WKH�'UXJV�'UXJ�&XOWXUH�FDWHJRU\�
EORFNV�VLWHV�GHVFULELQJ�KRZ�WR�JURZ�DQG�XVH�PDULMXDQD�EXW�GRHV�QRW�
EORFN�VLWHV�GLVFXVVLQJ�WKH�KLVWRULFDO�XVH�RI�PDULMXDQD��
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WebBlocker Content
Militant/Extremist
Pictures or text advocating extremely aggressive or combative behavior or advocacy of 
unlawful political measures. Topic includes groups that advocate violence as a means to 
achieve their goals. It also includes pages devoted to “how to” information on the mak-
ing of weapons (for both lawful and unlawful reasons), ammunition, and pyrotechnics. 

Drug Culture
Pictures or text advocating the illegal use of drugs for entertainment. Includes substances 
used for other than their primary purpose to alter the individual’s state of mind, such as 
glue sniffing. This criterion would exclude currently illegal drugs legally prescribed for 
medicinal purposes (i.e., drugs used to treat glaucoma or cancer).

Satanic/Cult 
Pictures or text advocating devil worship, an affinity for evil, wickedness, or the advo-
cacy to join a cult. A cult is defined as: A closed society that is headed by a single individ-
ual where loyalty is demanded and leaving is punishable.

Intolerance
Pictures or text advocating prejudice or discrimination against any race, color, national 
origin, religion, disability or handicap, gender, or sexual orientation. Any picture or text 
that elevates one group over another. Also includes intolerant jokes or slurs.

Gross Depictions
Pictures or text describing anyone or anything which is either crudely vulgar, grossly 
deficient in civility or behavior, or shows scatological impropriety. Topic includes depic-
tions of maiming, bloody figures, and indecent depiction of bodily functions.

Violence/Profanity
Pictures or text exposing extreme cruelty or profanity. Cruelty is defined as: Physical or 
emotional acts against any animal or person which are primarily intended to hurt or 
inflict pain. Topic includes obscene words, phrases, and profanity in either audio, text or 
pictures.

Search Engines
Search engine sites such as AltaVista, InfoSeek, Yahoo! and WebCrawler.

Sports and Leisure
Pictures or text describing sporting events, sports figures, or other entertainment 
activities. 

Sex Education
Pictures or text advocating the proper use of contraceptives. Topic includes sites devoted 
to the explanation and description of condoms, oral contraceptives, intrauterine devices, 
and other types of contraceptives. It also includes discussion sites devoted to conversa-
tions with partners about sexually transmitted diseases, pregnancy and sexual bound-
aries. Excluded from this category are commercial sites selling sexual paraphernalia.

Sexual Acts
Pictures or text exposing anyone or anything involved in explicit sexual acts and/or 
lewd and lascivious behavior. Topic includes masturbation, copulation, pedophilia, as 
well as intimacy involving nude or partially nude people in heterosexual, bisexual, les-
bian or homosexual encounters. It also includes phone sex advertisements, dating ser-
vices, adult personals, and sites devoted to selling pornographic CD-ROMs and videos.

Full Nudity
Pictures exposing any or all portions of human genitalia. Topic does not include sites cat-
egorized as Partial/Artistic Nudity containing nudity or partial nudity of a wholesome 
nature. For example it does not include Web sites for publications such as National Geo-
graphic or Smithsonian magazine nor sites hosted by museums such as the Guggenheim, 
the Louvre, or the Museum of Modern Art.
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Searching for Blocked Sites
Partial/Artistic Nudity
Pictures exposing the female breast or full exposure of either male or female buttocks 
except when exposing genitalia. Topic excludes all swimsuits, including thongs. 

Searching for Blocked Sites

Verify whether WebBlocker is blocking a site as part of a category block by visiting 
the Search/Submit form on the Cyber Patrol Web site.

1. Open a Web browser and enter:

KWWS���ZZZ�F\EHUSDWURO�FRP�F\EHU127�GHIDXOW�KWP

2. Scroll down to display the Cyber Patrol CyberNOT® Search Engine.

3. Type the URL of the site to check. 

4. Click Check if the URL is on the CyberNOT List.
7KH�6HDUFK�(QJLQH�UHVXOWV�QRWLI\�\RX�ZKHWKHU�RU�QRW�WKH�VLWH�LV�RQ�WKH�&\EHU127�OLVW��8VH�WKLV�
VLWH�DOVR�WR�VXJJHVW�D�QHZ�VLWH�IRU�ERWK�WKH�&\EHU127�DQG�&\EHU<(6�OLVW��DV�ZHOO�DV�UHTXHVW�D�
VLWH�UHYLHZ�
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CHAPTER 5 Resources
There are many resources you can draw upon to support your efforts to improve 
network security. This chapter lists several sources of information commonly used 
by WatchGuard engineers, developers, and Technical Support teams to learn more 
about network security in general and the WatchGuard product line in particular. 
These include:

� Publishers
� Books
� White Papers and Requests for Comments
� Mailing Lists
� Web Sites
� Newsgroups

Publishers

Several publishers emphasize network security in their offerings. 

Addison Wesley Longman, Inc.
Publishes a Professional Computing Series that includes several titles about networking 
and network security.

KWWS���ZZZ�DOZ�FRP�FRUS

O’Reilly & Associates, Inc. (ORA)
Publishes many books on network security. 

KWWS���ZZZ�RUD�FRP�
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Resources
 Books

Non-Fiction
Amoroso, Edward and Bellovin, Steven. Intranet and Internet Firewall Strategies. Que 
Corporation, Indianapolis, IN, 1996. ISBN  1562764225

Chapman, Brent, and Zwicky, Elizabeth D. Building Internet Firewalls, O’Reilly & 
Associates, Sebastopol, CA, 1994. ISBN 1-56592-124-0.

Cheswick and Bellovin. Firewalls and Internet Security: Repelling the Wily Hacker, 
Addison Wesley Longman, Inc., Reading, MA, 1994. ISBN 0-201-63357-4

Curry, David A. UNIX System Security: A Guide for Users and System Administrators, 
Addison Wesley Longman, Inc., Reading, MA, 1992. 

Farley, Stearns, and Hsu, Mark Farley, Tom Stearns, and Jeffrey Hsu, LAN Times 
Guide to Security and Data Integrity, Osborne McGraw-Hill, Berkeley, CA, 1996. ISBN 
0-07-882166-5.

Garfinkel and Spafford, Simson Garfinkel and Gene Spafford. Practical Unix and 
Internet Security, O’Reilly & Associates, Sebastopol, CA 1994. ISBN 1565921488.

Goncalves, Marcus, Firewalls Complete, McGraw-Hill, New York, NY, 1998. ISBN 0-
07-024645-9.

Schneier, Bruce. Applied Cryptography, Second Edition, John Wiley & Sons, Inc., New 
York, NY 1996. ISBN 0-471-11709-9.

Stevens, W. Richard. TCP/IP Illustrated, Addison Wesley Longman, Inc., Reading 
MA, 1994. ISBN 0201633469. (Note: This is a 3-volume set.)

Vacca, John, Intranet Security, Charles River Media, Inc., Rockland, MA, 1997. ISBN 
1-886801-56-8.

Fiction
Stoll, Cliff. Cuckoo’s Egg, Pocket Books, 1995. ISBN 0671726889.
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White Papers & Requests for Comments
White Papers & Requests for Comments

Chapman, D. Brent Chapman, "Network (In)Security Through IP Packet Filtering," 
Third USENIX UNIX Security Symposium, 1992.   Available as a compressed Post-
Script file on the Web at:

KWWS���ZZZ�FV�SXUGXH�HGX�FRDVW�FRDVW�OLEUDU\�KWPO

Reynolds, J. and Postel, J., Assigned Numbers, RFC1700. Available at these Web 
sites:

KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
IWS���IWS�LVL�HGX�LQ�QRWHV�LDQD�DVVLJQPHQWV�SRUW�QXPEHUV

Mailing Lists

wg-users@watchguard.com
WatchGuard sponsors a listserv for our customers. For more information, see the Techni-
cal Support chapter in the User Guide.

firewall-wizards@nfr.net

firewalls@list.gnac.net

Web Sites

WatchGuard Frequently Asked Questions
http://www.watchguard.com/FAQS/faqmain.html

Internet Request for Comments (RFC)
http://www.cis.ohio-state.edu/hypertext/information/rfc.html

The Java Security Web Site
http://www.rstcorp.com/javasecurity/

Gene Spafford’s Homepage
http://www.cs.purdue.edu/homes/spaf/

Microsoft Security Advisor
http://www.microsoft.com/security/

Security Policy
http://www.sans.org/newlook/resources/policies/policies.htm

Intrusion Detection
http://www.sans.org/newlook/resources/IDFAQ/ID_FAQ.htm

Bugtraq Mailing List Archives
http://www.securityfocus.com

Reality Check
http://www.dilbert.com/
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Resources
NIST pubs sites
http://csrc.nist.gov/publications/welcome.html
http://csrc.nist.gov/secpubs/

Coast Hotlist Directory
http://www.cs.purdue.edu/coast/hotlist/

Publications, Rants, Presentations, and Code (Marcus Ranum)
http://www.clark.net/pub/mjr/pubs/index.shtml

Newsgroups

comp.security.firewalls
Use your news reader or electronic messaging application to subscribe to the 
comp.security.firewalls Usenet newsgroup.

Deja.com
Deja.com provides a Web based alternative to news reader services. In addition to 
comp.security.firewalls, it includes several discussion groups and the occasional room 
discussing network security issues. It can be found at: http://www.deja.com/
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CHAPTER 6 Hardware Illustrations
WatchGuard now supports several versions of Firebox hardware including the 
FB10, FB100, Firebox II, and Firebox II Plus. The hardware illustrations in this chap-
ter are meant to assist with physically installing, connecting, and monitoring a Fire-
box.

Firebox Illustrations and Descriptions

The Firebox hardware platforms are specially designed and optimized machines. 
They are small, efficient and reliable. WatchGuard software supports only Fire-
boxes that contain a flash disk; thus, compatible Fireboxes have one of the following 
configurations:

� Firebox II Plus and Firebox II Plus with VPN Accelerator
� Firebox II 
� Firebox FB100 upgraded with the WatchGuard FB10/100 Upgrade Kit. The 

FB100 contains 100Mbit Ethernet cards. The Upgrade Kit adds a flash disk for 
storing Firebox configuration files.

� Firebox FB10 upgraded with the WatchGuard FB10/100 Upgrade Kit. The FB10 
contains 10Mbit Ethernet cards. The Upgrade Kit adds a flash disk for storing 
Firebox configuration files.

Firebox II Plus Description
The Firebox II Plus is a rack-mountable, low-profile component, with an indicator 
display panel in front and physical interfaces in back. Relative to the Firebox II, the 
Firebox II Plus has a faster processor and more memory to support larger installa-
tions. Its appearance is identical to the Firebox II, with the exception of a gold face-
plate.
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Hardware Illustrations
Firebox II Fast VPN
The Firebox II Fast VPN is equipped with a PCI card that provides accelerated cryp-
tographic processing for public-key and bulk data cryptographic algorithms for 
traffic through the Firebox. It approaches data rates up to T3 and all of the manda-
tory algorithms used to implement the IPSec standard for providing Internet Proto-
col security. 

Firebox II Plus Description
The Firebox II Plus is a rack-mountable, low-profile component, with an indicator 
display panel in front and physical interfaces in back.

Firebox II Plus Front View
Firebox II Plus indicators are on a central, back-lit indicator panel. From the left, the 
indicators are:

FIGURE 1. Firebox II Plus — Front View

Disarmed
Red light indicates the Firebox II Plus is either in the processing of rebooting or it 
detected an error, shut down its interfaces, and will not forward any packets. In the latter 
condition, reboot the Firebox. 

Armed 
Green light indicates the Firebox II Plus has been booted and is running.

Sys A 
Steady — Indicates that the Firebox is running a user-defined configuration.
Blinking —Indicates that the Firebox is running in enhanced system mode.

Sys B 
Indicates that the Firebox II Plus is running from the read-only factory default system 
area.

Security Triangle Display 
Indicates traffic between Firebox II Plus interfaces. Green arrows briefly light to indicate 
allowed traffic between two interfaces in the direction of the arrows. A red light at a tri-
angle corner indicates that the Firebox is denying packets at that interface.

Traffic Volume Indicator 
A stack of lights that functions as a meter to indicate levels of traffic volume through the 
Firebox II Plus. Low volume indicators are green while, high volume indicators are yel-
low. The display updates three times per second. The scale is exponential: the first light 
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Firebox Illustrations and Descriptions
represents 64 packets/second, the second light represents 128 packets/second, increas-
ing to the eighth light, which represents 8,192 packets/second and is the ceiling of the 
scale, but not the Firebox.

Processor Load Indicator
A stack of lights that functions as a meter to indicate the system load average. The system 
load average is the average number of processes running (not including those in wait 
states) during the last minute. Low average indicators are green, while high average 
indicators are yellow. The display updates three times per second. The scale is exponen-
tial, with each successive light representing a doubling of the load average. The first light 
represents a load average of 0.15. The most significant load factor on a Firebox II Plus is 
the number of proxies running. 

Firebox II Plus Rear View
The rear view of the Firebox II Hdmk contains ports and jacks for connectivity as well 
as a power switch. From the left, rear panel features are:

FIGURE 2. Firebox II Plus— Rear View

AC Receptacle
Accepts the detachable AC power cord supplied with the Firebox.

Power-On Light
Lights to indicate the Firebox II Plus is receiving AC power.

Power Switch
Turns the Firebox II Plus on or off.

PCMCIA Slots
Accept one PCMCIA (standard PC-style) modem card in either slot (but not both at once) 
to facilitate out-of-band management. The PCMCIA interface may be used for other 
options in the future.

Console Port
Connects to the Management Station or modem via a serial cable supplied with the 
Firebox. 

$�)LUHER[�GLUHFW�IURP�WKH�IDFWRU\�UXQV�LQ�(QKDQFHG�6\VWHP�0RGH�
�6\V�$���,Q�WKLV�PRGH��WKH�IXQFWLRQV�RI�VRPH�RI�WKH�LQGLFDWRUV�DUH�
PRGLILHG��)RU�PRUH�LQIRUPDWLRQ��VHH�+DUGZDUH�'HVFULSWLRQV�DQG�
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Hardware Illustrations
Serial Port
Included for future expansion.

.

FIGURE 3. Firebox II Plus Ethernet Ports

Ethernet Ports
Indicators for each network interface display link status, card speed and activity. The 
network interface cards (NICs) are auto-sensing and adapt to wire speed automatically. 
The speed indictor lights when there is a good physical connection to the Firebox. When 
the card runs at 10 Mbit, the speed indicator is yellow. When the card runs at 100 Mbit, 
the speed indicator is green. The amber traffic indicator blinks when traffic is passing 
through the Firebox.

Firebox II Description
The Firebox II is a rack-mountable, low-profile component, with an indicator dis-
play panel in front and physical interfaces in back. 

Firebox II Front View
Firebox II indicators are on a central, back-lit indicator panel. From the left, the indi-
cators are:

FIGURE 4. Firebox II — Front View

Disarmed
Red light indicates the Firebox II is either in the processing of rebooting or it detected an 
error, shut down its interfaces, and will not forward any packets. In the latter condition, 
reboot the Firebox. 

Armed 
Green light indicates the Firebox II has been booted and is running.
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Firebox Illustrations and Descriptions
Sys A 
Steady — Indicates that the Firebox is running a user-defined configuration.
Blinking —Indicates that the Firebox is running in enhanced system mode.

Sys B 
Indicates that the Firebox II is running from the read-only factory default system area.

Security Triangle Display 
Indicates traffic between Firebox II interfaces. Green arrows briefly light to indicate 
allowed traffic between two interfaces in the direction of the arrows. A red light at a tri-
angle corner indicates that the Firebox is denying packets at that interface.

Traffic Volume Indicator 
A stack of lights that functions as a meter to indicate levels of traffic volume through the 
Firebox II. Low volume indicators are green while, high volume indicators are yellow. 
The display updates three times per second. The scale is exponential: the first light repre-
sents 64 packets/second, the second light represents 128 packets/second, increasing to 
the eighth light, which represents 8,192 packets/second and is the ceiling of the scale, but 
not the Firebox.

Processor Load Indicator
A stack of lights that functions as a meter to indicate the system load average. The system 
load average is the average number of processes running (not including those in wait 
states) during the last minute. Low average indicators are green, while high average 
indicators are yellow. The display updates three times per second. The scale is exponen-
tial, with each successive light representing a doubling of the load average. The first light 
represents a load average of 0.15. The most significant load factor on a Firebox II is the 
number of proxies running. 

Firebox II Rear View
The rear view of the Firebox II contains ports and jacks for connectivity as well as a 
power switch. From the left, rear panel features are:

FIGURE 5. Firebox II — Rear View
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Hardware Illustrations
AC Receptacle
Accepts the detachable AC power cord supplied with the Firebox.

Power-On Light
Lights to indicate the Firebox II is receiving AC power.

Power Switch
Turns the Firebox II on or off.

PCMCIA Slots
Accept one PCMCIA (standard PC-style) modem card in either slot (but not both at once) 
to facilitate out-of-band management. The PCMCIA interface may be used for other 
options in the future.

Console Port
Connects to the Management Station or modem via a serial cable supplied with the 
Firebox. 

Serial Port
Included for future expansion. Consult software release notes to determine whether a 
software release supports use of this port.

FIGURE 6. Firebox II Ethernet Ports

Ethernet Ports
Indicators for each network interface display link status, data transfer speed and activity. 
The network interface controllers are auto-sensing and adapt to wire speed automati-
cally. The speed indictor lights when there is a good physical connection to the Firebox. 
When the card runs at 10 Mbit, the speed indicator is yellow. When the card runs at 100 
Mbit, the speed indicator is green. The amber traffic indicator blinks when traffic is pass-
ing through the Firebox.

Firebox with Upgrade Kit Description
Both the Firebox FB10 and the Firebox FB100 consist of a red box with a stylized 
faceplate displaying the WatchGuard and WatchGuard Technologies, Inc. logos. 
The Upgrade Kit considerably improves performance and makes previous Firebox 
FB10s and FB100s compatible with the most current version WatchGuard software. 

Firebox with Upgrade Front View
In addition to the floppy drive, the front panel also has nine indicators:

<HO� ��
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Firebox Illustrations and Descriptions
FIGURE 7. Firebox with Upgrade Kit Diagram — Front View

Power
Red to indicate when the unit has power.

Armed and Disarmed (Status)
During initialization, both indicators briefly light and then dim. Then the Disarmed indi-
cator lights, followed by the Armed indicator. After completing firewall initialization, 
the Disarmed indicator goes out leaving the Armed indicator lit.

The Disarmed indicator also lights when the Firebox detects an error and shuts down its 
network interfaces. Reboot the Firebox. When both indicators are unlit, there is either no 
power to the Firebox or a serious hardware problem. 

Allowed and Denied (Network)
Indicators display traffic on each of three network cards: Trusted, External, and 
Optional. The Allowed indicators are green while the Denied indicators are red. The 
Denied indicator lights for 5 seconds when the Firebox denies a packet. 

Firebox with Upgrade Rear View
The back of the Firebox contains the power socket, power switch, serial port and 3 
RJ45 jacks. Each RJ45 jack is labeled as being either Trusted, External or Optional. 
The Ethernet network interface cards (NICs) used in the Firebox will not work with 
full-duplex Ethernet; they are for half-duplex Ethernet only.

Firebox FB10
The FB10 has indicators for each interface to display link status and activity. A 
green light means that there is a good physical link.
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Hardware Illustrations
FIGURE 8. Firebox FB10 — Rear View

Firebox FB100
The FB100 has indicators for each network interface which display link status, card 
speed, and activity. The network Ethernet interface cards (NICs) are auto-sensing 
and adapt to wire speed automatically. The Network Activity Indicator lights green 
when there is a good physical connection to the Firebox. When the card runs at 10 
Mbit, the indicator marked “10” lights. When the card runs at 100 Mbit, the indica-
tor marked “100” lights. 

FIGURE 9. Firebox FB100—Rear View
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Firebox Illustrations and Descriptions
Hardware Installation Requirements
WatchGuard recommends physically installing a Firebox under the following con-
ditions:

� Securely rack-mounted
� Placed in a dry, temperature-controlled environment that does not exceed 80 

degrees F
� Placed in a secured environment, such as a locked LAN room, or similar space, 

to prevent physical compromise by unprivileged personnel
� Connected to conditioned power to prevent damage caused by power spikes and 

other power fluctuations

Physical Specifications

Power Input Requirements — All Models
� 100-240 VAC Autosensing
� 2A/1A
� 50/60 Hz
� Consumption = 35 Watts

Firebox II Plus Dimensions
� Size: 15.5 inches (39.37 cm) W X 3.15 inches (8.0 cm) H X 11.0 inches (27.94 cm) D
� Weight: 8.50 lbs.

Firebox II Dimensions
� Size: 15.5 inches (39.37 cm) W X 3.15 inches (8.0 cm) H X 11.0 inches (27.94 cm) D
� Weight: 8.11 lbs.

Firebox FB10 and Firebox FB100 Dimensions
� Size: 15.25 inches (38.74 cm) W X 4.25 inches (10.80 cm) H X 13.5 inches (34.29 

cm) D
� Weight: 11.14 lbs.
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Hardware Illustrations
Cross-Over Cabling Diagram

To connect a Firebox to a hub or switch, use a standard, straight-through cable. If 
you plan to connect a Firebox directly to a router, and the cable is not included with 
the Firebox, you must either purchase or build a cross-over cable for RJ-45 (Cat5) 
wire. 

The tables below provide pin-out descriptions for both a straight-through and a RJ-
45 (Cat5) cross-over cable. 

Table 10. Straight-Through Cabling Pin-Outs

3LQ�1XPEHU 3LQ�1XPEHU�

���7UDQVPLW��3OXV� ���7UDQVPLW��3OXV��

���7UDQVPLW��� ���7UDQVPLW����

���5HFHLYH��3OXV� ���5HFHLYH��3OXV��

���5HFHLYH��� ���5HFHLYH����

������� 1RW�8VHG�

Table 11. Cross-Over Cabling Pin-Outs

3LQ�1XPEHU 3LQ�1XPEHU�

���7UDQVPLW��3OXV� ���5HFHLYH��3OXV��

���7UDQVPLW��� ���5HFHLYH����

���5HFHLYH��3OXV� ���7UDQVPLW��3OXV��

���5HFHLYH��� ���7UDQVPLW����

������� 1RW�8VHG�
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CHAPTER 7 Firebox Read-Only System 
Area
WatchGuard ships all Fireboxes with a fixed, baseline set of functionality stored on 
the Read-Only System Area of the Firebox flash disk memory. It is possible to start 
the Firebox using this Read-Only System Area when the primary user area is mis-
configured or corrupted. 

� Troubleshoot problems where all access to the Firebox is lost
� Reset Firebox pass phrases when you do not know or have forgotten them

Fireboxes shipped before LiveSecurity System 4.1 shipped with the original, stan-
dard functionality called the read-only system area. Fireboxes shipped beginning 
with LiveSecurity System 4.1 contain both the older functions and a new set of fea-
tures designed to enhance usability called the enhanced system area.

Read-Only System Area
All Fireboxes, both new and old, have a Read-Only System Area which the unit can 
be booted into utilizing the serial cable shipped with the Firebox. When a Firebox is 
running from the Read-Only System Area, the SysB light on the front panel puts out 
a steady green light.

With the Firebox running the Read-Only System Area, use one of two methods to 
initialize the Firebox and prepare it for configuration:

� Out-of-band via a modem
� Direct via a serial cable

Enhanced System Mode
By default, all new Fireboxes (those shipped subsequent to LiveSecurity System 4.0) 
boot into an Enhanced System Mode. When a Firebox is running from the Enhanced 
System Mode, the SysA light on the front panel flickers green in a repeating pattern.
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Firebox Read-Only System Area
With the Firebox running the Enhanced System Mode, the following methods are 
available to initialize the Firebox and prepare it for configuration:

� Out-of-band via a modem
� Direct via a serial cable
� Hands-Free Installation via a local area network
� IP connection using Remote Provisioning

Initializing an older Firebox with the LiveSecurity System 4.1 automatically 
upgrades the Firebox and enables the Firebox to run in the Enhanced System Mode 
from that point forward. Until a Firebox is initialized with LiveSecurity System 4.1 
or later, it can not run Enhanced System Mode.

Initializing a Firebox Using Hands-Free Installation

Hands-Free Installation is the recommended method for installing a new Firebox. It 
requires that a Firebox is capable of running in Enhanced System Mode. All Fire-
boxes shipped beginning with LiveSecurity System 4.1 can run in Enhanced System 
Mode. In addition, any older box already initialized using LSS 4.1 software is auto-
matically upgraded to run in Enhanced System Mode.

1. Use a cross-over cable to connect the Firebox External and Optional ethernet 
interfaces.
$�UHG��FURVV�RYHU�FDEOH�LV�LQFOXGHG�ZLWK�WKH�)LUHER[�IRU�WKLV�SXUSRVH�

2. Connect the Management Station to the same LAN as the Firebox Trusted inter-
face.

3. Turn the Firebox off and then on again. Allow time for the Firebox to boot, then 
confirm that the SysA light is flickering. 
,I�WKH�)LUHER[�6\V$�OLJKW�LV�QRW�IOLFNHULQJ��WKH�)LUHER[�LV�UXQQLQJ�UHOHDVH�SULRU�WR�/66�����DQG�
\RX�PXVW�XVH�HLWKHU�WKH�VHULDO�RU�PRGHP�LQLWLDOL]DWLRQ�PHWKRGV�

4. Use the QuickSetup Wizard to configure and initialize the Firebox. When 
prompted to upload the security policy, select Use TCP/IP to Configure.
)RU�PRUH�LQIRUPDWLRQ��VHH�WKH�,QVWDOO�*XLGH�

7R�FRQILUP�ZKHWKHU�RU�QRW�\RXU�)LUHER[�LV�XSJUDGHG�WR�/66������XVH�D�
FURVV�RYHU�FDEOH�WR�FRQQHFW�DQ\�WZR�)LUHER[�(WKHUQHW�LQWHUIDFHV��7XUQ�
RQ�WKH�)LUHER[��$�IOLFNHULQJ�6\V$�OLJKW�LQGLFDWHV�WKDW�WKH�)LUHER[�LV�UXQ�
QLQJ�/66�����RU�ODWHU�

� A newly shipped Firebox or any model of Firebox 
already initialized with LSS 4.1

� Management Station running LSS 4.1 that can attached 
via local LAN connection to the Trusted interface of 
the Firebox
52 WatchGuard LiveSecurity System



Initializing a Firebox Using a Serial Cable
Initializing a Firebox Using a Serial Cable

For Fireboxes that shipped prior to LiveSecurity System 4.1, the read-only system 
area is accessible using the Flash Disk Management Tool. It is necessary to restart 
the Firebox from the read-only system area to:

� Initialize a Firebox version 4.0 or prior for the first time
� Troubleshoot problems where all access to the Firebox is lost

Booting from the System Area
From the Control Center:

1. Select LiveSecurity Control Center 56 Tools 56 Advanced 56 Flash Disk Manage-
ment.
7KH�)ODVK�'LVN�0DQDJHPHQW�7RRO�GLDORJ�ER[�DSSHDUV�

2. Select “Serial Line Creation.”

3. Select Boot From the System Area. Click Continue.
$�YHULILFDWLRQ�SURPSW�DSSHDUV��9HULI\�WKDW�WKH�0DQDJHPHQW�6WDWLRQ�FRQQHFWV�WR�WKH�)LUHER[�
7UXVWHG�LQWHUIDFH�RU�WKURXJK�D�GLUHFW�FRQQHFWLRQ��QXOO�PRGHP�FDEOH��

4. Click Yes.
7KH�5HDG�2QO\�6\VWHP�$UHD�6HWXS�GLDORJ�ER[�DSSHDUV�

5. Enter the IP address you wish to temporarily assign to the Firebox Trusted inter-
face. Click OK.
7KH�)LUHER[�XVHV�WKLV�DGGUHVV�IRU�RQO\�D�EULHI�SHULRG�RI�WLPH�XQWLO�WKH�)LUHER[�UHERRWV��+RZHYHU��
WKH�DGGUHVV�PXVW�EH�DYDLODEOH�RQ�WKH�VDPH�,3�VXEQHW�DV�WKH�0DQDJHPHQW�6WDWLRQ��7KH�&20�
3RUW�6HWXS�GLDORJ�ER[�DSSHDUV�

6. Turn the Firebox off and then on again.
&KHFN�WKH�)LUHER[�IURQW�SDQHO�LQGLFDWRU�OLJKWV��7KH�6\V%�OLJKW�VKRXOG�EH�LOOXPLQDWHG�LQGLFDWLQJ�
WKDW�WKH�)LUHER[�LV�UXQQLQJ�IURP�LWV�5HDG�2QO\�6\VWHP�$UHD�FRQILJXUDWLRQ��$Q�2SHUDWLRQ�&RP�
SOHWH�GLDORJ�ER[�DSSHDUV�

7. Click OK.

Working with a Firebox Booted from the Read-Only System Area
After you successfully boot the Firebox from the Read-Only System Area, you can 
copy a new configuration file to the primary area of the Firebox flash disk and reset 
Firebox pass phrases. The Read-Only System Area configuration file enables you to 
communicate only with the Firebox Trusted interface; while booted from the Read-

%HIRUH�VWDUWLQJ�WKLV�SURFHGXUH��HVWDEOLVK�D�FRQQHFWLRQ�EHWZHHQ�WKH�)LUH�
ER[�FRQVROH�SRUW�DQG�DQ�DYDLODEOH�VHULDO�SRUW�RQ�WKH�0DQDJHPHQW�6WD�
WLRQ��8VH�D�QXOO�PRGHP�FDEOH��QRW�D�VWDQGDUG�VHULDO�FDEOH���$�QXOO�
PRGHP�FDEOH�LV�VKLSSHG�ZLWK�WKH�)LUHER[�

� Any model Firebox
� Management Station running LSS 4.1 or later
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Only System Area, the Firebox will not pass traffic or perform other normal opera-
tions.

1. Verify that you can communicate with the Firebox.
7KH�)LUHER[�5HDG�2QO\�6\VWHP�$UHD�FRQILJXUDWLRQ�LPDJH�DOORZV�WKH�)LUHER[�WR�UHVSRQG�WR�QHW�
ZRUN�SLQJV��3LQJ�WKH�WHPSRUDU\�DGGUHVV�DVVLJQHG�WR�WKH�7UXVWHG�LQWHUIDFH��,I�WKH�)LUHER[�GRHV�
QRW�UHVSRQG�WR�WKH�SLQJ�FRPPDQG��\RX�PD\�KDYH�D�FRQQHFWLYLW\�SUREOHP�RU�D�PRUH�VHYHUH�KDUG�
ZDUH�SUREOHP�

2. Start the Policy Manager. Use it to copy a valid configuration file to the primary 
area of the Firebox flash disk.
" AfalaYdaraf_�Yf�Gd\]j�>aj]Zgp�^gj�l`]�>ajkl�Lae] - Create a valid configuration 

file using the Policy Manager.
" J][gn]jaf_�Y�Hj]nagmkdq�;gf^a_mj]\�>aj]Zgp - Use the configuration file on 

the Management Station hard drive.
" 9ll]ehlaf_�lg�Kgdn]�Kge]�Gl`]j�HjgZd]e - Create a valid configuration file 

using the Policy Manager.

3. Save the configuration file to the primary area of the Firebox flash disk.
)RU�LQVWUXFWLRQV��VHH�WKH�8VHU�*XLGH�FKDSWHU�RQ�)LUHER[�%DVLFV��´6DYLQJ�D�&RQILJXUDWLRQ�WR�WKH�
)LUHER[�µ�

4. To test whether the configuration file saved successfully to the Firebox, use the 
Policy Manager to open it.
)RU�LQVWUXFWLRQV��VHH�WKH�8VHU�*XLGH�FKDSWHU�RQ�)LUHER[�%DVLFV��´2SHQLQJ�D�&RQILJXUDWLRQ�)LOH�
IURP�WKH�)LUHER[�µ

Troubleshooting
The COM was successful, but I didn’t get the “Operation Complete” dialog box when I 
reboot the Firebox?

" Check the cables. The null modem cable must be connected from the Console 
port of the Firebox to the COM port on the Management Station.

" Confirm that the COM port is enabled.
" Try a different cable or another device (like a modem) to test that the COM 

port is responding.
" If these solutions do not work, contact WatchGuard Technical Support.

Why is the Flash Disk Management Tool unable to open the COM port on my computer?

" Enable the serial port (COM). The COM port must be enabled for the Flash 
Disk Management Tool to recognize it.

" Verify that you do not have two sessions of the Flash Disk Management Tool 
open.

'R�QRW�DWWHPSW�WR�XVH�WKH�5HDG�2QO\�6\VWHP�$UHD�FRQILJXUDWLRQ�ILOH�
DV�D�EDVH�RU�WHPSODWH�IRU�\RXU�ZRUNLQJ�FRQILJXUDWLRQ��,W�ZLOO�QRW�
ZRUN��<RX�PXVW�FUHDWH�D�QHZ�FRQILJXUDWLRQ�ILOH�XVLQJ�WKH�4XLFN6HWXS�
:L]DUG�RU�RSHQ�DQ�H[LVWLQJ�FRQILJXUDWLRQ�ILOH�
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Initializing a Firebox Using a Modem

The WatchGuard Firebox can accept both external and PCMCIA modems. Use a 
modem for out-of-band initialization and configuration in cases where the Firebox 
is located remotely from the Management Stations. 

To initialize a Firebox via out-of-band over a modem, the Firebox must first be pre-
pared: 

� Use the blue null serial cable and adaptors included with the Firebox to connect 
the Firebox CONSOLE port and external serial port in a loopback configuration. 
Connect the Firebox CONSOLE port and external serial.

� Follow the instructions provided in the User Guide to Configure the Firebox and 
Establish and Out-of-Band Connection.

� Turn the Firebox on and off again. Confirm that the SysB light is lit.

Initializing Using Remote Provisioning

Use Remote Provisioning to initialize a Firebox in the case where a router sits 
between the Management Station and the Firebox network connection. Because of 
the flexibility of being able to initialize a Firebox from virtually any location on a 
network, it is a very versatile option. However, Remote Provisioning has the follow-
ing restrictions:

� The Firebox and the router must be the only devices on the network
� You must be able to flush the local router ARP tables 
� The Firebox must be running LSS 4.1 or later

� Management Station running LSS 4.1 or later and 
equipped with a modem, Dial-Up Networking soft-
ware, and a working telephone line

� Any Firebox model equipped with an external modem 
and modem cable or PCMCIA modem and a working 
telephone line

� Newly shipped Firebox or any Firebox model already 
initialized with LSS 4.1 or later

� Firebox attached as the only device behind a working 
router

� Management Station running LSS 4.1 or later attached 
anywhere with IP connectivity to the network on 
which the Firebox is attached

� The network address and the netmask of the net 
behind the router
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Firebox Read-Only System Area
In order to an initialize a Firebox via Remote Provisioning via an IP connection, the 
Firebox must first be prepared. 

� New Firebox — By default, newly shipped Fireboxes boot into Enhanced System 
Mode which supports Remote Provisioning.

� Older Firebox — For Fireboxes shipped before LSS 4.1, initialize the Firebox with 
LSS 4.1 software. Then use the red cross-over cable supplied with the Firebox to 
connect the Trusted and Optional Ethernet interfaces in a loopback configura-
tion.

During Remote Provisioning, one light appears on the front panel Traffic Volume 
Indicator for each successful IP address the Firebox claims. The Firebox can claim 
up to 8 addresses. 

The Processor Load Indicator marks the total number of different MAC addresses 
the Firebox sees on the cable. If the number exceeds 8, Remote Provisioning stops 
and only the SysA light remains lit. This feature is designed to prevent an uninitial-
ized Firebox from claiming addresses on a busy LAN. Verify that the Firebox and 
the router are the only two devices on the LAN. Then complete the following:

1. Attach both the Firebox external interface and the router interface to a common 
local area network.

2. Turn the Firebox off and then on again. Allow time for the Firebox to boot. Con-
firm that there is a flashing pattern with a red, blinking, external deny light on 
the lower edge of the Security Triangle Display.

3. Flush the router ARP cache.

4. From the Policy Manager on the Management Station, select File 56 Open Fire-
box. 

5. Select an unused IP address behind the router on the same network to which the 
Firebox is attached. Set the Firebox read-write passphrase to ‘wg’. Set the time-
out to 90 seconds. Click OK.

6. If the procedure is successful, the open operation on the Management Station 
completes. You can then follow regular procedures described in the User Guide to 
configure and download a new flash image to the Firebox.

Managing Flash Disk Memory

The Flash Disk Management Tool performs specific tasks involving the Firebox 
flash memory. The flash disk is divided into three areas:

� System (SysB) — Permanently stores a basic Firebox software image with the 
pass phrase Zg.

� Primary (SysA) — Stores the Firebox software image used in normal operation 
and the enhanced Read-Only System Area.

� Backup — Stores a copy of the user-defined configuration file.
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Managing Flash Disk Memory
The Flash Disk Management Tool performs three different tasks for manipulating 
the Firebox boot configuration file.

Making a Backup of the Current Configuration File
To ensure that you always have a backup version of a current, working configura-
tion file, copy the configuration file stored in the primary area to the Firebox flash 
disk backup area. From the Control Center:

1. Select LiveSecurity Desktop 56 Tools 56 Advanced 56 Flash Disk Management. 

2. Select Make Backup of Current Image. Click Continue.

$�YHULILFDWLRQ�SURPSW�DSSHDUV��9HULI\�WKDW�WKH�0DQDJHPHQW�6WDWLRQ�FRQQHFWV�WR�WKH�)LUHER[�
7UXVWHG�LQWHUIDFH�HLWKHU�RYHU�WKH�QHWZRUN��7&3�,3��RU�YLD�D�PRGHP�XVLQJ�RXW�RI�EDQG�PDQDJH�
PHQW�

3. Click Yes. 
7KH�&RQQHFW�7R�)LUHER[�GLDORJ�ER[�DSSHDUV�

4. Use the Firebox drop list to select a Firebox or type the IP address used by the 
Management Station to communicate with the Firebox. Enter the configuration 
(read/write) pass phrase. Click OK. 
:KHQ�WKH�EDFNXS�LV�VXFFHVVIXO��DQ�2SHUDWLRQ�&RPSOHWH�DOHUW�DSSHDUV�

5. Click OK. 
<RX�GR�QRW�QHHG�WR�UHERRW�WKH�)LUHER[�

Restoring a Backup Configuration File
Restore the backup configuration file to the primary area of the Firebox flash disk 
when:

� You incorrectly overwrite the primary configuration file.
� The primary configuration file is incorrectly configured or is otherwise unusable.

7KLV�SURFHGXUH�LV�RQO\�SRVVLEOH�ZKHQ�D�EDFNXS�FRQILJXUDWLRQ�ILOH�LV�RQ�
WKH�EDFNXS�DUHD�RI�WKH�)LUHER[
V�IODVK�GLVN��6HH�´0DNLQJ�D�%DFNXS�
RI�WKH�&XUUHQW�&RQILJXUDWLRQ�)LOH´�RQ�SDJH�����7KHUH�LV�QR�EDFNXS�
ILOH�RQ�WKH�)LUHER[�XQWLO�\RX�FRS\�RQH�WKHUH�
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1. Select LiveSecurity Desktop 56 Tools 56 Advanced 56 Flash Disk Management. 
7KH�)ODVK�'LVN�0DQDJHPHQW�7RRO�GLDORJ�ER[�DSSHDUV�

2. Select Restore Backup Image. Click Continue. 
$�YHULILFDWLRQ�SURPSW�DSSHDUV��9HULI\�WKDW�WKH�0DQDJHPHQW�6WDWLRQ�FRQQHFWV�WR�WKH�)LUHER[�
7UXVWHG�LQWHUIDFH�HLWKHU�RYHU�WKH�QHWZRUN��7&3�,3��RU�YLD�D�PRGHP�XVLQJ�RXW�RI�EDQG�PDQDJH�
PHQW�

3. Click Yes. 
7KH�&RQQHFW�7R�)LUHER[�GLDORJ�ER[�DSSHDUV�

4. Use the Firebox drop list to select a Firebox or type the IP address used by the 
Management Station to communicate with the Firebox. Enter the configuration 
(read/write) pass phrase. Click OK. 
7KH�)LUHER[�FRSLHV�WKH�FRQILJXUDWLRQ�ILOH�IURP�WKH�EDFNXS�DUHD�WR�WKH�SULPDU\�DUHD�RI�LWV�IODVK�
GLVN�DQG�UHERRWV�IURP�WKH�EDFNXS�FRQILJXUDWLRQ�ILOH�
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CHAPTER 8 Out-of-Band Initialization 
Strings
This chapter provides a reference list of PPP and modem initialization strings used 
to configure out-of-band (OOB) management.

PPP Initialization Strings
These are the available strings and syntaxes to use in the Out-of-Band tab of a Fire-
box configuration:

asyncmap <map>
Set the async character map to <map>. This map describes which control characters 
cannot be successfully received over the serial line. Pppd will ask the peer to send these 
characters as a 2-byte escape sequence. The argument is a 32bit hex number with each bit 
representing a character to escape. Bit 0 (00000001) represents the character 0x00; bit 31 
(80000000) represents the character 0x1f or ^_. If multiple asyncmap options are given, 
the values are ORed together. If no asyncmap option is given, no async character map 
will be negotiated for the receive direction; the peer should then escape all control char-
acters. To escape transmitted characters, use the escape option.

escape xx,yy,.. 
Specifies that certain characters should be escaped on transmission (regardless of 
whether the peer requests them to be escaped with its async control character map). The 
characters to be escaped are specified as a list of hex numbers separated by commas. 
Note that almost any character can be specified for the escape option, unlike the async-
map option which only allows control characters to be specified. The characters which 
may not be escaped are those with hex values 0x20 - 0x3f or 0x5e.

mpfto <period>
Specifies how long the PPP session should wait for a valid management session to begin. 
If no valid session starts, then PPP will disconnect after this time-out period.The default 
is 90 seconds. 

mru n 
Set the MRU [Maximum Receive Unit] value to n. Pppd will ask the peer to send packets 
of no more than n bytes. The minimum MRU value is 128. The default MRU value is 
1500. A value of 296 is recommended for slow links (40 bytes for TCP/IP header + 256 
bytes of data).
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mtu n 
Set the MTU [Maximum Transmit Unit] value to n. Unless the peer requests a smaller 
value via MRU negotiation, pppd will request that the kernel networking code send data 
packets of no more than n bytes through the PPP network interface.

passive 
Enables the "passive" option in the LCP. With this option, pppd will attempt to initiate a 
connection; if no reply is received from the peer, pppd will then just wait passively for a 
valid LCP packet from the peer, instead of exiting, as it would without this option.

bsdcomp nr,nt
Request that the peer compress packets that it sends, using the BSD-Compress scheme, 
with a maximum code size of nr bits, and agree to compress packets sent to the peer with 
a maximum code size of nt bits. If nt is not specified, it defaults to the value given for nr. 
Values in the range 9 to 15 may be used for nr and nt; larger values give better compres-
sion but consume more kernel memory for compression dictionaries. Alternatively, a 
value of 0 for nr or nt disables compression in the corresponding direction. Use nobsd-
comp or bsdcomp 0 to disable BSD-Compress compression entirely.

debug 
Enables connection debugging facilities. If this option is given, pppd will log the contents 
of all control packets sent or received in a readable form. 

default-asyncmap
Disable asyncmap negotiation, forcing all control.

default-mru
Disable MRU [Maximum Receive Unit] negotiation. With this option, pppd will use the 
default MRU value of 1500 bytes for both the transmit and receive direction.

deflate nr,nt
Request that the peer compress packets that it sends, using the Deflate scheme, with a 
maximum window size of 2**nr bytes, and agree to compress packets sent to the peer 
with a maximum window size of 2**nt bytes. If nt is not specified, it defaults to the value 
given for nr. Values in the range 8 to 15 may be used for nr and nt; larger values give bet-
ter compression but consume more kernel memory for compression dictionaries. Alter-
natively, a value of 0 for nr or nt disables compression in the corresponding direction. 
Use nodeflate or deflate 0 to disable Deflate compression entirely. (Note: pppd requests 
Deflate compression in preference to BSD-Compress if the peer can do either.)

idle n 
Specifies that pppd should disconnect if the link is idle for n seconds. The link is idle 
when no data packets (i.e. IP packets) are being sent or received. Note: It is not advisable 
to use this option with the persist option without the demand option. If the active-filter 
option is given, data packets which are rejected by the specified activity filter also count 
as the link being idle.

ipcp-accept-local
With this option, pppd will accept the peer’s idea of our local IP address, even if the local 
IP address was specified in an option.

ipcp-accept-remote
With this option, pppd will accept the peer’s idea of its (remote) IP address, even if the 
remote IP address was specified in an option.

ipcp-max-configure n
Set the maximum number of IPCP configure-request transmissions to n (default 10).
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ipcp-max-failure n
Set the maximum number of IPCP configure-NAKs returned before starting to send con-
figure-Rejects instead to n (default 10).

ipcp-max-terminate n
Set the maximum number of IPCP terminate-request transmissions to n (default 3).

ipcp-restart n
Set the IPCP restart interval (retransmission time-out) to n seconds (default 3).

lcp-echo-failure n
If this option is given, pppd will presume the peer to be dead if n LCP echo-requests are 
sent without receiving a valid LCP echo-reply. If this happens, pppd will terminate the 
connection. Use of this option requires a non-zero value for the lcp-echo interval param-
eter. This option can be used to enable pppd to terminate after the physical connection 
has been broken (e.g., the modem has hung up) in situations where no hardware modem 
control lines are available.

lcp-echo-interval n
If this option is given, pppd will send an LCP echo-request frame to the peer every n sec-
onds. Normally the peer should respond to the echo- request by sending an echo-reply. 
This option can be used with the lcp-echo-failure option to detect that the peer is no 
longer connected.

lcp-max-configure n
Set the maximum number of LCP configure-request transmissions to n (default 10).

lcp-max-failure n
Set the maximum number of LCP configure-NAKs.

lcp-max-terminate n
Set the maximum number of LCP terminate-request transmissions to n (default 3).

lcp-restart n
Set the LCP restart interval (retransmission time-out) to n seconds (default 3).

local
Don’t use the modem control lines. With this option, pppd will ignore the state of the CD 
(Carrier Detect) signal from the modem and will not change the state of the DTR (Data 
Terminal Ready) signal.

maxconnect n
Terminate the connection when it has been available for network traffic for n seconds 
(i.e. n seconds after the first network control protocol comes up).

 modem
Use the modem control lines. This option is the default. With this option, pppd will wait 
for the CD (Carrier Detect) signal from the modem to be asserted when opening the 
serial device (unless a connect script is specified), and it will drop the DTR (Data Termi-
nal Ready) signal briefly when the connection is terminated and before executing the 
connect script. 

netmask n
Set the interface netmask to n, a 32 bit netmask in "decimal dot" notation (e.g., 
255.255.255.0). If this option is given, the value specified is ORed with the default net-
mask. The default netmask is chosen based on the negotiated remote IP address; it is the 
appropriate network mask for the class of the remote IP address, ORed with the net-
masks for any non point-to-point network interfaces in the system which are on the same 
network.

noauth 
Do not require the peer to authenticate itself.
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nobsdcomp
Disables BSD-Compress compression; pppd will not request or agree to compress pack-
ets using the BSD- Compress scheme.

noccp
Disable CCP (Compression Control Protocol) negotiation. This option should only be 
required if the peer is buggy and gets confused by requests from pppd for CCP negotia-
tion.

nocrtscts
Disable hardware flow control (i.e. RTS/CTS) on the serial port. If neither the crtscts nor 
the nocrtscts option is given, the hardware flow control setting for the serial port is left 
unchanged.

noipdefault
Disables the default behavior when no local IP address is specified, which is to deter-
mine (if possible) the local IP address from the hostname. With this option, the peer will 
have to supply the local IP address during IPCP negotiation (unless it specified explicitly 
on the command line or in an options file).

nomagic
Disable magic number negotiation. With this option, pppd cannot detect a looped-back 
line. This option should only be needed if the peer is buggy.

nopersist
Exit once a connection has been made and terminated. This is the default unless the per-
sist or demand option has been specified.

novjccomp
Disable the connection-ID compression option in Van Jacobson-style TCP/IP header 
compression. With this option, pppd will not omit the connection-ID byte from Van 
Jacobson compressed TCP/IP headers, nor ask the peer to do so.

silent 
With this option, pppd will not transmit LCP packets to initiate a connection until a valid 
LCP packet is received from the peer (as for the ‘passive’ option with older versions of 
pppd).

xonxoff
Use software flow control (i.e. XON/XOFF) to control the flow of data on the serial port.

Modem Initialization Strings
These parameters specify a ’chat’ session that occurs between the Firebox and the 
modem to properly initialize the modem. In most cases the default initializations 
work with a wide variety of modems and are known to work with the list of 
approved modems.

In the default initializations below, the parameters marked with ^ specify what the 
firebox should expect back from the modem, and the portions marked with ’_____’ 
specify what is to be sent to the modem: 

����?S�?S�?G?U?S$7+����?G$7	)�2.�$7(��2.�$76� ��2.
AA�BBBBBBBBBBBBBBBB�AA�BBBBBB�AA�BBBB�AA�BBBBBB�AA�

1 2 3 4 5 6 7 8 9
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Explanation of Fields

1. Specifies that the firebox should expect nothing back from the modem at this 
point in the chat. 

2. Specifies that three plus characters should be sent with short pauses inbetween, 
then a 1 second delay, then a return character, a short pause, then the characters 
"ATH" are sent, finally followed by a carriage return [which is not shown, but 
implied]. This sequence commands most modems to hangup. 

3. Specifies that the firebox should expect nothing back from the modem at this 
point in the chat. 

4. Send a 1 second delay followed by the characters AT&F, which command the 
modem to recall its factory default configuration. 

5. Expect "OK" back from the modem. 

6. Send "ATE0" to modem, which directs it not to echo back commands characters 
sent. 

7. Expect "OK" back. 

8. Send "ATS0=1" which directs the modem to answer incoming calls after 1 ring. 

9. Expect back a final "OK" from the modem 

For an out-of-band management connection, the modem needs to be set up to 
answer the phone when it rings, and to use hardware flow control on the serial line. 
The Flow Control and Modem Initialization fields of the OOB enable you to make 
these settings. 

Common Initialization String Values

Auto-answer
Send the string $76� x, where x = the number of rings before answering. For a pickup 
after one ring, enter $76� �.

Special Sequences

TIMEOUT value
The initial time-out value is 45 seconds. Once changed, the time-out setting remains in 
effect until it is changed again.

EOT
The special reply string of EOT indicates that the chat program should send an EOT 
character to the remote. This is normally the end-of-file character sequence. A return 
character is not sent following the EOT. The EOT sequence may be embedded into the 
send string using the sequence Ctrl-D.

BREAK
The special reply string of BREAK will cause a break condition to be sent. The break is a 
special signal on the transmitter. The break sequence may be embedded into the send 
string using the \K sequence.

Escape Sequences
The expect and reply strings may contain escape sequences. All of the sequences are 
legal in the reply string. Many are legal in the expect sequence. Those which are not 
valid in the expect sequence are so indicated.
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Out-of-Band Initialization Strings
""
Expect or send a null string. If you send a null string then it will still send the return char-
acter. This sequence may either be a pair of apostrophes or quotes.

\b
Backspace.

\c
Suppress the new line at the end of the reply string. This is the only method to send a 
string without a trailing return character. It must be at the end of the send string. For 
example, the sequence hello\c will simply send the characters h, e, l, l, o (not valid in 
expect).

\d
Delay for one second (not valid in expect).

\K
Insert a BREAK (not valid in expect).

\n
Send a newline or linefeed character.

\N
Send a null character. The same sequence may be represented by \0 (not valid in expect).

\p 
Pause for a fraction of a second. The delay is 1/10th of a second (not valid in expect).

\q
Suppress writing the string to the logging system. The string ?????? is written to the log 
in its place (not valid in expect).

\r 
Send or expect a carriage return.

\s
A space character in the string. This may be used when it is not desirable to quote the 
strings which contains spaces. For example, the sequence ’HI TIM’ and HI\sTIM are the 
same.

\t 
Send or expect a tab character

\\
Send or expect a backslash character

\ddd
Collapse the octal digits (ddd) into a single ASCII character and send that character. 
(some characters are not valid in Ctrl C Substitute the sequence with the control charac-
ter represented by C. For example, the character DC1 (17) is shown as Ctrl Q. (some char-
acters are not valid in expect).
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CHAPTER 9 Glossary
This glossary contains a list of acronyms and terms frequently used when discuss-
ing networks, firewalls, and WatchGuard products. 

active mode FTP 
One of two ways an FTP data connection is made. In active mode the FTP server estab-
lishes the data connection. In passive mode the client establishes the connection. In gen-
eral, FTP user agents use active mode and Web user agents use passive mode.

address space probe
An intrusion measure whereby a hacker sequentially attacks IP addresses. These probes 
are usually attempts to map IP address space to look for security holes which a sender 
might exploit to compromise system security.

AH (Authentication Header) 
A form of authentication available for IPSec. In Branch Office VPN using IPSec, AH is an 
authentication scheme providing connectionless integrity and data origin authentication. 
AH provides authentication for as much of the IP header as possible (except for mutable 
fields that are nondeterministic, such as TTL fields and the like) and all upper protocols 
and payload.

archive 
To move items from their current folders into a storage folder on a hard disk or backup 
medium.

ARP (Address Resolution Protocol) 
A TCP/IP protocol used to convert an IP address into a physical address such as an 
Ethernet address. 

ascending 
A method of ordering a group of items from lowest to highest, such as from A to Z.

backbone 
A term often used to describe the main network connections composing the Internet.

Bandwidth Meter
A monitoring tool that provides a real-time graphical display of network activities across 
a Firebox. Formerly known as the Mazameter.
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bastion host 
A computer placed outside a firewall to provide public services (such as WWW and FTP) 
to other Internet sites. The term is sometimes generalized to refer to any host critical to 
the defense of a local network. In WatchGuard documentation, also called the Optional 
network.

bitmask   
A pattern of bits for an IP address that determines how much of the IP address identifies 
the host and how much identifies the network. 

blocked port 
A security measure wherein a specific port associated with a network service is explicitly 
disabled, blocking users outside the firewall from gaining access to that service port. A 
blocked port takes precedence over any service settings generally enabled. 

blocked site
An IP address outside the Firebox explicitly blocked so it cannot connect with hosts 
behind the Firebox. Blocked sites can be manual and permanent or automatic and 
temporary.

boot up 
To start a computer.

broadcast address
An address used to broadcast a request to a network, usually to discover the presence of 
a machine.

browser 
See Web browser.

button 
A small picture that you can click to perform an action.

cascade 
A command that arranges windows so that they are overlapped with the active window 
in front.

CDROM (Compact Disc Read-Only Memory) 
A disk on which data is stored.

character 
An individual letter, number, or symbol corresponding to a key or key combination. 
Each character can be formatted individually.

checkbox 
A dialog box option that is not mutually exclusive with other options. Clicking a check 
box inserts or removes an X or a check mark.

CIDR (Classless Inter-Domain Routing) 
A routing mechanism designed to deal with the exhaustion of class B network addresses, 
and the subsequent allocation of multiple class C addresses to many sites. CIDR is 
described in RFC 1519.

cipher block chaining
A form of DES encryption that requires the entire message to decrypt rather than a por-
tion of the message.

class A, class B, class C
See Internet address class.

click 
To press the primary mouse button once.
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client 
Software installed on a hard drive used to access resources on the Internet. For example, 
the LiveSecurity BackWeb client enables receipt of alerts, threat responses and software 
updates from WatchGuard.

close 
To end a program.

cold boot 
The process of starting a computer by turning on the power to the system unit.

compress 
To compact a file or group of files so that they occupy less disk space. See also decom-
press.

connected enterprise
A company or organization with a computer network exchanging data with the Internet 
or some other public network.

Control Center
The WatchGuard Control Center is a toolkit of applications run from a single location, 
enabling configuration, management and monitoring of a network security policy. 

Control Panel 
The set of Windows 95/98 or NT programs used to change system hardware, software, 
and Windows settings.

coprocessor 
A separate processor designed to assist in specific functions, such as handling complex 
mathematics or graphics, and to temporarily reduce the workload of the microprocessor.

CPU (Central Processing Unit) 
The microprocessor chip that interprets and carries out instructions.

CRYPTOCard   
An authentication system that uses an offline card to hash encryption keys, thereby 
increasing their safety against unauthorized decryption.

CSLIP (Compressed Serial Line Internet Protocol) 
A protocol for exchanging IP packets over a serial line, compressing the headers of many 
TCP/IP packets. 

custom filter rule
Filter rules created in the WatchGuard Policy Manager to allow specific content types 
through the Firebox.

data
Distinct pieces of information, usually formatted in a special way. 

datagram 
A packet of data that stands alone. Generally used in reference to UDP and ICMP pack-
ets when talking about IP protocols. 

DCERPC (Distributed Computing Environment Remote Procedure Call) 
Allows connections bound for port 135 on a machine. These initial calls typically result in 
a response from the trusted machine that redirects the client to a new port for the actual 
service the client desires. 

descending
A method of ordering a group of items from highest to lowest, such as from Z to A.

decompress 
To expand a compressed file or group of files so that the file or files can be opened. See 
also compress.
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decrypt
The process of decoding data that has been encrypted requiring a key or password.

default
A predefined setting that is built into a program and is used when an alternative setting 
is not specified.

denial of service (DoS)
A way of monopolizing system resources so that other users are ignored. For example, 
someone could finger an unsecured host continuously so that the system is incapable of 
running or executing other services. 

DES (Data Encryption Standard) 
A block-oriented cipher which encrypts blocks of 64 bits. The encryption is controlled by 
a key of 56 bits.

DHCP (Dynamic Host Configuration Protocol)
A means of dynamically allocating IP addresses to devices on a network.

dialog box
A box that displays additional options when a command is chosen from a menu.

dial-up connection
A connection between your remote computer and a server using software, a modem, and 
a telephone.

dimmed 
The grayed appearance of a command or option that is unavailable.

DNS (Domain Name Service)
A network system of servers that converts numeric IP addresses into readable, hierarchi-
cal Internet addresses.

dotted notation
The notation used to write IP addresses as four decimal numbers separated by dots (peri-
ods), sometimes called dotted quad. For example, 123.212.12.4

double-click
To press the primary mouse button twice rapidly.

download
To transfer a file from a remote computer to your local computer.

drop-in configuration
Protects a single network that is not subdivided into smaller networks. Used to distribute 
your network’s logical address space across the Firebox interface.

dynamic packet filtering
Filtering based not only on service types, but also on conditions surrounding the initia-
tion of a connection.

encryption
The translation of data into a secret code. To read an encrypted file, use a key or pass-
word that enables decryption.

Event Processor
See WatchGuard Event Processor.

expand
To display all subordinate entries in an outline or in a folder.

extension
See file extension.
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External interface
Connects to the external network that presents the security challenge, typically the Inter-
net.

fail-shut mode
In fail-shut mode, a firewall blocks all incoming and outgoing traffic in the event of a 
firewall failure. This is the opposite of fail-open mode, wherein a firewall crash opens all 
traffic in both directions. Fail-shut is the default failure mode of the WatchGuard Secu-
rity System.

field
An area in a form or Web page in which to enter or view specific information about an 
individual task or resource.

file extension
A period and up to three characters at the end of a filename. The extension can help iden-
tify the kind of information a file contains. 

filters
Small, fast programs in a firewall that examine the header files of incoming packets and 
route or reject the packets based on the rules for the filter.

Firebox
The WatchGuard firewall appliance, consisting of a red box with a purpose-built com-
puter and input/output architecture optimized as the resident computer for network 
firewall software.

firewall
Any technological measures taken to secure a computer network against unwanted use 
and abuse via net connections. 

firewalling
The process of creating a firewall.

flash disk
An 8megabyte on-board flash ROM disk which acts like an IDE hard drive in a
Firebox.

FTP (File Transmission Protocol)
The most common protocol for copying files over the Internet. See also Active Mode FTP.

graphic user interface (GUI)
The graphical visual representation of the working environment that presents the ele-
ments of a computer as objects on a desktop.

header
A series of bytes at the beginning of a communication packet that provide identification 
information about the packet such as its computer of origin, the intended recipient, 
packet size, and destination port number.

Help system
A form of online assistance for instructions and definitions.

home page
The first page of a Web site used as an entrance into the site.

host route
Used when an additional router is behind the Firebox and one host is behind that router. 
Configure a host route to inform the Firebox of this additional host behind the additional 
router.
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HostWatch
A graphical monitor providing a real-time display of which hosts are connected from 
behind the Firebox to hosts on the Internet.

HTML (HyperText Markup Language)
A set of rules used to format Web pages including methods to specify text characteristics, 
graphic placement, and links. HTML files are read and interpreted by a Web browser.

HTTP (HyperText Transfer Protocol)
A communications standard designed and used to transfer information and documents 
created using languages such as HTML.

HTTPS (Secure HTTP)
A variation of HTTP enabling the secure transmission of data and HTML files. Generally 
used in conjunction with SSL.

hyperlink
An object on a Web page such as a graphic or underlined text that represents a link to 
another location in the same file or a different file. When clicked, the page or graphic 
appears.

IANA (Internet Assigned Number Authority)
The central authority charged with assigning parameter values to Internet protocols. For 
example, IANA controls the assignment of well-known TCP/IP port numbers. Currently 
IANA manages port numbers between 1 and 1023 inclusive. 

ICMP (Internet Control Message Protocol)
A protocol used to pass control and error messages back and forth between nodes on the 
Internet. 

initialize
The process of preparing a disk for information storage.

installation wizard
A wizard specifically designed to guide a user through the process of installing software. 
See wizard.

Internet address class
To efficiently administer the 32bit IP address Class space, IP addresses are separated into 
three classes that describe networks of varying sizes:
class AIf the first octet of an IP address is less than 128, it is a class A address. A network 
with a class A address can have up to (roughly) 16 million hosts.
class BIf the first octet of an IP address is from 128 to 191, it is a class B address. A net-
work with a class B address can have up to 64,000 hosts. 
class CIf the first octet of an IP address is from 192 to 223, it is a class C address. A net-
work with a class C address can have up to 254 hosts. 

intranet 
A self-contained network that uses the same communications protocols and file formats 
as the Internet. 

IP (Internet Protocol)
A protocol used by the Internet enabling computers to communicate over various physi-
cal media. 

IP address host
The 32bit address that identifies a host. Technically, a host is a network device connected 
to the Internet. In common usage, a host is a computer or some other device that has a 
unique IP address. Computers with more than one IP address are known as multi-
homed hosts. 
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IP fragment
An IP datagram that is actually part of a larger IP packet. IP fragments are typically used 
when an IP packet is too large for the physical media that the data must cross. For exam-
ple, the IP standard for Ethernet limits IP packets to about 1500 bytes, but the maximum 
IP packet size is 65536 bytes. To send packets larger than 1500 bytes over an Ethernet, IP 
fragments must be used. 

IP options
Extensions to the IP protocol used mainly for debugging and special applications on 
local networks. In general, there are no legitimate uses of IP options over an Internet con-
nection. 

IPSec (Internet Protocol Security)
An open-standard methodology of creating a secure tunnel through the Internet, con-
necting two remote hosts or networks. IPSec provides several encryption and authentica-
tion options to maximize the security of the transmission over a public medium such as 
the Internet.

ISP (Internet Service Provider)
Typically, a business that sells access to the Internet. A government organization or an 
educational institution may be the ISP for some organizations. 

LAN (Local Area Network)
A computer network that spans a relatively small area generally confined to a single 
building or group of buildings. 

link
See hyperlink.

loopback interface
Pseudo interface that allows a host to use IP to talk to its own services. A host is generally 
configured to trust packets coming from addresses assigned to this interface. The Class A 
address group 127.0.0.0 has been reserved for these interfaces. 

mail server
Refers to both the application and the physical machine tasked with routing incoming 
and outgoing electronic mail.

Management Station
The computer on which you run the WatchGuard LiveSecurity System Control Center 
and Policy Manager. Sometimes referred to as the Administration Host.

masquerading
In the WatchGuard Security System, masquerading sets up addressing so that a Firebox 
presents its IP address to the outside world in lieu of the IP addresses of the hosts pro-
tected by the Firebox.

Mazameter
See Bandwidth Meter.

MIME (Multipurpose Internet Mail Extensions)
Extensions to the SMTP format that allow binary data, such as that found in graphic files 
or documents, to be published and read on the Internet.

multiple network configuration
Used for situations where a Firebox is places with separate logical networks on its inter-
face.

netmask
An inverse mask of the significant bits of a network address; On a local net, the range of 
addresses one can expect to be found directly connected to the network. Netmasks gen-
erally occur with a Class C license address space of 8 bits, so the netmask is 255.255.255.0. 
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It can be a smaller number of bits if subnetting is in effect. Some systems require the net-
mask to be an even number of bits. 

Network Configuration Wizard
Creates a basic Firebox configuration. It consists of a series of windows that prompt for 
essential configuration information for drop-in or advanced network installations.

NFS (Network File System)
A popular TCP/IP service for providing shared file systems over a network.

NOC (Network Operation Center)
The work space of the Global Policy Manager that lists WatchGuard Event Processors 
(WEP) and their associated Fireboxes.

NTP (Network Time Protocol)
An Internet Service used to synchronize clocks between Internet hosts. Properly config-
ured, NTP can usually keep the clocks of participating hosts within a few milliseconds of 
each other. 

octet
A byte. Used instead of byte in most IP documents because historically many hosts did 
not use 8bit bytes. 

Optional interface
Connects to a second secured network, typically any network of servers provided for 
public access.

passive mode FTP
See active mode FTP.

PCMCIA (Personal Computer Memory Code International Association) card
A standard compact physical interface used in personal computers. The most common 
application of PCMCIA cards is for modems and storage.

permission 
Authorization to perform an action.

PLIP (Parallel Line Internet Protocol)
A protocol for exchanging IP packets over a parallel cable. 

Policy Manager
One component in the WatchGuard LiveSecurity System consisting of the user interface 
used to modify and upload a Firebox configuration file.

pop-up window 
A window that suddenly appears (pops up) when an option is selected with a mouse or a 
function key is pressed. 

port
A channel for transferring electronic information between a computer and a network, 
peripherals or another computer.

port forwarding
The Firebox redirects IP packets to a specific masqueraded host behind the firewall based 
on the original destination port number.

port space probe
An intrusion measure whereby a hacker sequentially attacks port numbers. These probes 
are usually attempts to map port space to look for security holes which the sender might 
exploit to compromise system security.

port, TCP or UDP
A TCP or UDP service endpoint. Together with the hosts’ IP addresses, ports uniquely 
identify the two peers of a TCP connection. 
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PPP (Point-to-Point Protocol)
A link-layer protocol used to exchange IP packets across a point-to-point connection, 
usually a serial line. 

principle of precedence
Rules that determine which permissions and prohibitions override which others when 
creating a combination of security policies.

probe
A probe is some sort of hacking attempt, characterized by repetitious, sequential access 
attempts. For example, one might try to probe a series of ports for one that is more open 
and less secure. 

proxy server
A server that stands in place of another server. In firewalling, a proxy server poses as a 
specific service but has more rigid access and routing rules.

real-time
An instantaneous response.

related hosts
A method to place hosts on the Optional or External interface when using a simple or 
drop-in network configuration. Examples include placing a router on the External inter-
face or an HTTP server on the Optional interface.

related networks
Networks on the same physical wire as the Firebox interfaces but with network 
addresses that belong to an entirely different network.

report
A formatted collection of information that’s organized to provide project data on a spe-
cific subject.

RFC (Request for Comment)
RFC documents include standards in the Internet community as well as other informa-
tional papers. Each RFC is identified by a number, such as RFC 1700. RFC can be 
retrieved by either e-mail or FTP. 

route
The sequence of hosts through which information travels to reach its destination host. 

router
A device that connects any number of LANs. Routers use headers and a forwarding table 
to forward packets to their destination. Most rely on ICMP to communicate with one 
another and configure the best route between any two hosts.

scalable architecture
Software and/or hardware constructed so that alter configurating a single machine, the 
same configuration can be propagated to a group of connected machines.

screening router
A packet filter host. 

Security Triangle Display
An LED indicator on the front of a Firebox II which indicates the directions of traffic 
between the three Firebox II interfaces.

self-extracting file
A compressed file that automatically decompresses when double-clicked.

services arena
Displays the icons that represent the services (proxies and packet filters) configured for a 
Firebox.
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ServiceWatch
A graphical monitor that provides a real-time display graphing how many connections 
there are by service.

session stealing
An intrusion measure whereby a hacker sends a command to an already existing connec-
tion in order to have that command provide the information needed to stage a separate 
attack.

SHTTP
See HTTPS.

slash notation
A format for writing IP addresses in which the number of bits in the IP number is speci-
fied after the IP number. For example: 192.168.44.0/24.

SLIP (Serial Line Internet Protocol)
A protocol for exchanging IP packets over a serial line. 

SMS (Security Management System)
The former name of the GUI used to configure a Firebox. Now known as the Watch-
Guard Policy Manager.

SMTP (Simple Mail Transfer Protocol)
A protocol for sending electronic messages between servers. 

social engineering attack
Persuading an individual to allow access to key network systems to acquire information. 

spam
The practice of sending unsolicited e-mail to many recipients, much like an electronic 
version of junk mail.

spoof
Occurs when someone alters packets to falsely identify the originating computer to con-
fuse or attack another computer. The originating computer is usually misidentified as a 
trusted computer within an organization.

SSL (Secure Sockets Layer)
A protocol for transmitting private documents over the Internet. SSL works by using a 
private key to encrypt data transferred over an SSL connection.

stance
The policy of a firewall regarding the default disposition of IP packets. Stance dictates 
what the firewall will do with any given packet in the absence of explicit instructions. 
WatchGuard product default stance is to discard all packets that are not explicitly 
allowed, often stated as "that which is not explicitly allowed is denied."

subnet
To split a network into multiple smaller networks. For example, one could take a class C 
network with 256 available addresses and create two additional netmasks under it that 
separate the lower and upper 128 addresses into separate identifiable networks. Subnet-
ting enables a client with a single network to create multiple networks to use the 
advanced or multiple network configurations on the Firebox.

TCP (Transmission Control Protocol)
A reliable byte-streaming protocol that implements a virtual connection. Most long-haul 
traffic on the Internet uses TCP. 

Telnet 
A terminal emulation program for TCP/IP networks. It runs on a computer and connects 
a workstation to a server on a network.
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tooltip
A name or phrase that appears when you point a mouse to a button or icon.

Triple-DES
An advanced form of encryption using three keys rather than one or two. It is roughly as 
secure as single DES would be if it had a 112-bit key.

Trusted interface
Connects to the internal network which you want protected to the maximum practical 
amount.

UDP (User Datagram Protocol)
A connectionless unreliable protocol. Used less frequently for long distance connections, 
largely because it lacks TCP’s congestion control features. Used quite heavily in local 
area networks for NFS. 

URL (Universal Resource Locator)
The user friendly address that identifies the location of a Web site such as KWWS����
ZZZ�ZDWFKJXDUG�FRP

VPN (Virtual Private Network)
The creation of a proprietary communication or access point using public network facili-
ties through the use of encryption, authentication, and tunneling. A VPN is a virtual, 
secured network over the Internet where the alternative, a dedicated physical network, is 
either prohibitively expensive or impossible to create. Companies with branch offices 
commonly use VPNs to connect multiple locations.

WatchGuard Event Processor (WEP)   
A program that controls notification and logging on the Log Hosts. It provides critical 
timing services for the Firebox. It includes its own GUI.

Web browser
Software that interprets and displays documents formatted for a Web. 

Web page 
A single HTML formatted file.

Web site 
A collection of Web pages at the same location. 

WebBlocker 
An optional WatchGuard software module that blocks users behind the Firebox from 
accessing Web sites based on time of day, content type, and/or specific URL.

WEP
See WatchGuard Event Processor.

wizard 
A tool that guides through a complex task by asking questions then performing the task 
based on responses.

World Wide Web (WWW)
The collection of available information on the Internet viewable using a Web browser.
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