
LiveSecurity System
Install Guide
We appreciate your purchase of the WatchGuard LiveSecurity System. 
The WatchGuard LiveSecurity System consists of a suite of management 
and security software tools coupled with a plug-and-play network appli-
ance called the WatchGuard Firebox. LiveSecurity is specifically designed 
to guard critical corporate or organizational assets from a continually 
changing barrage of threats. 

The LiveSecurity System by its nature requires interdependence among 
distributed software, downloadable software, your Firebox, and the com-
puter you use to administer the Firebox (the Management Station). This 
document walks you through these interdependent steps so your installa-
tion goes smoothly and you understand what is downloaded, expanded, 
installed, and configured.
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Documentation

All WatchGuard LiveSecurity System documentation is stored on the 
LiveSecurity Installation CD-ROM in the Documentation directory. You 
also have the option to install the documentation on your local hard drive 
during installation. The documents are in the form of PDF files. You must 
have a copy of the Acrobat Adobe Reader® to read and print these files. 
Hard copies of the Release Notes, Install Guide and User Guide are included 
with the purchase of a Firebox.

Description of Technical Publications
Release Notes

Read these first to learn about known issues and new features since 
our prior release.

Internet Security Handbook
If you are a relative newcomer to the field of network security, read 
our security concepts primer. Learn more about Internet security and 
how our product, the LiveSecurity System, addresses the principal 
threats to your network. 

Install Guide
This guide takes you step-by-step through downloading the LiveSecu-
rity Service, installing the LiveSecurity Control Center, and using the 
QuickSetup Wizard to create an initial security policy configuration.

User Guide
The User Guide steps through the many features of the LiveSecurity 
Control Center and Security Suite software. It includes sections on 
how to use LiveSecurity services, configure and administer a security 
policy, and implement virtual private networking.

Reference Guide
A supplement to the User Guide, the Reference Guide provides addi-
tional material used to configure services and features such as detailed 
information about the IP protocol and a glossary of terms.

RUVPN Client Brochures
WatchGuard supports two forms of remote user virtual private net-
working: PPTP and IPSec. For your convenience, WatchGuard 
includes a end-user brochure for each RUVPN type.
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Documentation
Notational Conventions
WatchGuard manuals use the following notational conventions:

• When you select a menu command from a cascading menu, the com-
mand names are separated by an arrow ( 56 ) but with no special or 
separate font. For example, if the text says to: Select File 56 Open, this 
means you should click the File menu and then click the Open com-
mand.

• Web site addresses display in a sans-serif font. For example:
KWWS���ZZZ�ZDWFKJXDUG�FRP

• Code and directory entries display in a sans-serif font. For example:
>:DWFK*XDUG�LQVWDOODWLRQ�GLUHFWRU\@?58931?([S
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Before You Install

Terms You Should Know
There are a few terms that are commonly used by WatchGuard when 
referring to our product and how it is implemented.

• Management Station — The computer on which you install and run 
the WatchGuard LiveSecurity Control Center software. 

• Event Processor — The computer which receives and stores log mes-
sages and issues notifications. You can configure the Management Sta-
tion to also serve as the event processor.

• LiveSecurity Service — The broadcast network that transmits security 
alerts, editorials, threat responses, and software updates directly to 
your desktop.

• Trusted network — The network behind the firewall which must be 
protected from the security challenge.

• External network — The network presenting the security challenge, 
typically the Internet.

• Optional network — A network protected by the firewall which com-
municates with both the Trusted and the External networks. Typically, 
the Optional network is used for “public” servers such as an FTP or 
Web server.

• Drop In Configuration — A drop-in network configuration is useful 
for situations where you can distribute your network’s logical address 
space across the Firebox’s interfaces. In a drop-in configuration, you 
place the Firebox physically between the router and the LAN, without 
re-configuring any of the machines on the Trusted interface.

• Routed Configuration —A routed network configuration is for situa-
tions where the Firebox is put in place with separate logical networks 
on its interfaces. It assigns separate network addresses to at least two 
of the three Firebox interfaces. 

• Secondary Network — A secondary network is a network on the 
same physical wire as a Firebox interface which has an address 
belonging to an entirely different network. 
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Before You Install
Selecting Computers
• Choose the computer you will use for the Management Station.

7KH�0DQDJHPHQW�6WDWLRQ�RSHUDWLQJ�V\VWHP�SODWIRUP�PXVW�EH�:LQGRZV�����:LQ�
GRZV����RU�:LQGRZV�17��6HUYLFH�3DFN���RU����

• Choose the computer you will use for the LiveSecurity Service. Verify 
that it has access to the Internet via Microsoft Internet Explorer® 4.0 
(or later) or Netscape Communicator® 4.5 (or later).
:DWFK*XDUG�UHFRPPHQGV�WKDW�\RX�XVH�WKH�0DQDJHPHQW�6WDWLRQ�DV�WKH�FRPSXWHU�
IRU�WKH�/LYH6HFXULW\�6HUYLFH��+RZHYHU��LI�\RXU�FRQILJXUDWLRQ�UHTXLUHV�LW�\RX�FDQ�GHV�
LJQDWH�DQ�DOWHUQDWH�FRPSXWHU��

• Choose the computer you will use for the primary event processor.
7KH�SULPDU\�HYHQW�SURFHVVRU�FDQ�EH�HLWKHU�WKH�0DQDJHPHQW�6WDWLRQ�RU�DQRWKHU�FRP�
SXWHU�

Minimum Requirements
This section describes the minimum hardware and software configura-
tions necessary to successfully install, run, and administer version 4.1 of 
the WatchGuard LiveSecurity System.

Software Requirements

WatchGuard LiveSecurity System 4.1 can run on Microsoft Windows 95, 
Windows 98, or Windows NT 4.0 as specified below:

Windows 95 Requirements

- Microsoft Windows 95
- Service Release 2 or higher

Windows 98 Requirements

- Microsoft Windows 98
Windows NT Requirements

- Microsoft Windows NT 4.0
- Microsoft Service Pack 4 or Service Pack 5 for Windows NT 4.0

Web Browser Requirements

You need an HTML-based browser to use the online help included with 
the WatchGuard LiveSecurity System. These browsers and versions have 
proved to provide reliable, consistent display of WatchGuard Online 
Help:

- Netscape Communicator® 4.5 or later
- Microsoft Internet Explorer® 4.x
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- Microsoft Internet Explorer® 5.01 or later

Hardware Requirements

Hardware requirements at a minimum are the same as for the operating 
system on which WatchGuard LiveSecurity System 4.1 runs. The recom-
mended hardware ranges are listed below:

Before Upgrading to 4.1 from Previous Versions
1. Make a copy of your current Firebox configuration file.
2. Exit and disable the WatchGuard Event Processor.
3. Uninstall any previous versions of WatchGuard software.

Table 1. WatchGuard LSS 4.1 Hardware Requirements

+DUGZDUH�)HDWXUH 0LQLPXP�5HTXLUHPHQW

&38 3HQWLXP

0HPRU\ 6DPH�DV�IRU�26��
5HFRPPHQGHG�
��0%�IRU�:LQGRZV���D
��0%�IRU�:LQGRZV���
���0%�IRU�:LQGRZV�17����

+DUG�'LVN�6SDFH ���0%�WR�LQVWDOO�DOO�:DWFK*XDUG�PRGXOHV
���0%�PLQLPXP�IRU�ORJ�ILOH
$GGLWLRQDO�VSDFH�DV�UHTXLUHG�IRU�ORJ�ILOHV
$GGLWLRQDO�VSDFH�DV�UHTXLUHG�IRU�PXOWLSOH�FRQILJXUDWLRQ�ILOHV

&'�520�'ULYHV 2QH�&'�520�GULYH�WR�LQVWDOO�:DWFK*XDUG�IURP�LWV�&'�
520�GLVWULEXWLRQ�GLVN
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Installing the LiveSecurity System
Installing the LiveSecurity System

The LiveSecurity System integrated installation wizard installs the 
LiveSecurity Service, registers your LiveSecurity license key, and down-
loads and installs the Management Station software. 

1. Exit all applications on the computer you selected for the LiveSecurity 
System. Insert the WatchGuard LiveSecurity disk into the CD-ROM 
drive.
7KH�/LYH6HFXULW\�LQVWDOODWLRQ�ZL]DUG�VKRXOG�VWDUW�DXWRPDWLFDOO\��,I�LW�GRHV�QRW��XVH�
:LQGRZV�([SORUHU��WR�ILQG�LQVWDOO�H[H�LQ�WKH�URRW�GLUHFWRU\�RI�WKH�:DWFK�
*XDUG�/LYH6HFXULW\�6\VWHP�&'�520��'RXEOH�FOLFN�LQVWDOO�H[H�WR�VWDUW�WKH�
LQVWDOODWLRQ�SURFHVV�

2. Click First Time Install.
7KH�LQVWDOODWLRQ�XWLOLW\�DXWRPDWLFDOO\�YHULILHV�WKDW�\RX�KDYH�D�ZRUNLQJ�FRQQHFWLRQ�WR�
WKH�,QWHUQHW��,Q�WKH�DEVHQFH�RI�D�ZRUNLQJ�FRQQHFWLRQ��\RX�FDQ�LQVWDOO�WKH�VRIWZDUH�
EXW�\RX�ZLOO�QRW�EH�DEOH�WR�UHJLVWHU�IRU�/LYH6HFXULW\�QRU�ZLOO�\RX�EHJLQ�UHFHLYLQJ�YLWDO�
LQIRUPDWLRQ�UHJDUGLQJ�\RXU�QHWZRUN�VHFXULW\�IURP�WKH�/LYH6HFXULW\�6HUYLFH�

• Management Station with 20 MB space on the local hard 
drive

• [Optional] Connection to Internet
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3. Use the Next and Back buttons to move through the installation wiz-
ard. Read and accept the license agreement.

4. Select the WatchGuard installation directory. Click Next.
7KH�GHIDXOW�LQVWDOODWLRQ�GLUHFWRU\�LV�&�?3URJUDP�)LOHV?:DWFK*XDUG�

5. Select the WatchGuard Start menu directory. Click Next.
7KH�GHIDXOW�6WDUW�PHQX�ORFDWLRQ�LV�6WDUW�56�3URJUDP�)LOHV�56�:DWFK*XDUG�

6. Enter your LiveSecurity License Key. Click Next.
7KH�/LFHQVH�.H\�QXPEHU�LV�ORFDWHG�RQ�WKH�:DWFK*XDUG�/LYH6HFXULW\�$JUHHPHQW�
/LFHQVH�.H\�&HUWLILFDWH��7KH�LQVWDOODWLRQ�ZL]DUG�TXHULHV�WKH�:DWFK*XDUG�/LYH6HFX�
ULW\�$UFKLYH�DQG�YHULILHV�WKH�YDOLGLW\�RI�\RXU�OLFHQVH�NH\��,I�WKHUH�LV�DQ�HUURU��\RX�ZLOO�
EH�SURPSWHG�WR�UHHQWHU�WKH�NH\�

7. Complete the LiveSecurity Registration information screens.
5HJLVWUDWLRQ�LQIRUPDWLRQ�LV�VHQW�WR�WKH�:DWFK*XDUG�/LYH6HFXULW\�$UFKLYH�DQG�\RXU�
UHFRUG�DXWRPDWLFDOO\�XSGDWHG��7KH�SURILOH�LQIRUPDWLRQ�KHOSV�:DWFK*XDUG�WR�WDUJHW�
LQIRUPDWLRQ�DQG�XSGDWHV�WR�\RXU�QHHGV��7KH�IROORZLQJ�WLSV�PD\�DVVLVW�\RX�ZLWK�FRP�
SOHWLQJ�WKH�IRUPV�
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Installing the LiveSecurity System
• 7KH�)LUHER[�VHULDO�QXPEHU�LV�GLVSOD\HG�LQ�WZR�ORFDWLRQV�
- $�VPDOO�VLOYHU�VWLFNHU�RQ�WKH�RXWVLGH�RI�WKH�VKLSSLQJ�ER[
- $�VWLFNHU�RQ�WKH�EDFN�RI�WKH�)LUHER[�MXVW�EHORZ�WKH�83&�EDU�FRGH

• <RXU�ORJLQ�DQG�SDVVZRUG�ZLOO�EH�H�PDLOHG�WR�WKH�DGGUHVV�SURYLGHG�RQ�WKH�UHJ�
LVWUDWLRQ�IRUP��9HULI\�WKDW�\RX�HQWHUHG�D�YDOLG�H�PDLO�DGGUHVV�

8. On the Registration Complete alert, click OK.
9. Select Install the Latest Software from the Web. Click Next.

,I�WKH�LQVWDOODWLRQ�ZL]DUG�ZDV�XQDEOH�WR�HVWDEOLVK�FRQQHFWLYLW\�RU�\RX�ZRXOG�OLNH�WR�
XVH�WKH�ROGHU�VRIWZDUH�IURP�WKH�&'�520��VHOHFW�,QVWDOO�IURP�WKH�/LYH6HFXULW\�&'�
520�
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10. Select the WatchGuard components to install. Click Next.
:DWFK*XDUG�UHFRPPHQGV�WKDW�\RX�LQVWDOO�WKH�HQWLUH�SURGXFW�OLVW��)RU�D�EULHI�
GHVFULSWLRQ�RI�DQ\�:DWFK*XDUG�SURGXFW��SRVLWLRQ�\RXU�PRXVH�RYHU�WKH�QDPH��:KHQ�
\RX�FOLFN�1H[W��WKH�LQVWDOODWLRQ�ZL]DUG�GRZQORDGV�WKH�VRIWZDUH�IURP�WKH�/LYH6HFX�
ULW\�$UFKLYH�DQG�WKHQ�LQVWDOOV�LW�RQ�\RXU�KDUG�GULYH��7KLV�FDQ�WDNH�VHYHUDO�PLQXWHV�
GXULQJ�ZKLFK�D�SURJUHVV�LQGLFDWRU�PDUNV�WLPH�

11. Click Install the LiveSecurity Inbox.
7KH�%DFN:HE�LQVWDOODWLRQ�ZL]DUG�RSHQV��%DFN:HE�LV�WKH�VRIWZDUH�FOLHQW�XVHG�IRU�
WKH�/LYH6HFXULW\�,QER[��$V�WKH�ZL]DUG�FRSLHV�WKH�/LYH6HFXULW\�,QER[�WR�\RXU�FRP�
SXWHU��LW�GLVSOD\V�D�SURJUHVV�LQGLFDWRU��:KHQ�FRPSOHWH��WKH�ZL]DUG�GLVSOD\V�WKH�6HWXS�
&RPSOHWH�GLDORJ�ER[�

12. Enable or disable these checkboxes as appropriate:
I would like to launch BackWeb on startup. 

When enabled, the LiveSecurity Inbox BackWeb client starts automatically 
whenever you reboot your computer. WatchGuard recommends enabling 
this checkbox (i.e. do check) so that the LiveSecurity client will always 
monitor for broadcasts.

I would like to launch BackWeb now. 
When enabled, the LiveSecurity Inbox BackWeb client starts. WatchGuard 
recommends leaving this checkbox enabled (i.e. checked). However, you 
may need to minimize the LiveSecurity Inbox to continue with the LiveSe-
curity installation.

13. Click Finish. 
:LWK�VRPH�LQVWDOODWLRQV��FOLFNLQJ�<HV�IDLOV�WR�UHVWDUW�WKH�FRPSXWHU��,I�WKLV�RFFXUV��
FOLFN�1R��7KH�%DFN:HE�LQVWDOODWLRQ�ZL]DUG�FORVHV��5HVWDUW�\RXU�FRPSXWHU�PDQXDOO\�

14. On the LiveSecurity Installation wizard, click Finish.
7KH�FRPSXWHU�VKRXOG�UHVWDUW�DXWRPDWLFDOO\��,I�LW�GRHV�QRW��UHVWDUW�\RXU�FRPSXWHU�
PDQXDOO\�

Before Proceeding with the QuickSetup Wizard

Before you proceeding to the QuickSetup Wizard, we strongly recom-
mend reading the following three sections on:

• Locating a Firebox within a Network
• Connecting a Firebox
• Completing the Network Configuration Wizard
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Locating a Firebox Within a Network
Locating a Firebox Within a Network

The most common location for a Firebox is directly behind the Internet 
router as pictured below:

FIGURE 1. Location of Firebox in Network

Internet
The Security Challenge

Router

Firebox II

Trusted Network Optional Network

Management
Station

Event Processor

SMTP Server
HTTP Server
FTP Server

Trusted Interface

External Interface

Optional Interface
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Connecting a Firebox

There are two methods to connect to and initialize a new Firebox: over a 
network using TCP/IP or via a serial cable.

Connecting a Firebox for Hands-Free Installation (Recommended)
1. Place the Firebox on a desktop or in a rack in a location convenient to 

your external router. 
2. Use the green cable to connect the Firebox Trusted interface to the 

same network as your Management Station.
3. Install the power cord from the AC Receptacle on the Firebox to a 

power source.
4. Flush the ARP cache of the external router.

7KH�PRVW�FRPPRQ�PHWKRG�WR�IOXVK�D�URXWHU�FDFKH�LV�WR�F\FOH�WKH�SRZHU�

5. When prompted to do so during the QuickSetup Wizard, select Use 
TCP/IP to Configure as the confirmation access method.

Connecting a Firebox for Serial Cable Initialization
1. Place the Firebox in a location convenient to the Management Station.
2. Use the blue serial cable to connect the Firebox CONSOLE port with 

the Management Station COM port. Use the red cross-over cable to 
connect the Trusted interface to the Management Station Ethernet 
port.

3. Install the power cord from the Firebox AC Receptacle to a power 
source.

4. When prompted to do so during the QuickSetup Wizard, select Use 
Serial Cable to Assign IP Address as the configuration access method.

I

0
EXTERNAL TRUSTED OPTIONAL

10
100

10
100 AAACONSOLE SERIAL

$&
5HFHSWDFOH

3RZHU�2Q
/LJKW

3RZHU�
6ZLWFK

(WKHUQHW�-DFNV

([WHUQDO
7UXVWHG

2SWLRQDO3&0&,$ &RQVROH
,QSXW

6HULDO
3RUW6ORWV
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Completing the Network Configuration Worksheet
Completing the Network Configuration Worksheet

We encourage you to complete the following network configuration 
worksheet before installing the WatchGuard LiveSecurity System for the 
first time. By completing the worksheet, you will be prepared to answer 
prompts for IP addresses. The resulting basic configuration file will more 
closely match your true network environment.

$�VWDQGDUG�OHWWHU�VL]H�YHUVLRQ�RI�WKH�1HWZRUN�&RQILJXUDWLRQ�:RUN�
VKHHW�LV�DYDLODEOH�LQ�3')�IRUPDW�RQ�WKH�LQVWDOODWLRQ�&'�520�LQ�
WKH�'RFXPHQWDWLRQ�IROGHU�
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Network Configuration Worksheet

Table 2. Network Configuration Worksheet QuickSetup Wizard Data

Label IP Addresses

Event Processor _____._____._____._____

Default Gateway _____._____._____._____

Firebox Interface (Drop In Only) _____._____._____._____ /_____

External Interface (Routed Only) _____._____._____._____ /_____

Trusted Interface (Routed Only) _____._____._____._____ /_____

Optional Interface (Routed Only) _____._____._____._____ /_____

Secondary Network _____._____._____._____ /_____

SMTP Service _____._____._____._____

HTTP Service (Routed Only) _____._____._____._____

FTP Service (Routed Only) _____._____._____._____

Internet
The Security Challenge

Router

Firebox II

External Interface
IP: ____.____.____.____  / _____
Network: ____.____.____.____  / _____

Router
IP: ____.____.____.____  / _____
Network: ____.____.____.____  / _____

Trusted Interface
IP: ____.____.____.____  / _____
Network: ____.____.____.____  / _____

Optional Interface
IP: ____.____.____.____  / _____
Network: ____.____.____.____  / _____

Secondary Network (Additional)
IP: ____.____.____.____  / _____
Network: ____.____.____.____  / _____

Secondary Network (Additional)
IP: ____.____.____.____  / _____
Network: ____.____.____.____  / _____
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Running the QuickSetup Wizard
Running the QuickSetup Wizard

The final step of the WatchGuard LiveSecurity System installation is to 
run the QuickSetup Wizard. The QuickSetup Wizard creates a basic con-
figuration file and saves it to the primary area of the Firebox flash disk. 
The Firebox loads the primary configuration file when it boots.

The QuickSetup Wizard also writes a basic configuration file called 
ZL]DUG�FIJ to the hard drive of the Management Station. You must then 
expand the Firebox’s basic configuration using the Policy Manager. 

By default, the QuickSetup Wizard starts automatically after you com-
plete installing the LiveSecurity System software. To manually start the 
QuickSetup Wizard from the Windows desktop, select Start 56 Programs 
56 WatchGuard 56 QuickSetup Wizard.

The first step of the QuickSetup Wizard prompts you to select a configu-
ration option:

Configure in Drop-In Mode (Recommended)

A drop-in network configuration is useful for situations where you can 
distribute your network’s logical address space across the Firebox’s inter-
faces. In a drop-in configuration, you place the Firebox physically 
between the router and the LAN, without re-configuring any of the 
machines on the Trusted interface. 
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Characteristics of a drop-in configuration:

• A single network not subdivided into smaller networks
• The Firebox performs proxy ARP
• All Trusted computers must have their ARP caches flushed
• All three Firebox interfaces are assigned IP addresses on the same net-

work This is true whether or not you use the Optional interface.
• The majority of a LAN resides on the Trusted interface
• List the IP address of secondary networks in the configuration file

For instructions on configuring your Firebox for drop-in mode, see “Con-
figuring the Firebox in Drop-In Mode” on page 17.

Configure in Routed Mode

A routed network configuration is for situations where the Firebox is put 
in place with separate logical networks on its interfaces. It assigns sepa-
rate network addresses to at least two of the three Firebox interfaces. 

If you have two separate network addresses and you want to use the 
routed configuration, use only the External and Trusted interfaces (that is, 
don’t use the Optional interface) because each interface must be on a sep-
arate network in routed configuration mode. 

If you have three or more network addresses, use the routed network 
configuration and map a network to each interface. Add additional net-
works as secondary networks to one of the interfaces. You can relate dif-
ferent networks to different interfaces. Those networks then come under 
the protection and access rules set up for that interface. The Firebox for-
wards packets to the various interfaces depending on how you define 
and configure services in the Policy Manager.

For instructions on configuring your Firebox for routed mode, see “Con-
figuring the Firebox in Routed Mode” on page 20.
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Running the QuickSetup Wizard
Configuring the Firebox in Drop-In Mode
1. Select Configure in Drop-In Mode. Click Next.
2. Enter the IP address for the Firebox interfaces.

,Q�D�GURS�LQ�FRQILJXUDWLRQ��DOO�WKUHH�LQWHUIDFHV�VKDUH�WKH�VDPH�,3�DGGUHVV�

3. If there is a secondary network on the Trusted interface, enable the “I 
have an additional non-routed network behind my Firebox” checkbox. 
Enter an unused IP on the secondary network in slash notation. Click 
Next.

4. Enter the default gateway. Click Next.
5. If you would like to configure an SMTP server, enable the “I have an 

SMTP server behind my Firebox” checkbox. Enter the SMTP server IP 
address. Use the drop-list to select whether the server is on the trusted 
or optional network.
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6. Click Next. Enter the Firebox status (read-only) and configuration 
(read-write) passwords. 
<RX�PXVW�VHOHFW�WZR�GLIIHUHQW�YDOXHV�IRU�WKH�WZR�SDVVZRUG�W\SHV�

7. Click Next. Select a Configuration Access Method.
,I�WKH�)LUHER[�LV�FRQQHFWHG�WR�WKH�VDPH�QHWZRUN�DV�WKH�0DQDJHPHQW�6WDWLRQ��VHOHFW�
8VH�7&3�,3�WR�&RQILJXUH�IRU�+DQGV�)UHH�,QVWDOODWLRQ��,I�WKH�)LUHER[�LV�FRQQHFWHG�
GLUHFWO\�WR�WKH�0DQDJHPHQW�6WDWLRQ�ZLWK�D�EOXH�VHULDO�FDEOH��VHOHFW�8VH�6HULDO�&DEOH�
WR�$VVLJQ�,3�$GGUHVV�IRU�6HULDO�&DEOH�,QLWLDOL]DWLRQ��:KHQ�XVLQJ�D�VHULDO�FDEOH��\RX�
PXVW�DOVR�VXSSO\�WKH�0DQDJHPHQW�6WDWLRQ�VHULDO�SRUW�QXPEHU�
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Running the QuickSetup Wizard
8. Click Next.
9. Review the settings. The information is saved to a file named 

wizard_setup.txt in the WatchGuard installation directory. Click OK.
7KH�4XLFN6HWXS�:L]DUG�FUHDWHV�D�EDVLF�FRQILJXUDWLRQ�ILOH�DQG�VDYHV�LW�WR�WKH�ORFDO�
KDUG�GULYH�DV�ZL]DUG�FIJ��,W�WKHQ�DWWHPSWV�WR�FRQWDFW�WKH�)LUHER[�

10. Enter the factory installed configuration pass phrase: ZJ. Click OK.
11. Turn the Firebox off and then on again.

7KH�4XLFN6HWXS�:L]DUG�DWWHPSWV�WR�FRQQHFW�WR�WKH�)LUHER[��,I�WKHUH�DUH�PXOWLSOH��
)LUHER[HV�ZLWK�WKH�UHDG�ZULWH�SDVV�SKUDVH�¶ZJ·�RQ�WKH�VDPH�QHWZRUN��WKH�)LUHER[�
VHOHFWRU�GLDORJ�ER[�DSSHDUV��8VH�WKH�%OLQN�/LJKWV�EXWWRQ�WR�VHOHFW�WKH�DGGUHVV�RI�WKH�
)LUHER[�\RX�DUH�FXUUHQWO\�FRQILJXULQJ��

12. When a connection is made, the wizard uploads a basic configuration 
file to the primary area of the Firebox flash disk and initializes the Fire-
box with the IP addresses you provided. When complete, the Firebox 
Sys A and Armed indicators light.

13. Go to “After You Install” on page 23.
Install Guide 4.1 19



Configuring the Firebox in Routed Mode
1. Select Configure in Routed Mode. Click Next.
2. Enter the IP address for the Firebox interfaces.

,Q�D�URXWHG�FRQILJXUDWLRQ��WKH�WKUHH�)LUHER[�LQWHUIDFHV�XVH�GLIIHUHQW�DGGUHVVHV�

3. If there is a secondary network on the Trusted interface, enable the “I 
have an additional non-routed network behind my Firebox” checkbox. 
Enter an unused IP on the secondary network in slash notation. Click 
Next.

4. Enter the default gateway. Click Next.

5. If you would like to configure public servers, enable the appropriate 
checkbox(es). Enter the IP address of each public server. Click Next.
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Running the QuickSetup Wizard
6. Enter the Firebox status (read-only) and configuration (read-write) 
passwords. 
<RX�PXVW�VHOHFW�WZR�GLIIHUHQW�YDOXHV�

7. Click Next. Select a Configuration Access Method.
,I�WKH�)LUHER[�LV�FRQQHFWHG�WR�WKH�VDPH�QHWZRUN�DV�WKH�0DQDJHPHQW�6WDWLRQ��VHOHFW�
8VH�7&3�,3�WR�&RQILJXUH�IRU�+DQGV�)UHH�,QVWDOODWLRQ��,I�WKH�)LUHER[�LV�FRQQHFWHG�
GLUHFWO\�WR�WKH�0DQDJHPHQW�6WDWLRQ�ZLWK�D�EOXH�VHULDO�FDEOH��VHOHFW�8VH�6HULDO�&DEOH�
WR�$VVLJQ�,3�$GGUHVV�IRU�6HULDO�&DEOH�,QLWLDOL]DWLRQ��:KHQ�XVLQJ�D�VHULDO�FDEOH��\RX�
PXVW�DOVR�VXSSO\�WKH�0DQDJHPHQW�6WDWLRQ�VHULDO�SRUW�QXPEHU�

8. Click Next.
9. Review the settings. The information is also saved to a file named 

wizard_setup.txt in the WatchGuard installation directory. Click OK.
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7KH�4XLFN6HWXS�:L]DUG�FUHDWHV�D�EDVLF�FRQILJXUDWLRQ�ILOH�DQG�VDYHV�LW�WR�WKH�ORFDO�
KDUG�GULYH�DV�ZL]DUG�FIJ��,W�WKHQ�DWWHPSWV�WR�FRQWDFW�WKH�)LUHER[�

10. Enter the factory installed configuration pass phrase: ZJ. Click OK.
11. Turn the Firebox off and then on again.

7KH�4XLFN6HWXS�:L]DUG�DWWHPSWV�WR�FRQQHFW�WR�WKH�)LUHER[��,I�WKHUH�DUH�PXOWLSOH��
)LUHER[HV�ZLWK�WKH�UHDG�ZULWH�SDVV�SKUDVH�¶ZJ·�RQ�WKH�VDPH�QHWZRUN��WKH�)LUHER[�
VHOHFWRU�GLDORJ�ER[�DSSHDUV��8VH�WKH�%OLQN�/LJKWV�EXWWRQ�WR�VHOHFW�WKH�DGGUHVV�RI�WKH�
)LUHER[�\RX�DUH�FXUUHQWO\�FRQILJXULQJ��

12. When a connection is made, the wizard uploads a basic configuration 
file to the primary area of the Firebox flash disk and initializes the Fire-
box with the IP addresses you provided. When complete, the Firebox 
SysA and Armed indicators light.
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After You Install
After You Install

Your Firebox can now communicate with the Management Station over 
your network.

• If you have not done so already, install the Firebox on your network.
7KH�PRVW�FRPPRQ�ORFDWLRQ�LV�SK\VLFDOO\�EHWZHHQ�WKH�,QWHUQHW�URXWHU�DQG�FRQQHF�
WLRQV�WR�\RXU�WUXVWHG�DQG�RSWLRQDO�QHWZRUNV��6HH�´/RFDWLQJ�D�)LUHER[�:LWKLQ�D�1HW�
ZRUNµ�RQ�SDJH ���

• Connect your Ethernet lines to the Firebox Trusted, External, and 
Optional interfaces as appropriate.
6SHFLILF�FRQQHFWLRQV�YDU\�DFFRUGLQJ�WR�WKH�VLPSOH�RU�PXOWLSOH�QHWZRUN�FRQILJXUDWLRQ�
FUHDWHG��<RX�DUH�QRW�UHTXLUHG�WR�FRQQHFW�WKH�2SWLRQDO�LQWHUIDFH�LI�LW�LV�QRW�SDUW�RI�
\RXU�QHWZRUN�FRQILJXUDWLRQ�

• Reboot the Management Station.
,I�\RX�KDYH�GHVLJQDWHG�WKH�0DQDJHPHQW�6WDWLRQ�DV�WKH�SULPDU\�HYHQW�SURFHVVRU��WKH�
/LYH6HFXULW\�(YHQW�3URFHVVRU�VWDUWV�

• Open the User Guide for additional configuration instructions.
• Using Adobe Acrobat Reader® you can print all or part of the Refer-

ence Guide and Internet Security Handbook for additional information.
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Copyright and Patent Information
&RS\ULJKW��������������:DWFK*XDUG�7HFKQRORJLHV��,QF��$OO�ULJKWV�UHVHUYHG�

:DWFK*XDUG��)LUHER[��DQG�/LYH6HFXULW\�DUH�HLWKHU�D�WUDGHPDUN�RU�UHJLVWHUHG�WUDGHPDUN�RI�
:DWFK*XDUG�7HFKQRORJLHV��,QF��LQ�WKH�8QLWHG�6WDWHV�DQG�RWKHU�FRXQWULHV��7KLV�SURGXFW�LV�FRYHUHG�
E\�RQH�RU�PRUH�SHQGLQJ�SDWHQW�DSSOLFDWLRQV�

'RF9HU�6�����,QVWDOO��
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