
WatchGuard SpamScreen
Control Junk E-Mail
L`Yfc�qgm�^gj�hmj[`Ykaf_�OYl[`?mYj\�KhYeK[j]]f�)&(&�L`ak�\g[me]fl�kl]hk�
l`jgm_`�l`]�hjg[]kk�lg�j]_akl]j$�\gofdgY\$�afklYdd�Yf\�[gf^a_mj]�KhYeK[j]]f�lg�
aee]\aYl]dq�j]\m[]�l`]�lae]�Yf\�]^^gjl�g^�[gfljgddaf_�bmfc�]%eYad�gf�qgmj�f]logjc&

Registering and Installing SpamScreen
Qgmj�hmj[`Yk]�g^�l`]�OYl[`?mYj\�KhYeK[j]]f�af[dm\]k�l`]k]�afkljm[lagfk�Yk�o]dd�
Yk�Y�da[]fk]�c]q&�Qgm�emkl�j]_akl]j�qgmj�da[]fk]�c]q�Yf\�l`]f�\gofdgY\�l`]�kg^loYj]�
alk]d^�^jge�l`]�OYl[`?mYj\�Dan]K][mjalq�9j[`an]&

Registering SpamScreen

1. Gh]f�qgmj�O]Z�Zjgok]j�lg�l`]�Dan]K][mjalq�Yj[`an]�Yl2
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2. Dg_�af�lg�l`]�Dan]K][mjalq�9j[`an]&

3. ;da[c�J]_akl]j�KhYeK[j]]f�Fgo&
L`]�KhYeK[j]]f�J]_akljYlagf�hY_]�Yhh]Yjk&

4. =fl]j�qgmj�KhYeK[j]]f�da[]fk]�c]q�af[dm\af_�l`]�`qh`]fk&
L`]�egkl�[geegf�j]Ykgf�^gj�j]_akljYlagf�lg�^Yad�ak�af[gjj][ldq�lqhaf_�l`]�fmeZ]jk�Yf\�`qh`]fk�
g^�l`]�Da[]fk]�C]q&

5. ;da[c�J]_akl]j&
L`]�KhYeK[j]]f�da[]fk]�c]q�ak�Ykkg[aYl]\�oal`�qgmj�Dan]K][mjalq�da[]fk]�lg�]fkmj]�l`Yl�qgm�
j][]an]�j]_mdYj�mh\Yl]k�lg�l`]�KhYeK[j]]f�mladalq&�L`]�\gofdgY\�hY_]�gh]fk&
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6. ;da[c�<gofdgY\�Fgo&
9�hjgehl�Yhh]Yjk�lg�gh]f�gj�kYn]�l`]�KhYeK[j]]f�afklYddYlagf�^ad]&�L`]�^ad]�fYe]�
ak�:*,QVDOO6SDP�ZOV&

7. KYn]�l`]�^ad]�lg�qgmj�Oaf\gok�\]kclgh&

Installing SpamScreen

1. Gf�qgmj�Oaf\gok�\]kclgh$�\gmZd]%[da[c�:*,QVWDOO6SDP�ZOV&
OYl[`?mYj\�HdYq]j�Yhh]Yjk&

2. ;da[c�AfklYdd&
L`]�KhYeK[j]]f�]pljY[lgj�Yhh]Yjk&

3. ;da[c�K]lmh&
L`]�afklYddYlagf�oarYj\�klYjlk&�

4. =fl]j�qgmj�KhYeK[j]]f�da[]fk]�c]q&�;da[c�F]pl&
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Configuring SpamScreen Message Handling
L`]�afklYddYlagf�oarYj\�]fYZd]k�KhYeK[j]]f�af�l`]�Hgda[q�EYfY_]j�K]lmh�e]fm&

5. ;da[c�GC&

Configuring SpamScreen Message Handling
KhYeK[j]]f�[Yf�`Yf\d]�Y�khYe�e]kkY_]�af�gf]�g^�l`j]]�oYqk2

� <]fq�%�<]d]l]k�l`]�e]kkY_]&�
� 9ddgo�%�;gehd]l]dq�\akYZd]k�KhYeK[j]]f�Yf\�Yddgok�e]kkY_]k�lg�hYkk�lg�l`]�

j][aha]fl�mf[`Yf_]\&�
� LY_�%�HYkk]k�l`]�e]kkY_]�lg�l`]�j][aha]fl�oal`�Y�lY_�h`jYk]�af�l`]�KmZb][l�daf]&�

KhYeK[j]]f�Ydkg�gh]jYl]k�oal`�log�d]n]dk�g^�[`][ck&�FgjeYd�KhYeK[j]]f�[`][ck�
`]Y\]jk�^gj�cfgof�khYe�kgmj[]k&�Al�Ydkg�jmfk�Y�[geegf�[jal]jaY�[`][c�Yf\�k[j]]fk�
^gj�Zmdc�eYad]j�lY_k&�>gj�egj]�af^gjeYlagf$�k]]�É@go�KhYeK[j]]f�A\]fla^a]k�KhYeÉ�
gf�hY_]�-&�

Oal`�9\nYf[]\�KhYe�>adl]jaf_�]fYZd]\$�KhYeK[j]]f�]phYf\k�l`]�`]Y\]jk�]nYdm%
Yl]\&�L`ak�ghlagf�[gfka\]jYZdq�j]\m[]k�É^Ydk]�f]_Ylan]kÊÈ�KhYeK[j]]f�^Yadaf_�lg�
a\]fla^q�Y�khYe�e]kkY_]�Yk�khYe&�L`]�\akY\nYflY_]�ak�l`Yl�al�eYc]k�KhYeK[j]]f�
[gfka\]jYZdq�egj]�k]fkalan]�Yf\�eYq�af[j]Yk]�l`]�fmeZ]j�g^�É^Ydk]�hgkalan]kÊÈ
KhYeK[j]]f�a\]fla^qaf_�Y�fgjeYd�e]kkY_]�Yk�khYe&�9\nYf[]\�KhYe�>adl]jaf_�Ydkg�
j]kmdlk�af�KhYeK[j]]f�a\]fla^qaf_�egkl�eYadaf_�dakl�e]kkY_]k�Yk�khYe&

>jge�l`]�Hgda[q�EYfY_]j�af�l`]�9\nYf[]\�na]o2

1. K]d][l�K]lmh�56�KhYeK[j]]f&
L`]�KhYeK[j]]f�\aYdg_�Zgp�Yhh]Yjk&

!
NOTE

SpamScreen requires the SMTP proxy service. If you have not already 
done so, use the Policy Manager to add the SMTP proxy service. For 
more information, see the WatchGuard LiveSecurity System User 
Guide.
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2. =fl]j�l`]�<FK�K]jn]j�AH�Y\\j]kk&
KhYeK[j]]f�emkl�Z]�\aj][l]\�lg�Y�<FK�k]jn]j�gf�l`]�ljmkl]\�f]logjc&

3. K]d][l�Y�E]kkY_]�@Yf\daf_�ghlagf&

4. A^�\]kaj]\$�]fYZd]�9\nYf[]\�KhYe�>adl]jaf_&

5. ;da[c�GC&

Tagging Spam
L`]�LY_�khYe�eYad�̀ Yf\daf_�ghlagf�hj]h]f\k�Y�ogj\�gj�h`jYk]�af�l`]�KmZb][l�daf]�g^�
]Y[`�e]kkY_]�a\]fla^a]\�Yk�khYe&�L`ak�ghlagf�d]lk�j][aha]flk�^adl]j�Yf\�j]\aj][l�khYe�
aflg�Y�^gd\]j�^gj�dYl]j�h]jmkYd&�Qgm�\]^af]�l`]�e]kkY_]�lY_&�=pYehd]k�af[dm\]2�SM;=U�
gj�SKH9EU&�>jge�l`]�Hgda[q�EYfY_]j2

1. K]d][l�K]lmh�56�KhYeK[j]]f&

2. K]d][l�l`]�LY_�khYe�eYad�`Yf\daf_�ghlagf&

3. =fl]j�Y�lY_�ogj\�gj�h`jYk]&

4. ;da[c�GC&
;gfkmdl�l`]�\g[me]flYlagf�^gj�qgmj�]%eYad�Yhhda[Ylagf�lg�d]Yjf�e]l`g\k�g^�^adl]jaf_�eYad�gf�l`]�
KmZb][l�daf]&

Creating Exceptions to the Spam List

Allowing Blocked Addressees
G[[YkagfYddq�Yf�Y\\j]kk�Yhh]Yjk�gf�l`]�J]YdLae]�:dY[c@gd]�Dakl�^jge�o`ge�qgm�
ogmd\�dac]�lg�j][]an]�eYad&�Mk]�KhYeK[j]]f�lg�[gf^a_mj]�]p[]hlagfk�lg�l`]�J:D&�
>jge�l`]�Hgda[q�EYfY_]j�af�l`]�9\nYf[]\�Na]o2

1. ;da[c�K]lmh�56�KhYeK[j]]f&
L`]�KhYeK[j]]f�\aYdg_�Zgp�Yhh]Yjk&

2. Lqh]�l`]�\geYaf�fYe]�gj�]%eYad�Y\\j]kk�af�l`]�l]pl�Zgp�lg�l`]�d]^l�g^�l`]�9\\�
Zmllgf&

3. ;da[c�9\\&
L`]�`gkl�fYe]�gj�]%eYad�Y\\j]kk�Yhh]Yjk�af�l`]�=p[]hlagf�dakl&�KhYeK[j]]f�oadd�fg�dgf_]j�[`][c�
Yfq�e]kkY_]k�gja_afYlaf_�^jge�l`Yl�Y\\j]kk&

Blocking Addresses Not on the Spam List
A^�qgm�Yj]�l`]�lYj_]l�g^�Y�khYee]j�fgl�gf�l`]�OYl[`?mYj\�khYe�dakl$�qgm�[Yf�Zdg[c�
af[geaf_�e]kkY_]k�^jge�Y�`gkl�fYe]�gj�AH�Y\\j]kk�mkaf_�l`]�Af[geaf_�KELH�
Hjgpq�\aYdg_�Zgp&�

1. Af�l`]�K]jna[]k�9j]fY�\gmZd]%[da[c�l`]�KELH�Hjgpq�a[gf&
L`]�k]jna[]�Hjgh]jla]k�\aYdg_�Zgp�gh]fk&

2. ;da[c�l`]�Hjgh]jla]k�lYZ&

3. ;da[c�Af[geaf_&
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Keeping SpamScreen Current
L`]�Af[geaf_�KELH�Hjgpq�\aYdg_�Zgp�Yhh]Yjk�\akhdYqaf_�l`]�?]f]jYd�lYZ&

4. ;da[c�l`]�9\\j]kk�HYll]jfk�lYZ&

5. Mk]�l`]�;Yl]_gjq�\jgh�dakl�lg�k]d][l�<]fa]\�>jge&

6. Lqh]�l`]�Y\\j]kk�hYll]jf�af�l`]�l]pl�Zgp�lg�l`]�d]^l�g^�l`]�9\\�Zmllgf&

7. ;da[c�9\\&
L`]�Y\\j]kk�hYll]jf�Yhh]Yjk�af�l`]�hYll]jf�dakl&�J]h]Yl�^gj�l`]�Y\\j]kk�hYll]jf�g^�]Y[`�khYee]j�
fgl�Zdg[c]\�YmlgeYla[Yddq�Zq�KhYeK[j]]f&

8. ;da[c�GC&

Keeping SpamScreen Current 
Gmj�l]Ye�Yl�OYl[`?mYj\�egfalgjk�Yfla%khYe�f]ok_jgmhk$�eYadaf_�daklk$�Yf\�O]Z�
kal]k�af�gj\]j�lg�c]]h�gmj�hjg\m[l�[mjj]fl�oal`�l`]�dYl]kl�lY[la[k�af�l`]�ZYlld]�Y_Yafkl�
khYe&

Receiving an Update Via LiveSecurity
9k�Y�Dan]K][mjalq�kmZk[jaZ]j$�qgm�oadd�YmlgeYla[Yddq�j][]an]�h]jag\a[�mh\Yl]k�lg�l`]�
KhYeK[j]]f�mladalq&�Dac]�gl`]j�ZjgY\[Yklk$�l`]k]�kg^loYj]�mh\Yl]k�oadd�YmlgeYla%
[Yddq�Yhh]Yj�af�l`]�Dan]K][mjalq�AfZgp&�>gddgo�l`]�\aj][lagfk�lg�afklYdd�l`]�kg^loYj]�
mh\Yl]&

Downloading SpamScreen Updates from the LiveSecurity Archive
A^�qgm�\g�fgl�j][]an]�gj�\]d]l]�Y�KhYeK[j]]f�kg^loYj]�mh\Yl]$�qgm�[Yf�YdoYqk�
\gofdgY\�l`]�egkl�j][]fl�n]jkagf�^jge�l`]�Dan]K][mjalq�9j[`an]&�Hgafl�qgmj�
Zjgok]j�lg2

KWWS���ZZZ�ZDWFKJXDUG�FRP�DUFKLYH

How SpamScreen Identifies Spam 
KhYeK[j]]f�[gfka\]jYZdq�]f`Yf[]k�qgmj�YZadalq�lg�\]Yd�oal`�khYe�Yl�l`]�hgafl�
o`]j]�al�Yll]ehlk�lg�]fl]j�qgmj�kqkl]e2�l`]�KELH�hjgpq�k]jna[]�g^�qgmj�^aj]oYdd&�
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Oal`�KhYeK[j]]f�]fYZd]\$�l`]�OYl[`?mYj\�KELH�hjgpq�]nYdmYl]k�]Y[`�e]kkY_]�
Yf\�eYc]k�Y�\]l]jeafYlagf�gf�o`]l`]j�gj�fgl�l`]�e]kkY_]�ak�khYe&�A^�al�[gf[dm\]k�
l`]�e]kkY_]�ak�khYe$�l`]�KELH�hjgpq�YmlgeYla[Yddq�]al`]j�\]d]l]k�l`]�e]kkY_]k�gj�
hdY[]k�Y�lY_�af�l`]�kmZb][l�daf]�Z]^gj]�\]dan]jaf_�al�lg�l`]�j][aha]fl&

KhYeK[j]]f�mk]k�Y�l`j]]�h`Yk]�YhhjgY[`�lg�a\]fla^qaf_�khYe&

RealTime BlackHole List
KhYeK[j]]f�^ajkl�[`][ck�l`]�e]kkY_]�Y_Yafkl�l`]�J]YdLae]�:dY[c@gd]�Dakl� J:D!&�
L`]�J:D�ak�Y�fYe]�k]jn]j�l`Yl�̀ Yk�<FK�j][gj\k�^gj�kal]k�[gfka\]j]\�lg�Z]�khYee]jk$�
khYe�j]dYqk$�gj�khYe%^ja]f\dq�k]jna[]�hjgna\]jk&�A^�l`]�e]kkY_]�gja_afYl]k�^jge�Yf�
Y\\j]kk�gf�l`]�J:D$�KhYeK[j]]f�eYjck�l`]�e]kkY_]�Yk�khYe&

Common Criteria Check
Lqha[Yddq$�khYe�e]kkY_]k�k`Yj]�gf]�gj�egj]�[`YjY[l]jakla[k�^gmf\�af�l`]�e]kkY_]�
`]Y\]j&�L`]�af\a[Ylgjk�Yj]�^j]im]fldq�Y�Zq%hjg\m[l�g^�l`]�khYee]j�k�\]kaj]�lg�`a\]�
l`]aj�Y\\j]kk�Yf\�Ynga\�Y�\]dm_]�g^�Zgmf[]\�eYad�Yf\�ajjalYl]\�j]hda]k&�=pYehd]k�g^�
[geegf�[jal]jaY�af[dm\]2�

� >jge�gj�J]hdq%Lg�oal`�fgj]hdq8�
� >jge$�Lg$�gj�;;�oal`�^ja]f\S(%1Y%r9%RU8�
� >jge$�Lg$�gj�;;�oal`�egf]qeYc]jk8�
� Lg�gj�;;�oal`�ZdYfc�Z]^gj]�l`]�8�ka_f�
� Lg�gj�;;�oal`�� J][aha]fl�dakl�kmhhj]kk]\!��
� Lg�gj�;;�oal`�lg&Ydd&gmj&^ja]f\k8�
� J]hdq%Lg�oal`��j]egn]��af�l`]�kljaf_�

KhYeK[j]]f�[`][ck�l`]�e]kkY_]�Y_Yafkl�Y�dgf_�dakl�g^�[geegf�[jal]jaY&�A^�Yfq�gf]�g^�
l`]k]�[gf\alagfk�Yj]�ljm]$�KhYeK[j]]f�eYjck�l`]�e]kkY_]�Yk�khYe&

Commercial Bulk Mailer Tags
Egkl�[gee]j[aYd�Zmdc�]%eYad]j�Yhhda[Ylagfk�d]Yn]�kge]��^af_]jhjafl��gf�l`]�e]k%
kY_]�`]Y\]j&�>gj�]pYehd]$�eYfq�af[dm\]�Yf��P%��`]Y\]j�a\]fla^qaf_�l`]�fYe]�g^�l`]�
Yhhda[Ylagf&�KhYeK[j]]f�[`][ck�l`]�e]kkY_]�Y_Yafkl�Y�dakl�g^�cfgof�Zmdc�eYad]j�
lY_k&�A^�Y�lY_�ak�^gmf\$�KhYeK[j]]f�eYjck�l`]�e]kkY_]�Yk�khYe&

SpamScreen Message Header
9^l]j�hjg[]kkaf_�Y�e]kkY_]�l`jgm_`�Ydd�l`j]]�[`][ck$�KhYeK[j]]f�Yddgok�al�lg�hYkk�
l`jgm_`�l`]�^aj]oYdd&�KhYeK[j]]f�Y\\k�Yf��P%KhYeK[j]]f��`]Y\]j�lg�]n]jq�e]k%
kY_]&�A^�l`]�e]kkY_]�ak�khYe$�KhYeK[j]]f�af[dm\]k�Y�\]k[jahlagf�g^�o`q�l`]�e]k%
kY_]�oYk�eYjc]\�Yk�khYe&

;�6SDP6FUHHQ��3URWHFWHG�E\�:DWFK*XDUG�6SDP6FUHHQ��WP��
&RS\ULJKW��&�������:*7,�
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Monitoring SpamScreen Activity
Monitoring SpamScreen Activity 

Viewing Message Header Notifications
KhYe�ak�g^l]f�j]Y\adq�a\]fla^aYZd]�Zq�l`]�[gfl]flk�g^�l`]�e]kkY_]�`]Y\]jk&�KhYe%
K[j]]f�mk]k�l`]k]�`]Y\]jk�lg�eYjc�khYe&�Af�Y\\alagf$�KhYeK[j]]f�Y\\k�Yf��P%��
`]Y\]j�lg�]n]jq�]%eYad�e]kkY_]�al�hjg[]kk]k&�Egkl�eYad�kqkl]ek�j]imaj]�kh][aYd�
afkljm[lagfk�lg�\akhdYq�^mdd�e]kkY_]�`]Y\]jk&�L`]�^gddgoaf_�Yj]�afkljm[lagfk�^gj�l`]�
egkl�[geegfdq�mk]\�eYad�kqkl]ek&�;gfkmdl�qgmj�eYad�kqkl]e�\g[me]flYlagf�a^�
Yhhda[Ylagf�ak�fgl�dakl]\�`]j]&

Microsoft Outlook 97 and Microsoft Outlook Express

1. Gh]f�l`]�e]kkY_]&

2. K]d][l�>ad]�56�Hjgh]jla]k&

3. ;da[c�l`]�<]lYadk�lYZ&

Microsoft Outlook 98

1. Gh]f�l`]�e]kkY_]&

2. K]d][l�Na]o�56�Ghlagfk&
L`]�Afl]jf]l�`]Y\]jk�^a]d\�\akhdYqk�l`]�]flaj]�e]kkY_]�`]Y\]j&

Netscape Messenger

1. Gh]f�l`]�e]kkY_]&

2. K]d][l�Na]o�56�@]Y\]jk�56�9dd&

Pine

1. =fYZd]�^mdd�`]Y\]j�[geeYf\�eg\]&�>jge�l`]�EYaf�E]fm$�lqh]�K�lg�]fl]j�K]lmh�
e]fm&�Lqh]�;�lg�]fl]j�l`]�[gf^a_mjYlagf�k[j]]f&

2. Mk]�l`]�khY[]�gj�\gof�Yjjgo�c]q�lg�k[jgdd�\gof�mflad�qgm�dg[Yl]2

>�@�HQDEOH�IXOO�KHDGHU�FPG�

3. Lqh]�P�lg�]fYZd]�^mdd�`]Y\]j�[geeYf\&�Lqh]�=�lg�]pal�[gf^a_mjYlagf&�Lqh]�Q�lg�
[gf^aje�[`Yf_]k&

4. Gh]f�l`]�e]kkY_]&

5. Lqh]�@�lg�\akhdYq�^mdd�`]Y\]jk&
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Interpreting Log Messages
O`]f�KhYeK[j]]f�a\]fla^a]k�Y�e]kkY_]�Yk�khYe�al�_]f]jYl]k�Y�e]kkY_]�af�l`]�dg_\Z�
^ad]&�Lqha[Yddq$�l`]k]�dg_�]flja]k�]phdYaf�o`q�KhYeK[j]]f�a\]fla^a]\�l`]�e]kkY_]�Yk�
khYe&�Kge]�]pYehd]k�g^�dg_�e]kkY_]k�af[dm\]2

Troubleshooting

I installed SpamScreen but the command doesn’t appear in the Setup menu?
L`]�KhYeK[j]]f�[geeYf\�gfdq�Yhh]Yjk�af�l`]�Hgda[q�EYfY_]j�9\nYf[]\�na]o&�Lg�
lg__d]�^jge�l`]�:Yka[�lg�l`]�9\nYf[]\�na]o$�k]d][l�Na]o�56�9\nYf[]\&

Examples of Log Entries Generated by SpamScreen

Message Interpretation

)RXQG�VSDP�IURP��������������� 192.168.200.2 is trying to send e-mail and is in the RBL list.

5%/�OLVW�UHWXUQHG����������IRU�
���������������IXQN\�

When SpamScreen looked up 192.168.200.2 it got an odd result. 
Usually indicates a DNS server that is down or otherwise crippled.

ORRNXS�IRU���������������IDLOHG���IRU�
VRPH�UHDVRQ��

The RBL lookup failed for 192.168.200.2, but SpamScreen could 
provide more information than the previous case

3UREDEOH�VSDPPHU�GRPDLQ�LQ�)URP�� We saw a domain name that looked like a domain from our spam 
database in a header. Similar messages could appear for From, X-
From, Reply-To, Return-Path, Sender, X-Sender, and Errors-To.

&RPPHQWV�ILHOG�KDV�
$XWKHQWLFDWHG�VHQGHU�
LV��!
�

Certain bulk-mailers generate this string. Unfortunately, so does the 
free Pegasus mail program.

QRUHSO\#�LQ�)URP��RU�5HSO\�7R�� Frequently a condition of spam messages.

IULHQG#�LQ�UHFLSLHQW�ILHOG� Frequently a condition of spam messages.

PRQH\PDNHUV#�LQ�UHFLSLHQW�ILHOG� Frequently a condition of spam messages.

QXOO�EHIRUH�#�LQ�UHFLSLHQW�ILHOG� Frequently a condition of spam messages.

6XSSUHVVHG�RU�XQGLVFORVHG�UHFLSLHQWV� Frequently a condition of spam messages.


UHPRYH
�LQ�5HSO\�7R� Frequently a condition of spam messages.

0HVVDJH�JHQHUDWHG�E\�D�EXON�H�PDLOHU� SpamScreen identified a bulk e-mailer tag.
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