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Guide
The WatchGuard High Availability option enables the installation of two 
Fireboxes on one network in a fail-over configuration. At any given 
moment, one Firebox is in active mode while the other is in standby 
mode. The standby Firebox activates when the first Firebox goes offline. 
Once a Firebox becomes active, it stays active until it is taken offline and 
the other Firebox becomes primary again. Both Fireboxes in a High Avail-
ability installation must have identical configuration files. 

What is High Availability?

In a High Availability configuration, the two Fireboxes take turns using a 
single IP address. One Firebox becomes the primary unit and assumes the 
IP address while the other becomes the standby. The primary/standby 
relationship is dynamic: The first Firebox to reboot becomes the primary 
Firebox. If they boot up simultaneously the two Fireboxes negotiate pri-
mary and standby status. When the primary Firebox first boots, it brings 
up the standby Firebox, which then runs without an IP address.

If a Firebox detects another Firebox in active mode but detects no 
standby, that Firebox goes into standby mode. It brings up the network 
WatchGuard High Availability 1.0 1



standby interface and adds a route to the fail-over network. It then makes 
a connection to the primary event processor, starts the control channel, 
and monitors the active Firebox. 

The Fail-Over Process
The standby Firebox constantly monitors the active Firebox. When it no 
longer detects the active Firebox, the standby Firebox switches to active 
mode. When this happens the fail-over program first kills the control 
channel (firewalld will start its own later) and makes sure that the event 
processor connection is properly set up. It then allows the init program to 
boot the previously active Firebox.

When fail-over occurs and the standby box switches to active mode, it 
immediately begins using the last configuration file it received. 

At this point, the standby Firebox checks to see if its configuration file dif-
fers from the active Firebox. Since it cannot determine which configura-
tion file is right, however, it only logs that it detected a difference. 

The configuration file is identical on both machines. To put a new config-
uration file onto the fail-over cluster, the Management Station must have 
network access to both the active and standby Fireboxes. 

Monitoring Firebox Health
A critical part of High Availability is that the Fireboxes monitor each 
other constantly for their levels of functionality. Checking for ARP pack-
ets determines if an IP address is taken, but doesn’t verify that the active 
Firebox is healthy. ARP responses are handled at a very low level. For 
example, Firebox proxies could die while the kernel continued to run. 
High Availability checks to see if the active Firebox control channel is 
working. If the active Firebox cannot receive a TCP connection via port 
4105, the standby Firebox needs to reboot and take over. 

Rebooting
The need for a reboot is communicated with a reboot packet. The reboot 
packet is a UDP packet destined for port 4105 on the Firebox fail-over IP 
address. It contains a checksum of the Firebox’s cookie as well as other 
identifying information. It is shared via a broadcast UDP packet as soon 
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Installing High Availability
in the boot process as possible. The reboot packet is broadcast when it 
sees an ARP request that matches certain settings. 

The fail-over daemon listens for reboot packets. If it encounters a packet 
containing the reboot command and has the proper cookie checksum, the 
target Firebox is immediately rebooted.

Installing High Availability

High Availability requires that you first install two Fireboxes on the 
Trusted interface between the router and trusted network. Then down-
load and install the High Availability software, and run the QuickSetup 
Wizard again to configure the primary Firebox for High Availability. 

Preparing your Network for High Availability
Prepare for installation according to the heading that best describes your 
situation: 

Adding a Second Firebox to a Functioning Installation

• If your second Firebox has the WatchGuard LiveSecurity System 4.1 or 
later installed on its flash memory, use the network connection to con-
figure the Fireboxes via TCP/IP instead of the direct-connect serial 
cable.

• If your second Firebox has not been initiated with the LiveSecurity 
System 4.1 software, connect it to the Management Station with a 
serial cable and run the QuickSetup Wizard to initialize it. Then install 
it on the Trusted interface.
Refer to the Install Guide for instructions on installing and configuring 
a Firebox. 

Creating a Brand New High Availability Installation with Two Fireboxes

• If both Fireboxes are packaged with WatchGuard LiveSecurity System 
4.1 or later software, use a network connection to configure the Fire-
boxes via TCP/IP.

• If either Firebox is packaged with LSS 4.0 or a previous version of the 
WatchGuard software,  connect that Firebox to the Management Sta-
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tion with a serial cable and run the QuickSetup Wizard to initialize it. 
Disconnect the Firebox you just initialized from the serial cable, and 
attach the second Firebox. Run QuickSetup Wizard a second time. 
Install both initialized Fireboxes on the Trusted Interface.
Refer to the Install Guide for instructions on installing and configuring 
a Firebox. 

Downloading the High Availability Software
The WatchGuard High Availability module includes these instructions as 
well as a license key. Register your license key and then download the 
High Availability software from the WatchGuard LiveSecurity Archive.

Registering High Availability

1. Open your Web browser to the LiveSecurity archive at:
KWWS���ZZZ�ZDWFKJXDUG�FRP�DUFKLYH�

2. Log in to the LiveSecurity Archive.
3. Click Register High Availability Now.
4. Enter your High Availability license key including the hyphens.

7KH�PRVW�FRPPRQ�UHDVRQ�IRU�UHJLVWUDWLRQ�WR�IDLO�LV�LQFRUUHFWO\�W\SLQJ�WKH�QXPEHUV�
DQG�K\SKHQV�RI�WKH�/LFHQVH�.H\�

5. Click Register.
7KH�+LJK�$YDLODELOLW\�OLFHQVH�NH\�LV�DVVRFLDWHG�ZLWK�\RXU�/LYH6HFXULW\�OLFHQVH�WR�
HQVXUH�WKDW�\RX�UHFHLYH�UHJXODU�XSGDWHV�WR�WKH�+LJK�$YDLODELOLW\�XWLOLW\��7KH�GRZQ�
ORDG�SDJH�RSHQV�

6. Click Download.
$�SURPSW�DSSHDUV�WR�RSHQ�RU�VDYH�WKH�+LJK�$YDLODELOLW\�LQVWDOODWLRQ�ILOH��7KH�ILOH�
QDPH�LV�:*,QVWDOO+$�ZOV�

7. Save the file to your Windows desktop.

High Availability Installation Procedure
1. On your Windows desktop, double-click WGInstallHA.wls.

7KH�:DWFK*XDUG�3OD\HU�DSSHDUV�

2. Click Install.
7KH�:LQ=LS�6HOI�([WUDFWRU�DSSHDUV�

3. Click Setup.
7KH�LQVWDOODWLRQ�ZL]DUG�VWDUWV��

4. Enter your High Availability license key. Click Next.
7KH�LQVWDOODWLRQ�ZL]DUG�HQDEOHV�+LJK�$YDLODELOLW\�LQ�WKH�4XLFN6HWXS�:L]DUG�
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Configuring High Availability
5. Click OK.
7KH�LQVWDOODWLRQ�SURJUDP�LQVWDOOV�WKH�+LJK�$YDLODELOLW\�VRIWZDUH�LQ�WKH�SURSHU�GLUHF�
WRULHV��<RX�VWLOO�PXVW�FRQILJXUH�+LJK�$YDLODELOLW\�IRU�\RXU�VHFXULW\�SROLF\��ZKLFK�LV�
GHVFULEHG�LQ�WKH�QH[W�VHFWLRQ��

Configuring High Availability

• 7KH�RSWLRQDO�+LJK�$YDLODELOLW\�PRGXOH�PXVW�EH�GRZQORDGHG�
DQG�LQVWDOOHG�RQ�WKH�0DQDJHPHQW�6WDWLRQ�
• %RWK�)LUHER[HV�PXVW�EH�LQLWLDOL]HG�ZLWK�WKH�/LYH6HFXULW\�
6\VWHP�����RU�ODWHU�VRIWZDUH��5HFHQWO\�EXLOW�)LUHER[HV�DUH�
VKLSSHG�SUHFRQILJXUHG�IURP�WKH�IDFWRU\�ZLWK�/66������
• %RWK�)LUHER[HV�VKRXOG�EH�LQVWDOOHG�RQ�WKH�7UXVWHG�LQWHUIDFH��
UHDG\�WR�EH�FRQILJXUHG�
• ,GHQWLI\�WKH�DFWLYH�)LUHER[��WKH�RQH�FRQILJXUHG�DQG�FXUUHQWO\�
SURWHFWLQJ�WKH�QHWZRUN��DQG�WKH�VWDQGE\�)LUHER[��WKH�RQH�EHLQJ�
DGGHG�WR�LPSOHPHQW�+LJK�$YDLODELOLW\���

1. Select Start 56  Programs 56  WatchGuard 56  QuickSetup Wizard. 
7KH�4XLFN�6HWXS�:L]DUG�DSSHDUV�

2. Use the Configuration Option dropdown list to select Establish a 
High-Availability Firebox Cluster. Click Next.
7KH�+LJK�$YDLODELOLW\�&RQILJXUDWLRQ�VFUHHQ�DSSHDUV�
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3. Enter the Trusted IP address of the currently active Firebox in the 
Active Firebox IP Address field.

4. Enter an unused IP address in the Stand-By IP Address field. Click 
Next.
7KH�(QWHU�$FWLYH�)LUHER[�3DVVZRUGV�VFUHHQ�DSSHDUV�

5. Enter and confirm the active Firebox read-only password in the Status 
Password and first Confirm fields.

6. Enter and confirm the active Firebox read-write password in the Con-
figuration Password and second Confirm fields.

7. Press Next.
7KH�&RS\�$FWLYH�)LUHER[�6HWXS�IRU�)DLO�VDIH�2SHUDWLRQ�VFUHHQ�DSSHDUV�
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Configuring High Availability
8. Connect both Fireboxes the Ethernet via TCP/IP. Use the Access 
Method drop list to select Use TCP/IP to Configure (Recommended). 

9. Enter or view the temporary IP address for the new standby Firebox. 
Click Next.
7KH�(QWHU�3DVV�3KUDVH�GLDORJ�ER[�DSSHDUV�

10. Enter or accept the Current Configuration Pass Phrase (this is the 
read-write password for the standby Firebox). If this is a new Firebox, 
accept the default password, wg. Click OK.

11. Turn on the standby Firebox when prompted by the Wizard.
7KH�)LUHER[�6HOHFWRU�GLDORJ�ER[�GLVSOD\V�
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12. Select the standby Firebox from the Firebox Selector list.
,I�\RX�DUH�XQVXUH�ZKLFK�VHULDO�QXPEHU�FRUUHVSRQGV�WR�ZKLFK�)LUHER[�RQ�\RXU�QHW�
ZRUN�FOLFN�WKH�%OLQN�/LJKWV�EXWWRQ��,W�FDXVHV�WKH�KLJKOLJKWHG�)LUHER[·V�IURQW�SDQHO�
OLJKWV�WR�EOLQN�DQG�IODVK�

13. When you have selected the standby Firebox, click OK.
+LJK�$YDLODELOLW\�FRSLHV�WKH�FRQILJXUDWLRQ�ILOH�IURP�\RXU�SULPDU\�)LUHER[�DQG�
XSORDGV�LW�WR�WKH�VWDQGE\�)LUHER[��7KHQ�ERWK�)LUHER[HV�UHERRW��7KH�ILUVW�ER[�WR�ILQLVK�
UHERRWLQJ�EHFRPHV�WKH�SULPDU\�)LUHER[�XQWLO�LW�LV�VKXW�RII�RU�IDLOV�
7KH�DFWLYH�)LUHER[�IURQW�SDQHO�OLJKWV�XS�WR�LQGLFDWH�WKH�IORZ�RI�WUDIILF�WKURXJK�WKH�
)LUHER[��7KH�VWDQGE\�)LUHER[�LQGLFDWHV�VWDQGE\�PRGH�E\�DOWHUQDWHO\�EOLQNLQJ�WKH�
6\V$�DQG�6\V%�OLJKWV�RQ�LWV�IURQW�SDQHO�

14. [Optional] You can test the High Availability mechanism by turning 
off the active Firebox. 
:LWKLQ�D�PLQXWH�WKH�VWDQGE\�)LUHER[�ERRWV�LQWR�DFWLYH�PRGH��:KHQ�\RX�WXUQ�WKH�
RWKHU�)LUHER[�EDFN�RQ��LW�JRHV�LQWR�VWDQGE\�PRGH�

Troubleshooting High Availability

If the second Firebox does not responded to the new configuration, you 
may need to upload the LiveSecurity System 4.1 version to the Firebox 
flash disk memory. To do so:

1. Connect the second Firebox directly to the Management Station with 
the serial cable as described in the Install Guide. 

2. Perform the full Firebox initialization procedure where you start with 
an unpowered Firebox and turn it on to flash its memory when 
prompted to do so by the QuickSetup Wizard. See the Install Guide.

3. Place the second Firebox on the network next to the first Firebox on 
the Trusted Interface.

4. Run the QuickSetup Wizard to configure High Availability as 
described in “Installing High Availability” on page 3.

Copyright and Patent Information
&RS\ULJKW��������������:DWFK*XDUG�7HFKQRORJLHV��,QF��$OO�ULJKWV�UHVHUYHG�

:DWFK*XDUG��)LUHER[��DQG�/LYH6HFXULW\�DUH�HLWKHU�D�WUDGHPDUN�RU�UHJLVWHUHG�WUDGHPDUN�RI�
:DWFK*XDUG�7HFKQRORJLHV��,QF��LQ�WKH�8QLWHG�6WDWHV�DQG�RWKHU�FRXQWULHV��7KLV�SURGXFW�LV�FRYHUHG�
E\�RQH�RU�PRUH�SHQGLQJ�SDWHQW�DSSOLFDWLRQV�

'RF9HU�6�����+LJK$YDLODELOLW\��
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