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Introduction

The WatchGuard SSL 100 is an affordable, easy-to-use, and secure remote access device that provides reliable 
connectivity to your corporate data and resources. Its flexibility enables you to make your remote connectivity 
deployment as simple or as sophisticated as your business requirements dictate.

If your business requires remote access to email and file shares, the WatchGuard SSL 100 delivers the security, 
flexibility, and breadth of options you need for secure remote access to your network. The WatchGuard SSL 
100 stand-alone deployment implementation is a hassle-free VPN solution that provides universal access to 
applications and network resources with no connectors, no modules, no client management issues, and no 
extras to buy. The WatchGuard SSL 100  accommodates up to 100 concurrent users.

About the WatchGuard SSL 100 solution
The WatchGuard SSL 100  solution includes the WatchGuard SSL 100 device, the WatchGuard SSL Web UI, the 
WatchGuard SSL Application Portal,and the WatchGuard SSL Access Client.

The WatchGuard SSL 100 device is an all-in-one appliance that includes all the hardware, software, and 
WatchGuard servers for your solution.
The WatchGuard SSL Web UI is a Web-based administration application with a task-oriented approach. 
You can use the Web UI to monitor your WatchGuard SSL system, add user accounts, manage access 
to your resources, and manage your system settings.
The WatchGuard SSL Application Portal is the web site where your users authenticate and get access 
to your network resources.
The Access Client is a SSL VPN client that enables on-demand access to tunnel resources in your 
Application Portal.

About the WatchGuard SSL Access Client
The WatchGuard SSL Access Client is an on-demand SSL VPN client. When a user selects a resource available 
through the tunnel, the Access Client automatically downloads and installs on the client computer through 
the web browser. The Access Client is available in two versions: the installed Access Client and the on-demand 
Access Client. The Access Client is loaded with either ActiveX or a Java Applet, based on your configuration 
choices. To use the ActiveX client loader to install the client, users must have local administrator rights on their 
computers. For your users who do not have local administrator rights, you can download the Access Client 
from the WatchGuard web site and provide it to the SSL VPN users on your network.
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About the Application Portal
The Application Portal provides access to Web Resources and Tunnel Resources. Web Resources are any files 
accessible with a web browser, or applications with a web interface such as Outlook Web Access or the 
WatchGuard SSL Web UI. Users can connect to Web Resources without the Access Client.

Tunnel Resources are client-server applications or intranet sites. Examples of tunnel resources include Remote 
Desktop or a Windows file share. Users must have the Access Client to connect to Tunnel Resources.

About the WatchGuard SSL Configuration Field Guide
The purpose of this guide is to provide you with some detailed information about how to use the WatchGuard 
SSL Web UI to configure your WatchGuard SSL system for user access to your network.

The examples in this Field Guide discuss these specific tasks:

Configure full network access 
Add a Windows File Sharing Resource 
Add an Outlook Web Access Resource 
Add a Terminal Server Resource 
Configure a bi-directional Tunnel Set 
Pre-connection end-point integrity check 
Post-connection cleanup with Abolishment 
Add the Access Client installer link in the Application Portal 
Add the Access Client installer as an Application Portal resource 
Install the Access Client 
Two-factor authentication with Mobile ID 
Send One-Time Passwords (OTPs) to users through email 
Configure and enable Self Service 
Set up Active Directory authentication with LDAP over SSL 
Create a CSR with OpenSSL 

For more detailed information about product functionality, see the product documentation available at:
http://www.watchguard.com/help/documentation/.

You can also see the online version of the help system available at:
http://www.watchguard.com/help/docs/ssl/3/en-US/index.html.

http://www.watchguard.com/help/documentation
http://www.watchguard.com/help/docs/ssl/3/en-US/index.html
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Connect to the WatchGuard SSL Web UI
The interface that you use to connect to the WatchGuard SSL Web UI is different for each network interface 
configuration. You can choose a single interface mode or a dual interface mode configuration. If you choose 
single interface mode, you must select to use the Eth0 interface for management. If you select dual interface 
mode, you can choose to use either Eth0 or Eth1 for management.

The WatchGuard SSL Web UI uses port 8443 for both modes.

To connect to the Eth0 interface for management:

1. Connect your computer to the Eth0 network.
2. In a web browser, type https://<Eth0 IP address>:8443.
3. Type your super administrator credentials to log in.

To connect to the Eth1 interface for management:

1. Connect your computer to the Eth1 network.
2. In a web browser, type https://<Eth1 IP address>:8443.
3. Type your super administrator credentials to log in.

Connect to the WatchGuard SSL Application Portal Authentication page
To connect to the Application Portal:

1. Type the address of the portal domain name. 
For example, https://ap.example.com. 
The Authentication page appears with a list of available authentication methods.

2. Click an authentication method. 
For example, WatchGuard SSL Password. 
The Authentication page for the selected authentication method appears.

3. Type and submit your user credentials.
The Application Portal appears with icons for the resources you can access.
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Configuration Tasks

Configure full network access
Most of the resources you define give users remote access to specific applications. However, you can enable 
Full Network Access so users can access a set of network resources at the IP level, similar to traditional IP VPN 
solutions. Full Network Access enables network-based access, which means that your users can connect to all 
network resources and applications through passive FTP, RDP, or a web browser.

You can enable network access to the whole network on a specified port set.

Steps
Create a tunnel network resource for all ports on a network
Create a new tunnel set for the new tunnel network resource
Connect to an Internet web host and to a Terminal Server host
Verify that the data is tunneled
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Configure full network access

Create a tunnel resource network
You can add a tunnel resource network and enable access to it with any of the authentication methods you 
configured.

1. Select Resource Access.
The Resources page appears.

2. Click Add Tunnel Resource Network.
The Add Tunnel Resource Network page appears.

3. Type a Display Name.
4. (Optional) Type a Description.
5. In the IP Range field, type the range of IP addresses for the computers you want to allow your users to 

access.
For example, type 192.168.54.0-192.168.54.255 to allow access to all IP addresses on the 
192.168.54.0/24 network.

6. In the TCP Port Set field, type a list or range of TCP ports you want to allow your users to access.
For example, to allow access to all ports, type 1-65535.

7. In the UDP Port Set field, type a range of UDP Ports.
For example, to allow access to all UDP ports, type 1-65535.

8. Click Next.
The Access Rules page appears.

9. Select the Any Authentication access rule to protect this resource.
10. Click Next.

The Add Tunnel Resource summary page appears.

11. Review the confirmation page.
12. Click Finish Wizard. 

The Resources page appears with a message that the resource was added successfully.

13. Click Publish to update your configuration with this change.
The resource is now available in the Application Portal.
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Add a tunnel set
You can add a tunnel set and enable access to it with any of the authentication methods you configured.

1. Select Resource Access.
The Resources page appears.

2. Click Add Tunnel Set.
The Add Tunnel Set page appears.

3. Type a Display Name.
4. Make sure the Make resource available in Application Portal check box is selected.
5. Click Browse or Select Icon in Icon Library to choose an icon for this resource.
6. Type the Link Text to appear with this icon in the Application Portal.
7. Click Next.

The Manage Tunnel Settings page appears.

8. Click Add Dynamic Tunnel.
The Add Dynamic Tunnel page appears.
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Add a Windows File Sharing Resource

9. In the Resource drop-down list, select the new Resource Network.
The IP Set, TCP Port Set, and UDP Port Set fields are automatically populated with the values from the 
selected Network Resource. You can accept these values, or change them to a more limited set.

10. Click Next on the remainder of the wizard pages.
11. On the Add Tunnel Set Summary page, click Finish Wizard.

The Resources page appears with a message that the resource was added successfully.

12. Click Publish to update your configuration with this change.
The resource is now available in the Application Portal.

You can add more than one tunnel set that uses the same resource network. Repeat Steps 1–9 to add more 
tunnel sets that provide access to different resources in the same resource network. Each tunnel set appears 
as a new resource icon in the Application Portal.

Use a Full Network Access resource to connect to network resources
1. Connect to the Application Portal Authentication page.
2. Select an authentication method. 

The Authentication page for the selected authentication method appears.

3. Type your credentials for the authentication method you selected.
The Application Portal appears with an icon for the file share resource.

4. Click the icon for the Full Network Access resource.
Access to the network resources is enabled.

5. Browse to an internal web site in the IP address range you specified for the Full Network Access 
resource.
The protected web site appears in the browser.

6. Use Microsoft Remote Desktop Connection (RDP) to log in to an IP address in the protected range.
The Access Client starts. The RDP session is successful.

Add a Windows File Sharing Resource
When you add a resource to your WatchGuard SSL Application Portal, your users can access any available 
applications with one click. You can add a Windows File Sharing Resource and configure the WatchGuard SSL 
device to map the file share to a drive letter.

Steps
Add a Windows File Sharing Resource to the Application Portal
Protect the resource with any authentication method
Authenticate to the Application Portal and use the resource

Before you begin, make sure you have at least one shared folder. To create a shared folder, select a 
folder and edit the Windows folder Sharing properties to share it.
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Add a Windows File Sharing Resource and Authentication Method
You can add a Windows File Sharing Resource to your network and enable access to it with any of the 
authentication methods you configured.

1. Select Resource Access.
The Resources page appears.

2. Click Add Standard Resource.
The Add Standard Resource page appears.

3. In the Standard Resources list, expand the File Sharing Resources group.
4. Select Microsoft Windows File Share.

Microsoft Windows File Share is highlighted.

5. Click Add this Standard Resource.
The Add Standard Resource Microsoft Windows File Share page appears.

6. Type a Display Name.
7. (Optional) Type a Description.
8. Type the IP Address of the server where the share is located.
9. Type the Share name. By default, this is the name of the shared folder.
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Add the Access Client installer link in the 
Application Portal

To give your users the installed Access Client, you can add the Access Client installer to the WatchGuard SSL 
device, and then edit the Application Portal page to add a link to the installer.

1. Save the AccessClientInstall.exe file to a location on your computer.
2. In the WatchGuard SSL Web UI, click Browse. 

The File Browser appears.

3. In the File Browser, select the access-point\built-in-files\wwwroot\wa\includes\folder.

4. In the Upload File text box, type or browse to the location of the AccessClientInstall.exe file.
5. Click Upload.

6. Adjacent to the portaltext.txt file, click .
The Edit File page appears.

7. Type or paste this text in the file where you want the link to appear:
To install the Access Client on your Windows computer, click here:
<a href="/wa/includes/AccessClientInstall.exe">WatchGuard SSL Client</a>

8. Click Save.
9. Click Publish to save your configuration changes.
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Add the Access Client installer as an Application Portal resource

Add the Access Client installer as an Application Portal 
resource

To give your users the installed Access Client, you can add the Access Client installer to the WatchGuard SSL 
device, and then create a resource for the Access Client installer in the Application Portal.

Upload the Access Client Installer to the WatchGuard SSL 100 device
You must upload the Access Client installer to the device before you can create a resource for it.

1. Save the AccessClientInstall.exe file to a location on your computer.
2. In the WatchGuard SSL Web UI, click Browse.

The File Browser appears.

3. In the File Browser, select the access-point\custom-files\wwwroot\files\folder.

4. In the Upload File field, type or browse to the location of the AccessClientInstall.exe file.
5. Click Upload.
6. Close the File Browser window.

Create a web resource for the Access Client installer
You can add a web resource to allow your users to install the Access Client you uploaded to your WatchGuard 
SSL device. You can also add access rules for this resource, to restrict who can install it.

1. Select Resource Access.
The Resources page appears.

2. In the Resources table, click Access Point.
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3. At the bottom of the table, click Add Resource Path.
The Add Web Resource Path page appears.

4. In the Path field, type files/AccessClientInstall.exe.
5. If you want to add access rules specific to this resource, clear the Use Parent Authorization check box.

Additional tabs for Access Rules and Advanced Settings appear. Use these tabs to add access rules for this 
resource.

6. In the Application Portal Settings section, click Browse or Select Icon in Icon Library to choose an 
icon for this resource.

7. Type the Link Text to appear with this icon in the Application Portal.
8. Click Next.
9. On the Summary page, click Finish Wizard.
10. Click Publish to update your configuration with this change.

The resource is now available in the Application Portal.

After you add this resource, it appears on the Resources page in the Resources list when you expand the 
Access Point resource group.
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Install the Access Client

Install the Access Client
You can use this procedure to install the Access Client on your Windows computer.

Before you begin
Get the Access Client installer (AccessClientInstall.exe) from your network administrator.
Connect to the WatchGuard SSL Application Portal and select a resource with the on-demand version 
of the Access Client before you install the Access Client. This automatically captures some of the 
configuration information for the installation.

Run the installer
1. Run AccessClientInstall.exe.

A security warning appears. You can safely ignore this warning.

2. Click Run to continue the installation.
3. On the License Agreement page, review and accept the License Agreement.
4. On the Select Destination Location page, select a location to install the Access Client. 

The default location is C:\Program Files\WatchGuard\SSL\Access Client.
5. On the last page of the installation wizard, click Finish.

The Access Client is now available in the Windows Start menu.

Launch the installed Access Client
Select Start > All Programs > WatchGuard SSL > Access Client > WatchGuard Access Client.
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After you install
After you install, verify that the server address is correct in the Access Client Preferences dialog box. If you 
did not connect to a tunnel resource in the Application Portal at least once before you installed the Access 
Client, you have to manually add the address of your Application Portal.

1. Click  in the Windows system tray and select Preferences.
The Access Client Preferences dialog box appears.

2. If the Update server field includes an address, we recommend you do not change this setting. This is 
the URL of the WatchGuard SSL device that hosts the client updates. This is usually set automatically 
the first time the Access Client connects to a resource.
If the Update server field is blank, type the address of the WatchGuard SSL Application Portal. Do not 
include https://

3. Click OK.

Connect to the Application Portal
To start a resource, authenticate to the Application Portal with a web browser and click on a resource. If 
you want the Access Client to automatically connect to certain resources, you can configure favorites in 
the Access Client.
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Install the Access Client

Uninstall the Access Client
Before you uninstall the Access Client, we recommend that you delete any favorite resources. When you 
uninstall the Access Client, the favorites you have configured are not automatically removed.

To delete your resource favorites:

1. Click  in the Windows system tray.
2. Select Favorites > Manage.
3. Click each favorite to select it and click Delete.

To uninstall the Access Client:

1. Open the Windows Control Panel.
2. Select Add or Remove Programs.
3. Click the WatchGuard Access Client program.
4. Click Remove.

If you do not remove the favorites before you uninstall, the old favorites are still available in the 
Access Client favorites list when you reinstall the Access Client, or if you use the on-demand Access 
Client.
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Two-factor authentication with Mobile ID
For stronger authentication, you can use two-factor authentication. Two-factor authentication is stronger 
because it uses:

Something the user knows — Personal Identification Number (PIN)
and

Something the user has — Software token installed on a PC or mobile device

WatchGuard Mobile ID is software installed on a client device. Mobile ID acts as a software token that 
generates one-time passwords. This token works like any hardware security token, but runs on hardware that 
the user already has, such as a PC, a mobile phone, or a PDA.

You can install the WatchGuard Mobile ID client on a Windows computer, personalize it (with a seed), and 
configure it for the WatchGuard SSL Synchronized authentication method.

Steps
Download and install the Mobile ID client
Add or enable, and configure the WatchGuard SSL Synchronized authentication method
Create the seed and PIN for the user, and add the seed and PIN to the Mobile ID client
Authenticate to the Application Portal with the PIN and OTP (one-time password)

Download and install Mobile ID
To install the Mobile ID software:

1. Download the Mobile ID client software from the WatchGuard Software Downloads page at: 
https://www.watchguard.com/archive/softwarecenter.asp.

2. Run WatchGuard_MobileID.exe.
3. Follow the steps in the wizard to complete installation.

Install Mobile ID for Windows on the client computer
1. On the client computer, go to the IP address or URL where the MobileID software is available.

 For example, http://clients.WatchGuard.com/. 
The Mobile ID Client download page appears.

2. Click Download for the Windows Mobile ID client.

3. Follow the instructions to install the client.

To use MobileID, make sure that your mail server has a SMTP packet filter that accepts EHLO or 
HELO commands that do not include an argument.

Because MobileID installs for only the current user, you must be logged in as the correct user.

https://www.watchguard.com/archive/softwarecenter.asp
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Two-factor authentication with Mobile ID

Add or enable the WatchGuard SSL Synchronized authentication method
To add the WatchGuard SSL Synchronized authentication method to the Registered Authentication 
Methods list:

1. Select Manage System. 
The Registered Authentication Methods page appears.

2. Click Add Authentication Method.
3. Select the WatchGuard SSL Synchronized authentication method.
4. Click Next.
5. In the Display Name field, type a name for the authentication method.
6. Click Add Authentication Method Server.
7. In the Display Name drop-down list, select an authentication service.
8. Click Next on the next three pages of the wizard.
9. Click Finish Wizard.

To enable the WatchGuard SSL Synchronized authentication method:

1. Select Manage System. 
The Registered Authentication Methods page appears.

2. In the Registered Authentication Methods list, click WatchGuard SSL Synchronized.
The Edit Authentication Method page appears.

3. Select the Enable authentication method check box.
4. Click Save.

The Registered Authentication Methods page appears and the Status of the WatchGuard SSL Synchronized 
method is Enabled.
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Create the seed and PIN for the User
1. Select User Management.

The Manage All User Accounts page appears.

2. In the Search by User ID field, type a User ID, or type the ’*’ wildcard character for a list of all users.
3. Click Search.

A list of users appears in the search results section.

4. In the Search Result list, click a User ID. 
The Edit User Account page appears.

5. Click the WatchGuard Authentication tab.
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Two-factor authentication with Mobile ID

6. Select the Enable WatchGuard SSL Synchronized for the user account check box.
Additional settings for the WatchGuard SSL Synchronized authentication method appear.

7. In the PIN and Verify PIN Code fields, type a 6-digit PIN Code for this user.
8. Select the Generate seed check box.
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9. Click Save.
The Manage User Accounts page appears. The PIN and Synchronized seed for the user appear at the top of the 
page.

10. Make a copy of the PIN and Synchronized seed. The user must type both codes in the Mobile ID client 
to generate the OTP.

Add the seed and PIN in the Mobile ID client
To add the seed and PIN in the MobileID client, the user launches Mobile ID on the client computer.

1. Select Start > All Programs > WatchGuard > Mobile ID > WatchGuard Mobile ID. 
The Mobile ID client appears. The user must type the seed code the first time the client appears.

2. Type the seed code.
Or, copy the seed code and select Seed > Paste to paste the seed code.

3. Click CONTINUE.
4. When prompted to select a client mode, select Synchronized.

A numeric keypad appears.

5. Click the numbers on the keypad to type the 6-digit PIN. The location of the numbers on the keypad 
are different each time.
A one-time password (OTP) appears.

6. Use this one-time password to authenticate to the Application Portal with the WatchGuard SSL 
Synchronized authentication method.
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Send One-Time Passwords (OTPs) to users through email

Authenticate with the one-time password
1. Connect to the WatchGuard SSL Application Portal Authentication page.
2. Select the WatchGuard SSL Synchronized authentication method.

The WatchGuard SSL Synchronized authentication page appears.

3. Type the User Name and the OTP from the Mobile ID client.
4. Click Submit.

The WatchGuard SSL Application Portal appears.

Send One-Time Passwords (OTPs) to users 
through email

You can configure the WatchGuard SSL device to send Mobile Text OTPs (One-Time Passwords) directly to 
your users through email messages. When you send OTPs with this method, no client software is required.

Steps
To enable this feature, you must:

1. Configure the SMS Channel.
2. Configure the SMS Settings for each user account.

Or, change the Directory Mapping Attribute for Notification SMS.

Configure the SMS Channel to send email
If you have an available SMS gateway, you can use the WatchGuard SSL Mobile Text authentication method 
to give your users one-time passwords (OTPs) through SMS. If you do not have an available SMS gateway, you 
can configure the SMS channel to send OTPs through email.

1. Select Manage System. 
The Registered Authentication Methods page appears.

2. Select Notification Settings.
The Manage Notification Settings page appears.

3. Select the SMS Channel tab.
4. Click Add SMS channel.

The Add SMS Channel page appears.

5. Type a Display Name for the SMS Channel.
6. In the Plug-in drop-down list, select SMTP Plugin (1.0).
7. Click Next.
8. Click the Connection tab.
9. In the Host Address field, type the host IP address or name of your mail server.
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10. Click the Message tab.
11. In the From field type: <valid e-mail address for your SMTP server>
12. In the To field, the default value is [$user-mail-address]. We recommend you do not change this 

value.
13. Click Finish Wizard.

The Manage Notification Settings page appears.

14. Click Save.

Configure SMS Settings for each user account
1. Select User Management.
2. In the Search by User ID field, type the User ID and select the type of account to search from the drop-

down list.
To search for all available accounts, type the ’*’ wildcard character.

3. Click Search.
The user accounts appears in the Search Results list.

4. Select the User ID you want to configure. 
The Edit User Account General Settings page appears.

5. In the Notification Settings section SMS field, type the email address of the user.
6. Click Save.
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Send One-Time Passwords (OTPs) to users through email

Change the Directory Mapping Attribute for Notification SMS
1. Select User Management.
2. Select External Directory Service.

The Manage External Directory Service page appears.

3. In the Registered External Directory Service Locations list, select the Display Name of the directory 
service you want to use.
The Edit External Directory Service Location page appears.

4. Select the Directory Mapping tab.

5. In the Notification SMS field, delete the default value mobile and type mail.
6. Click Save.
7. Click Publish.

Enable mobile text authentication for all users
This is a global process that applies to all user accounts. If you want to manually configure mobile text for 
each individual user account, do not use this process. You must edit each user account separately.

1. Select User Management.
2. Select Global User Account Settings. 

The Global User Account Settings page appears.

3. Select the User Linking tab.
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4. Select the Enable WatchGuard SSL Mobile Text check box.
Additional settings for the WatchGuard SSL Mobile Text method appear.

5. Clear the Generate password check box.
6. Select the Use password from External Directory Service check box.
7. Click Save.
8. Click Publish.

Use the OTP to Authenticate
1. Connect to the WatchGuard SSL Application Portal Authentication page.
2. Select the WatchGuard SSL Mobile Text authentication method.
3. Type your user name and password.

The WatchGuard SSL device sends the OTP to your email address.

4. Find the OTP message in your email.
5. Type the OTP in your browser when prompted.
6. Click Submit.

The WatchGuard SSL Application Portal appears.
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Configure and enable Self Service

Configure and enable Self Service
With Self Service, users can get information about their own user accounts without interaction from the 
administrator. After users respond to the required user and system challenges, they can reset a forgotten 
password or retrieve a forgotten user name.

Before you enable the Self Service feature, you must register at least one External Directory Service location, 
such as Active Directory, that contains a list of users and email addresses. You must also make sure the email 
notification channel is enabled.

Steps
Enable the Self Service feature and Self Service system challenge
Enable Self Service for the WatchGuard SSL Password authentication method
Use Self Service to generate a new password

Verify your External Directory Service location is registered
You must make sure that you have at least one External Directory Service location registered before you begin.

To see or add an External Directory Service location:

1. Select User Management > External Directory Service.
The Manage External Directory Service page appears.

2. Review the Registered External Directory Service Locations list.
3. If your External Directory Service location is not in the list, click Add External Directory Service 

Location and add it.
4. If you make any changes, click Publish to update your configuration with the changes.

Enable the email notification channel
Before you enable Self Service, you must enable a notification channel (for example, email).

1. Select Manage System > Notification Settings.
2. On the Email Channel tab, select the Enable email channel check box.
3. In the Host field, type the address or domain name of your local email server.

Self Service is only available for use with your External Directory Service, not the Local User 
Database.
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4. In the Sender’s E-mail Address field, type the email address that you want to use to send the 
notifications.
You can use an email address that is not on your mail server.

5. Click Save.

Enable Self Service
1. Select User Management > Self Service.

The Manage Self Service page appears.

2. Select the Self Service Enabled check box.
3. Click Save.

The Manage Self Service page reappears, with a message that Self Service settings were updated.
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Configure and enable Self Service

Configure Self Service system challenges
1. Select User Management > Self Service.

The Manage Self Service page appears.

2. Click Modify System Challenges.
The Manage System Challenges page appears.

3. In the Registered System Challenges list, click the System e-mail [Update this] challenge.
The System Challenge settings appear.

4. In the Display Name field, delete [Update this].
5. To change the default challenge question message that users see, type a new question in the 

Challenge Question field.
6. In the Attribute Name field, type the email attribute name you want to use and delete [Update this].

The Attribute Name is the name of the attribute in the External Directory Service where the email 
address is stored.

7. Click Save.
The Manage System Challenges page appears with the challenge information updated in the Registered System 
Challenges list.

8. Click Publish to update your configuration with the changes.

Configure Self Service settings
Self Service settings control the System Challenges for Auto Activation, Forgotten Password, and Forgotten User 
Name.

1. Select User Management > Self Service.
The Manage Self Service page appears.

2. Click Self Service Settings.
The Manage Self Service Settings page appears.
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3. In the Auto Activation Settings section, click Add Auto Activate Challenge.

4. From the System Challenge drop-down list, select System email.
5. Click Add.

The System email challenge appears in the Registered Challenges list.

6. If there are any other challenges in the Registered Challenges list, click Remove to delete them.
This configures Self Service to require only the System email challenge for Self Service account activation.

7. In the Forgotten Password Settings section, click Remove next to all Registered Challenges except 
System email and Userdefined Challenge.
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8. In the Forgotten User Name Settings section, click Remove next to all Registered Challenges 
except System email and Userdefined Challenge.

9. Click Save.
The Manage Self Service page appears.
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Enable Self Service for the WatchGuard SSL Password authentication 
method

1. Select Manage System > Authentication. 
The Registered Authentication Methods page appears.

2. Select the WatchGuard SSL Password authentication method.
The Edit Authentication Method page appears.

3. On the General Settings tab, click Add Authentication Method Server.
The Add Authentication Method Server page appears.

4. Select an authentication method server from the Display Name drop-down list.
5. Configure the Host, Port, and Timeout settings.
6. Click Add.

The Edit Authentication Method page appears.

7. Click Manage Default Template Specification.
The Manage Default Template Specification page appears.

8. Replace the code in the second line with: <templatespec type="SelfServiceForm">
9. Click Update.
10. Click Save.
11. Click Publish to update your configuration with the changes.
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Reset your password with Self Service
1. Connect to the Application Portal Authentication page.

The Application Portal Authentication page appears with a list of available authentication methods.

2. Select the WatchGuard SSL Password authentication method.
The WatchGuard Password authentication page appears, with self service options enabled.

3. Type your User Name.
4. Click Forgotten Password.
5. Type your email address.
6. Type the response to your personal challenge.
7. Select to receive the new password via email.
8. Click Continue to restart authentication.
9. Use the new password you received in email to log in.
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Set up Active Directory authentication with LDAP 
over SSL

You can use both WatchGuard authentication methods and third-party authentication methods with your 
WatchGuard SSL device. One available third-party method is Active Directory. The Active Directory 
authentication method is an LDAP bind authentication method that allows users to change their domain 
passwords through the WatchGuard SSL Application Portal and enforces strong password restrictions. This 
functionality is only supported with Microsoft Active Directory (AD) servers.

To use this method, you must configure the External Directory Service (your AD server) for LDAP over SSL 
communication because this functionality is only allowed over SSL.

Configure the Active Directory authentication method
When you use an Active Directory server you can choose from many authentication methods. Because users 
can change their passwords when they authenticate, we recommend that you use the Active Directory 
authentication method. With this method, the password policy settings you defined in Active Directory are 
enforced.

To configure Active Directory authentication:

1. Select Manage System > Authentication.
The Authentication page appears.
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2. Select Add Authentication Method.
The Add Authentication Method page appears.

3. Select Active Directory. Click Next.
4. To enable Active Directory authentication, select the Enable authentication method check box.

If you choose to configure this method but not enable it, you can enable it at another time.

5. Type the Display Name for this method.
6. To use a template other than the default template, type the Template Name.
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7. To specify the AD server, click Add Authentication Method Server.
You can specify more than one AD server.

8. Type the Host IP address or DNS name for the AD server.
9. To use a port other than the default port, type a new Port number.
10. To use a timeout value other than the default setting, type a new Timeout value.

This is the amount of time the client waits for a response from the AD server before it tries to connect with another 
authentication method.

11. Type the Account name for the administrator of the AD server. This can be a Distinguished Name or 
Principal Name.
Make sure you use the correct user name form.
For example:

username@mywatchguard.com
mywatchguard\username
CN=username,OU=mywatchguard,OU=com

12. Type the Password for the AD server.
13. Type the Root DN for the AD server where user accounts are stored.
14. Click Next.

The Authentication Method Server appears in the Registered Authentication Method Servers list.

15. Click Next.
The Extended Properties page appears with a default list of Registered Extended Properties. Extended properties 
are actions that occur when your users authenticate with this method.
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16. To add an extended property, click Add Extended Property. Select a Key and a Value. Click Next.
The extended property appears in the Registered Extended Properties list.

17. Click Finish Wizard.
The AD authentication method appears in the Registered Authentication Methods list with the Display Name you 
specified.

18. Click Publish to update your configuration with this change.

If you do not enable the Active Directory authentication method, your remote users can still authenticate to 
the WatchGuard SSL Application Portal with their Active Directory credentials. You can create user accounts 
in the Local User Database and link them to their Active Directory user accounts to use the same credentials. 
Then you enable the WatchGuard SSL Password authentication method. When your users authenticate, 
WatchGuard SSL automatically queries the AD server for the user credentials. If your users change their 
passwords when they authenticate, the passwords are only changed in the Local User Database, not the AD 
server, and any policy settings you configured in the AD server are not applied.

To link users in your Local User Database to your AD server:

1. Select User Management > User Accounts.
The Manage All User Accounts page appears.
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2. Click Global User Accounts Settings.
The Manage Global User Account Settings page appears.

3. Select User Linking.
4. Configure the global settings for User Linking.
5. Click Save.
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Configure the Active Directory server with LDAP over SSL
Because the WatchGuard SSL Active Directory authentication method uses LDAP over SSL, you must first 
enable LDAP connections over SSL on your Active Directory server. LDAP connections are not enabled by 
default on Active Directory, even if certificate services are installed on your server.

LDAP over SSL is also known as LDAP/S, LDAPS, and LDAP over TLS. LDAP over SSL simply means that the LDAP 
connection between the LDAP client (in this case, the WatchGuard SSL device) and LDAP server (the Active 
Directory server) is authenticated by TLS (Transportation Layer Security), and the data exchanges are 
encrypted by the different cipher suites supported by the TLS protocol.

For information about how to enable LDAP over SSL, go to http://support.microsoft.com/kb/321051, and read 
the article, How to enable LDAP over SSL with a third-party certification authority.

Create a CSR with OpenSSL
The WatchGuard SSL Server default configuration has a self-signed server certificate called TestCert. We 
recommend that you replace this with your own signed certificate. To create your own signed certificate, you 
first need to create a Certificate Signing Request (CSR). Then you send the CSR to a certificate authority 
(CA) which issues a signed certificate.

Before you begin
You can use OpenSSL to create a private key and certificate signing request. For a list of sites where you can 
download OpenSSL, see http://www.openssl.org/related/binaries.html.

Use OpenSSL to generate a CSR
1. Open a command line interface.
2. To generate a private key, type: openssl genrsa -out wgnet.key 1024
3. To generate a CSR with the private key, type:

openssl req -new -key wgnet.key -out wgnet.csr
In this example wgnet.csr is the certificate signing request.

Submit the CSR to a certificate authority
Use the CSR to request a certificate from Thawte, Verisign, or another certificate authority (CA). Use the 
instructions from your CA to submit the CSR. The CA returns to you a signed certificate.

Convert the private key to PKCS#8 format
Before you import the certificate and private key, you must use OpenSSL to convert the private key to PKCS#8 
format.

1. Open a command line interface.
2. Type: openssl pkcs8 -topk8 -in wgnet.key -out wgnet.pk8

In this example, wgnet.pk8 is the PKCS#8 private key file.

http://support.microsoft.com/kb/321051
http://www.openssl.org/related/binaries.html
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Add the new certificate to the WatchGuard SSL Web UI
If your certificate is a bundled certificate, you must split the certificate before you add it to the WatchGuard 
SSL Web UI.

1. Select Manage System.
The Manage System page appears.

2. Select Certificates.
The Manage Certificates page appears.
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3. Select Add Server Certificate.
The Add Server Certificate General Settings page appears.

4. Type a Display Name and enter the paths to the Certificate and Key files (select a key file with the 
.pk8 extension). If you created an encrypted key, type the same Password.

5. Click Save.
6. Select Administration Service.

The Manage Administration Service page appears.

7. Select the certificate you added in the Server Certificate drop-down list.
8. Click Save.


