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Introduction

The WatchGuard SSL 100 is an affordable, easy-to-use, and secure remote access device that provides reliable
connectivity to your corporate data and resources. Its flexibility enables you to make your remote connectivity
deployment as simple or as sophisticated as your business requirements dictate.

If your business requires remote access to email and file shares, the WatchGuard SSL 100 delivers the security,
flexibility, and breadth of options you need for secure remote access to your network. The WatchGuard SSL
100 stand-alone deployment implementation is a hassle-free VPN solution that provides universal access to
applications and network resources with no connectors, no modules, no client management issues, and no
extras to buy. The WatchGuard SSL 100 accommodates up to 100 concurrent users.

About the WatchGuard SSL 100 solution

The WatchGuard SSL 100 solution includes the WatchGuard SSL 100 device, the WatchGuard SSL Web Ul, the
WatchGuard SSL Application Portal,and the WatchGuard SSL Access Client.

=  The WatchGuard SSL 100 device is an all-in-one appliance that includes all the hardware, software, and
WatchGuard servers for your solution.

=  The WatchGuard SSL Web Ul is a Web-based administration application with a task-oriented approach.
You can use the Web Ul to monitor your WatchGuard SSL system, add user accounts, manage access
to your resources, and manage your system settings.

=  The WatchGuard SSL Application Portal is the web site where your users authenticate and get access
to your network resources.

= The Access Client is a SSL VPN client that enables on-demand access to tunnel resources in your
Application Portal.

About the WatchGuard SSL Access Client

The WatchGuard SSL Access Client is an on-demand SSL VPN client. When a user selects a resource available
through the tunnel, the Access Client automatically downloads and installs on the client computer through
the web browser. The Access Client is available in two versions: the installed Access Client and the on-demand
Access Client. The Access Client is loaded with either ActiveX or a Java Applet, based on your configuration
choices. To use the ActiveX client loader to install the client, users must have local administrator rights on their
computers. For your users who do not have local administrator rights, you can download the Access Client
from the WatchGuard web site and provide it to the SSL VPN users on your network.
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Introduction

About the Application Portal

The Application Portal provides access to Web Resources and Tunnel Resources. Web Resources are any files
accessible with a web browser, or applications with a web interface such as Outlook Web Access or the
WatchGuard SSL Web UL. Users can connect to Web Resources without the Access Client.

Tunnel Resources are client-server applications or intranet sites. Examples of tunnel resources include Remote
Desktop or a Windows file share. Users must have the Access Client to connect to Tunnel Resources.

About the WatchGuard SSL Configuration Field Guide

The purpose of this guide is to provide you with some detailed information about how to use the WatchGuard
SSL Web Ul to configure your WatchGuard SSL system for user access to your network.

The examples in this Field Guide discuss these specific tasks:

Configure full network access

Add a Windows File Sharing Resource
Add an Outlook Web Access Resource
Add a Terminal Server Resource
Configure a bi-directional Tunnel Set

Pre-connection end-point integrity check

Post-connection cleanup with Abolishment

Add the Access Client installer link in the Application Portal

Add the Access Client installer as an Application Portal resource
Install the Access Client

Two-factor authentication with Mobile ID

Send One-Time Passwords (OTPs) to users through email
Configure and enable Self Service

Set up Active Directory authentication with LDAP over SSL
Create a CSR with OpenSSL

For more detailed information about product functionality, see the product documentation available at:
http://www.watchguard.com/help/documentation/.

You can also see the online version of the help system available at:
http://www.watchguard.com/help/docs/ssl/3/en-US/index.html.
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Connect to the WatchGuard SSL Web Ul

The interface that you use to connect to the WatchGuard SSL Web Ul is different for each network interface
configuration. You can choose a single interface mode or a dual interface mode configuration. If you choose
single interface mode, you must select to use the Eth0 interface for management. If you select dual interface
mode, you can choose to use either EthO or Eth1 for management.

The WatchGuard SSL Web Ul uses port 8443 for both modes.

To connect to the EthO interface for management:

1. Connect your computer to the EthO network.
2. Inaweb browser, type https://<Eth0 IP address>:8443.
3. Type your super administrator credentials to log in.

To connect to the Eth1 interface for management:

1. Connect your computer to the Eth1 network.
2. Inaweb browser, type https://<Ethl IP address>:8443.
3. Type your super administrator credentials to log in.

Connect to the WatchGuard SSL Application Portal Authentication page

To connect to the Application Portal:

1. Type the address of the portal domain name.

For example, https://ap.example.com.

The Authentication page appears with a list of available authentication methods.
2. Click an authentication method.

For example, WatchGuard SSL Password.

The Authentication page for the selected authentication method appears.
3. Type and submit your user credentials.

The Application Portal appears with icons for the resources you can access.
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Configuration Tasks

Configure full network access

Most of the resources you define give users remote access to specific applications. However, you can enable
Full Network Access so users can access a set of network resources at the IP level, similar to traditional IP VPN
solutions. Full Network Access enables network-based access, which means that your users can connect to all
network resources and applications through passive FTP, RDP, or a web browser.

You can enable network access to the whole network on a specified port set.

Steps
= Create a tunnel network resource for all ports on a network
= (Create a new tunnel set for the new tunnel network resource
= Connect to an Internet web host and to a Terminal Server host
= Verify that the data is tunneled
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Configure full network access

Create a tunnel resource network

You can add a tunnel resource network and enable access to it with any of the authentication methods you
configured.

1. Select Resource Access.
The Resources page appeatrs.
2. Click Add Tunnel Resource Network.
The Add Tunnel Resource Network page appears.

Add Tunnel Resource Network 7
General Settings

Configure the settings for this tunnel resource network.

Enable resource

Display Mame

Description

[F Range o

TCP Port Set

UDF Port Set

Use Fileshare 550

Fileshare 250 Domain

Use Remote Desktop S50

FRemote Desktop S50 Domain

Mext =

3. Type a Display Name.
4. (Optional) Type a Description.

5. Inthe IP Range field, type the range of IP addresses for the computers you want to allow your users to
access.

For example, type 192.168.54.0-192.168.54.255 to allow access to all IP addresses on the
192.168.54.0/24 network.

6. Inthe TCP Port Set field, type a list or range of TCP ports you want to allow your users to access.
For example, to allow access to all ports, type 1-65535.

7. Inthe UDP Port Set field, type a range of UDP Ports.
For example, to allow access to all UDP ports, type 1-65535.

8. Click Next.
The Access Rules page appears.

9. Select the Any Authentication access rule to protect this resource.

10. Click Next.
The Add Tunnel Resource summary page appears.

11. Review the confirmation page.
12. Click Finish Wizard.
The Resources page appears with a message that the resource was added successfully.

13. Click Publish to update your configuration with this change.
The resource is now available in the Application Portal.
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Add a tunnel set

You can add a tunnel set and enable access to it with any of the authentication methods you configured.

1.

No v W

Select Resource Access.

The Resources page appeatrs.
Click Add Tunnel Set.

The Add Tunnel Set page appears.

Add Tunnel Set
Configure the settings for the tunnel set. You must add at least ene tunnel to the tunnel set,

[#] Enable tunnel sat

Display Name

Application Portal Settings
Make tunnel set available in Application Portal

Icon Browse_

Select Icon in Icon Library...

Link Text

Mext =

Type a Display Name.

Make sure the Make resource available in Application Portal check box is selected.
Click Browse or Select Icon in Icon Library to choose an icon for this resource.

Type the Link Text to appear with this icon in the Application Portal.

Click Next.
The Manage Tunnel Settings page appears.

Click Add Dynamic Tunnel.
The Add Dynamic Tunnel page appears.

Add Dynamic Tunnel

connections for users to be prompted to accept or deny each connection.

Resource dizplay name ¥
Host 192.1658. XX XX

TCR Port Set 20

UDFP Port Set

[] Confirm connections

[ use virtual 1P

= Pravious

Select which resource to tunnel and configure the settings for the dynamic tunnel. Select Confirm

Next >
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Add a Windows File Sharing Resource

In the Resource drop-down list, select the new Resource Network.

The IP Set, TCP Port Set, and UDP Port Set fields are automatically populated with the values from the
selected Network Resource. You can accept these values, or change them to a more limited set.

10. Click Next on the remainder of the wizard pages.
11. On the Add Tunnel Set Summary page, click Finish Wizard.

The Resources page appears with a message that the resource was added successfully.

12. Click Publish to update your configuration with this change.

The resource is now available in the Application Portal.

You can add more than one tunnel set that uses the same resource network. Repeat Steps 1-9 to add more
tunnel sets that provide access to different resources in the same resource network. Each tunnel set appears
as a hew resource icon in the Application Portal.

Use a Full Network Access resource to connect to network resources

Connect to the Application Portal Authentication page.

Select an authentication method.
The Authentication page for the selected authentication method appears.

. Type your credentials for the authentication method you selected.

The Application Portal appears with an icon for the file share resource.

. Click the icon for the Full Network Access resource.

Access to the network resources is enabled.

Browse to an internal web site in the IP address range you specified for the Full Network Access
resource.

The protected web site appeatrs in the browser.

Use Microsoft Remote Desktop Connection (RDP) to log in to an IP address in the protected range.
The Access Client starts. The RDP session is successful.

Add a Windows File Sharing Resource

When you add a resource to your WatchGuard SSL Application Portal, your users can access any available
applications with one click. You can add a Windows File Sharing Resource and configure the WatchGuard SSL
device to map the file share to a drive letter.

Steps

Add a Windows File Sharing Resource to the Application Portal
Protect the resource with any authentication method
Authenticate to the Application Portal and use the resource

Before you begin, make sure you have at least one shared folder. To create a shared folder, select a
folder and edit the Windows folder Sharing properties to share it.
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Configuration Tasks

Add a Windows File Sharing Resource and Authentication Method

You can add a Windows File Sharing Resource to your network and enable access to it with any of the
authentication methods you configured.

1. Select Resource Access.
The Resources page appeatrs.

2. Click Add Standard Resource.
The Add Standard Resource page appears.

3. Inthe Standard Resources list, expand the File Sharing Resources group.

4. Select Microsoft Windows File Share.
Microsoft Windows File Share is highlighted.

5. Click Add this Standard Resource.
The Add Standard Resource Microsoft Windows File Share page appeats.

Add Standard Resource Microsoft Windows File Share ?

Add support for a Microsoft Windows File Sharing with Dynamic Tunnels. This adds a Tunnel Resource
and a Tunnel Set with Dynamic Tunnels en ports 137-139 and 445

General Settings

Display Name

Description
Special Settings
Enter the fallawing settings for the standard resource.

[#] Enable resource

IF Address
Share

Drive |etter Mone ||

Application Portal Settings

Make resource available in Application Portal

Icon Browse._

Select Icon in Icon Library...

Link Text

< Previous Mext =

Type a Display Name.

(Optional) Type a Description.

Type the IP Address of the server where the share is located.

Type the Share name. By default, this is the name of the shared folder.

0 o N o
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Configuration Tasks

Add the Access Client installer link in the
Application Portal

To give your users the installed Access Client, you can add the Access Client installer to the WatchGuard SSL
device, and then edit the Application Portal page to add a link to the installer.

. Save the AccessClientInstall.exe file to a location on your computer.
2. Inthe WatchGuard SSL Web Ul, click Browse.
The File Browser appears.
3. Inthe File Browser, select the access-point\built-in-files\wwwroot\wa\includes\folder.

4. Inthe Upload File text box, type or browse to the location of the AccessClientinstall.exe file.
Click Upload.

6. Adjacent to the portaltext.txt file, click
The Edit File page appears.

7. Type or paste this text in the file where you want the link to appear:

To install the Access Client on your Windows computer, click here:
<a href="/wa/includes/AccessClientInstall.exe">WatchGuard SSL Client</a>

8. Click Save.
9. Click Publish to save your configuration changes.
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Add the Access Client installer as an Application Portal resource

Add the Access Client installer as an Application Portal
resource

To give your users the installed Access Client, you can add the Access Client installer to the WatchGuard SSL
device, and then create a resource for the Access Client installer in the Application Portal.

Upload the Access Client Installer to the WatchGuard SSL 100 device

You must upload the Access Client installer to the device before you can create a resource for it.

1. Save the AccessClientinstall.exe file to a location on your computer.

2. Inthe WatchGuard SSL Web UI, click Browse.
The File Browser appears.

3. Inthe File Browser, select the access-point\custom-files\wwwroot\files\folder.

HEEB
¥ 192.168.54.60 | =
=¥ access-point
H-1 built-r-files o
= oustom-files Filename Size | Date Operation

i ; ::;L ] AccessChantingtaleve F03287 2009-06-12 20: 18:48 J HXx =5

B vewsrook

1D applets mij Rename File

I£3) branding
= fies
- wa <} Upload File EBrowse,. || Upload

&) admingtrabon-servics

4. Inthe Upload File field, type or browse to the location of the AccessClientInstall.exe file.
5. Click Upload.

6. Close the File Browser window.

Create a web resource for the Access Client installer

You can add a web resource to allow your users to install the Access Client you uploaded to your WatchGuard
SSL device. You can also add access rules for this resource, to restrict who can install it.

1. Select Resource Access.
The Resources page appears.

2. Inthe Resources table, click Access Point.
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Configuration Tasks

3. Atthe bottom of the table, click Add Resource Path.
The Add Web Resource Path page appeatrs.

Add Web Resource Path e
General Settings

CnnFigure ==tbing= for & wab re=zpurce path. If you want the path bo use the =ama acce=zs rulas
and advanced settings as the parent host or path, select Use Parent aAutharization.

Enable resource
Parent Bath
Fakh filesfaccassCligntinstall .axe

i

E Usa PFarant Authorizabion

Single Sign-0On

[] enable single Sign-on
Single Sign=0On Type

S50 Damain

Application Portal Settings
Malke resource available in Application Fortal

[can

Tcon Upleaded

Select Icon in Icon Library...

Limk Taxt Access Cliant Installer

Hexk =

4. Inthe Pathfield, type files/AccessClientInstall.exe.

5. Ifyouwantto add access rules specific to this resource, clear the Use Parent Authorization check box.
Additional tabs for Access Rules and Advanced Settings appear. Use these tabs to add access rules for this
resource.

6. Inthe Application Portal Settings section, click Browse or Select Icon in Icon Library to choose an
icon for this resource.

7. Type the Link Text to appear with this icon in the Application Portal.

8. Click Next.

9. On the Summary page, click Finish Wizard.

10. Click Publish to update your configuration with this change.
The resource is now available in the Application Portal.

After you add this resource, it appears on the Resources page in the Resources list when you expand the
Access Point resource group.

Resources

Category | All Resources ||
Resource Name Category Description
-Access Point [web Resources
wa f auth
wa fauth?

wa/! welcome

filasf AccassClientInstall.exe

30
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Install the Access Client

Install the Access Client

You can use this procedure to install the Access Client on your Windows computer.

Before you begin

Get the Access Client installer (AccessClientInstall.exe) from your network administrator.

Connect to the WatchGuard SSL Application Portal and select a resource with the on-demand version
of the Access Client before you install the Access Client. This automatically captures some of the
configuration information for the installation.

Run the installer

1.

Run AccessClientinstall.exe.
A security warning appears. You can safely ignore this warning.

Click Run to continue the installation.

On the License Agreement page, review and accept the License Agreement.

On the Select Destination Location page, select a location to install the Access Client.
The default location is C: \Program Files\WatchGuard\SSL\Access Client.

On the last page of the installation wizard, click Finish.
The Access Client is now available in the Windows Start menu.

Launch the installed Access Client
Select Start > All Programs > WatchGuard SSL > Access Client > WatchGuard Access Client.

Field Guide
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After you install

After you install, verify that the server address is correct in the Access Client Preferences dialog box. If you

did not connect to a tunnel resource in the Application Portal at least once before you installed the Access
Client, you have to manually add the address of your Application Portal.

1. Click @' in the Windows system tray and select Preferences.
The Access Client Preferences dialog box appeatrs.

Access Client Preferences

General | Trusted Commands | Trusted Access Ponts |
Windows integraton
™ Launch Access Client on startup
™ Register essp: i protocol handler

Automatic update
[v Enable automatic update

Update server: | sshpn.company.com

Update Now

oK | I Cancel |

2. Ifthe Update server field includes an address, we recommend you do not change this setting. This is
the URL of the WatchGuard SSL device that hosts the client updates. This is usually set automatically
the first time the Access Client connects to a resource.

If the Update server field is blank, type the address of the WatchGuard SSL Application Portal. Do not
include https://

3. Click OK.

Connect to the Application Portal

To start a resource, authenticate to the Application Portal with a web browser and click on a resource. If

you want the Access Client to automatically connect to certain resources, you can configure favorites in
the Access Client.

32
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Install the Access Client

Uninstall the Access Client

Before you uninstall the Access Client, we recommend that you delete any favorite resources. When you
uninstall the Access Client, the favorites you have configured are not automatically removed.

To delete your resource favorites:

1. Click @' in the Windows system tray.
2. Select Favorites > Manage.
3. Click each favorite to select it and click Delete.

Ifyou do not remove the favorites before you uninstall, the old favorites are still available in the
E Access Client favorites list when you reinstall the Access Client, or if you use the on-demand Access
Client.

To uninstall the Access Client:

Open the Windows Control Panel.

Select Add or Remove Programs.

Click the WatchGuard Access Client program.
Click Remove.

HwnN -
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Two-factor authentication with Mobile ID

For stronger authentication, you can use two-factor authentication. Two-factor authentication is stronger

because it uses:
= Something the user knows — Personal Identification Number (PIN)
and
= Something the user has — Software token installed on a PC or mobile device

WatchGuard Mobile ID is software installed on a client device. Mobile ID acts as a software token that

generates one-time passwords. This token works like any hardware security token, but runs on hardware that

the user already has, such as a PC, a mobile phone, or a PDA.

You can install the WatchGuard Mobile ID client on a Windows computer, personalize it (with a seed), and

configure it for the WatchGuard SSL Synchronized authentication method.

To use MobilelD, make sure that your mail server has a SMTP packet filter that accepts EHLO or
a HELO commands that do not include an argument.

Steps
= Download and install the Mobile ID client
= Add or enable, and configure the WatchGuard SSL Synchronized authentication method
= (Create the seed and PIN for the user, and add the seed and PIN to the Mobile ID client
= Authenticate to the Application Portal with the PIN and OTP (one-time password)

Download and install Mobile ID

To install the Mobile ID software:

1. Download the Mobile ID client software from the WatchGuard Software Downloads page at:
https://www.watchguard.com/archive/softwarecenter.asp.

2. Run WatchGuard_MobilelD.exe.
3. Follow the steps in the wizard to complete installation.

Install Mobile ID for Windows on the client computer

1. On the client computer, go to the IP address or URL where the MobilelD software is available.
For example, http://clients.WatchGuard.com/.
The Mobile ID Client download page appears.

2. Click Download for the Windows Mobile ID client.

Because MobilelD installs for only the current user, you must be logged in as the correct user.

3. Follow the instructions to install the client.
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Two-factor authentication with Mobile ID

Add or enable the WatchGuard SSL Synchronized authentication method

To add the WatchGuard SSL Synchronized authentication method to the Registered Authentication

Methods list:

1.

© NV Rk WwWN

Select Manage System.
The Registered Authentication Methods page appears.

Click Add Authentication Method.

Select the WatchGuard SSL Synchronized authentication method.
Click Next.

In the Display Name field, type a name for the authentication method.
Click Add Authentication Method Server.

In the Display Name drop-down list, select an authentication service.
Click Next on the next three pages of the wizard.

Click Finish Wizard.

To enable the WatchGuard SSL Synchronized authentication method:

1.

2.

Select Manage System.

The Registered Authentication Methods page appears.

In the Registered Authentication Methods list, click WatchGuard SSL Synchronized.
The Edit Authentication Method page appears.

[N RADIUS Replies | Extended Properties

You can edit general settings as well as add, edit, or delete authenticabon method servers for the
authentication method. To edit or delete an authentication method server, click the appropriate link
in the list.

[[] Enable authentication method
Display Mame WatchGuard S5L Synchronized
Template Name SynchronizedDefault
Manage Default Template Specification...
Authentication Method Type WatchGuard S5L Synchronized

Authentication Method ID 4

Registered Authentication Method Servers

Display name Haost Port Status
authentication 127.0.0.1 18124 Enabled
Delete...

Save

Edit Authentication Method WatchGuard S5L Synchronized z

Select the Enable authentication method check box.
Click Save.

The Registered Authentication Methods page appears and the Status of the WatchGuard SSL Synchronized

method is Enabled.
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Create the seed and PIN for the User

1.

Select User Management.
The Manage All User Accounts page appeatrs.

In the Search by User ID field, type a User ID, or type the "*" wildcard character for a list of all users.

Click Search.
A list of users appears in the search results section.

In the Search Result list, click a User ID.
The Edit User Account page appears.

Click the WatchGuard Authentication tab.

Edit User Account Userl

el =l (R el WatchGuard Authentication

WatchGuard Authentication

[] Enable WatchGuard 5L Mobile Text for the user account
[] Enable watchGuard S5L Web for the user account

[] Enable WatchGuard 5L Challenge for the user account
[] Enable watchGuard SSL Password for the user account

[[] Enable WatchGuard 5L Synchronized For the user account

Delete...

Save

36
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Two-factor authentication with Mobile ID

6. Select the Enable WatchGuard SSL Synchronized for the user account check box.
Additional settings for the WatchGuard SSL Synchronized authentication method appeatr.

Edit User Account Userl ?
—
WatchGuard Authentication
Mumber of Betries .
0 fla
|:| Reset

] Locked for the user account

[] Time-Lock activated

WatchGuard S5L Synchronized
Enable WatchGuard 25L Synchronized for the user account

EIM

Verify FIN Code

PIN Properties
D Generate PIN

[[] FIN never expires
[] User cannat change PIN
[] Vser must change PIN an next logon

Generate seed

[C] Enable WatchGuard S5L Mobile Text for the user account
[ Enable watchGuard S5L Web for the user account
[] Enable WatchGuard S5L Challenge for the user account

[] enable watchGuard S5L Password for the user account

Notification
MNotification By Screen i
Message Set | {Crefault) Iﬂ

Delete...

Save

7. Inthe PIN and Verify PIN Code fields, type a 6-digit PIN Code for this user.
8. Select the Generate seed check box.
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9. Click Save.
The Manage User Accounts page appears. The PIN and Synchronized seed for the user appear at the top of the
page.
Manage All user accounts \ 7

The user account Userl was successfully saved
Account Userl has changed.Synchronized PIN: 654321
Synchronized seed: QYNZL-2B6Q4-KDXMZ-AEELL

Search by User ID user™ | LAl uzer accounts EI Search
User ID Digplay Mame Email Dizabled Delete
Userl User &1 |l i1
Search Result:1 H [ ]
L - -
Add User | Save Delete

10. Make a copy of the PIN and Synchronized seed. The user must type both codes in the Mobile ID client
to generate the OTP.

Add the seed and PIN in the Mobile ID client

To add the seed and PIN in the MobilelD client, the user launches Mobile ID on the client computer.

1. Select Start > All Programs > WatchGuard > Mobile ID > WatchGuard Mobile ID.
The Mobile ID client appears. The user must type the seed code the first time the client appeatrs.

2. Type the seed code.
Or, copy the seed code and select Seed > Paste to paste the seed code.

3. Click CONTINUE.

4. When prompted to select a client mode, select Synchronized.
A numeric keypad appears.

WHtmGuard e @ = ﬁ

File Seed Window Help

i_]

ajafo
BE0
~fof-

<J 6RO

Erter P

5. Click the numbers on the keypad to type the 6-digit PIN. The location of the numbers on the keypad
are different each time.
A one-time password (OTP) appears.

6. Use this one-time password to authenticate to the Application Portal with the WatchGuard SSL
Synchronized authentication method.
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Send One-Time Passwords (OTPs) to users through email

Authenticate with the one-time password

1. Connect to the WatchGuard SSL Application Portal Authentication page.

2. Select the WatchGuard SSL Synchronized authentication method.
The WatchGuard SSL Synchronized authentication page appears.

3. Type the User Name and the OTP from the Mobile ID client.

4. Click Submit.
The WatchGuard SSL Application Portal appears.

Send One-Time Passwords (OTPs) to users
through email

You can configure the WatchGuard SSL device to send Mobile Text OTPs (One-Time Passwords) directly to
your users through email messages. When you send OTPs with this method, no client software is required.

Steps
To enable this feature, you must:

1. Configure the SMS Channel.

2. Configure the SMS Settings for each user account.
Or, change the Directory Mapping Attribute for Notification SMS.

Configure the SMS Channel to send email

If you have an available SMS gateway, you can use the WatchGuard SSL Mobile Text authentication method
to give your users one-time passwords (OTPs) through SMS. If you do not have an available SMS gateway, you
can configure the SMS channel to send OTPs through email.

1. Select Manage System.
The Registered Authentication Methods page appears.

2. Select Notification Settings.
The Manage Notification Settings page appears.

3. Select the SMS Channel tab.

4. Click Add SMS channel.
The Add SMS Channel page appears.

Add SMS Channel 2

Display Name
Plug-in SMTP Plugin (1.0)

HNext =

Type a Display Name for the SMS Channel.

In the Plug-in drop-down list, select SMTP Plugin (1.0).

Click Next.

Click the Connection tab.

In the Host Address field, type the host IP address or name of your mail server.

VX NOoW
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10. Click the Message tab.
11. In the From field type: <valid e-mail address for your SMTP servers>

12. In the To field, the default value is [$user-mail-address].We recommend you do not change this
value.

13. Click Finish Wizard.
The Manage Notification Settings page appears.

14. Click Save.

Configure SMS Settings for each user account

Select User Management.
2. Inthe Search by User ID field, type the User ID and select the type of account to search from the drop-
down list.
To search for all available accounts, type the "* wildcard character.
3. Click Search.
The user accounts appears in the Search Results list.
4. Select the User ID you want to configure.
The Edit User Account General Settings page appears.

Edit User Account bc @

Canaral Sattings WUELET=TETE RO BT TR T

To get information for a user from your External Directory Sarvice, click Link User The
Location in Exbernal Databaze field is sutomatically populasted. vou can add and edit custom
attributes for your usars,

Uzer ID .l:u:

Dizplay Mame :b-:

Location in Exbarmal Databzsn. Link User
Last Logged In Tue Jun 09 22:55:17 PDT 2009

Add Custom AttHbute. ..

User Account Settings
[oizable User Account
User Accounk EFfedbive Dates

& 509
WatchGuard Access Settings
Murnbar of Retrias . .
0 {10
|:| Fasat

[JLacked for the user account

Motification Settings
Emnall Addrass

EmME

Dalata...
Save

5. Inthe Notification Settings section SMS field, type the email address of the user.
6. Click Save.
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Send One-Time Passwords (OTPs) to users through email

Change the Directory Mapping Attribute for Notification SMS

Select User Management.

2. Select External Directory Service.
The Manage External Directory Service page appears.

3. Inthe Registered External Directory Service Locations list, select the Display Name of the directory
service you want to use.
The Edit External Directory Service Location page appears.

4. Select the Directory Mapping tab.

Edit External Directory Seryice Location "AD" @

General Satings Search Rules elTaTd o Te WIETTETT

Directory Mapping Attrbutes

Dizplay Harme dizplayHame
Group Marms L]

Frarmnad [P Address

Hetification Email Address mail
Hatification SMS rmabile

Maobile Text Authentication Password |userPassword

wWeb Authentication Password usarPassward

Challznge Authentication PIN uzerPassward

Passvord Authentication Password userPassword

Synchronized Authentication PIM wgerPasswarnd
Dreletee, ..

Sawe

5. Inthe Notification SMS field, delete the default value mobile and type mail.
6. Click Save.
7. Click Publish.

Enable mobile text authentication for all users

This is a global process that applies to all user accounts. If you want to manually configure mobile text for
each individual user account, do not use this process. You must edit each user account separately.

1. Select User Management.

2. Select Global User Account Settings.
The Global User Account Settings page appeatrs.

3. Select the User Linking tab.
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4. Select the Enable WatchGuard SSL Mobile Text check box.
Additional settings for the WatchGuard SSL Mobile Text method appeatr.

WatchGuard SSL Mobile Text

Enable WatchGuard SSL Mobile Text

Password Properties

Generate password

= Password never expires

[[] Y=er cannct change password

[] Yser must change password on next logon

[]use password from External Directory Service

Clear the Generate password check box.

Select the Use password from External Directory Service check box.
Click Save.

Click Publish.

Use the OTP to Authenticate

. Connect to the WatchGuard SSL Application Portal Authentication page.
2. Select the WatchGuard SSL Mobile Text authentication method.

3. Type your user name and password.
The WatchGuard SSL device sends the OTP to your email address.

Find the OTP message in your email.
Type the OTP in your browser when prompted.

6. Click Submit.
The WatchGuard SSL Application Portal appears.

© N oW,

v os
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Configure and enable Self Service

Configure and enable Self Service

With Self Service, users can get information about their own user accounts without interaction from the
administrator. After users respond to the required user and system challenges, they can reset a forgotten
password or retrieve a forgotten user name.

Before you enable the Self Service feature, you must register at least one External Directory Service location,
such as Active Directory, that contains a list of users and email addresses. You must also make sure the email
notification channel is enabled.

a Self Service is only available for use with your External Directory Service, not the Local User
Database.

Steps

= Enable the Self Service feature and Self Service system challenge
= Enable Self Service for the WatchGuard SSL Password authentication method
= Use Self Service to generate a new password

Verify your External Directory Service location is registered

You must make sure that you have at least one External Directory Service location registered before you begin.

To see or add an External Directory Service location:

1. Select User Management > External Directory Service.
The Manage External Directory Service page appears.

2. Review the Registered External Directory Service Locations list.

3. If your External Directory Service location is not in the list, click Add External Directory Service
Location and add it.

4. If you make any changes, click Publish to update your configuration with the changes.
Enable the email notification channel

Before you enable Self Service, you must enable a notification channel (for example, email).

1. Select Manage System > Notification Settings.
2. On the Email Channel tab, select the Enable email channel check box.
3. Inthe Host field, type the address or domain name of your local email server.
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4. Inthe Sender’s E-mail Address field, type the email address that you want to use to send the
notifications.
You can use an email address that is not on your mail server.

Manage Notification Settings 2

G ETIEGETTTEIN SMS Channel SMS Plug-ins

Enable email channel

Haost email.mywatchguard.net
Port 25
Sender’s Email Address user.admin@mywatchguard.com
Save
5. Click Save.
Enable Self Service
1. Select User Management > Self Service.
The Manage Self Service page appears.
Manage Self Service Z

Self Service Enabled

You can use Self Service to allow your users to activate their accounts and get their usernames or
passwords if they lose them. Before users can get their account infermation, they must correctly
answer a set of questions that you select.

Self Service Settings ...

Modify System Challenges...

Save

2. Select the Self Service Enabled check box.
3. Click Save.
The Manage Self Service page reappears, with a message that Self Service settings were updated.
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Configure and enable Self Service

Configure Self Service system challenges

1. Select User Management > Self Service.
The Manage Self Service page appears.

2. Click Modify System Challenges.
The Manage System Challenges page appears.

Manage System Challenges £

System Challenges are used to confirm the identities of vour users when they use Self Service. You can|
add, edit, or delete Systern Challenges.

Add System Challenge...

Registered System Challenges

System Challenge Name Storage Attribute
User Name <internal=

System e-mail [Update this] E-mail [Update this]
System Control Challenge [Update this] Attribute [Update this]
Userdefined Challenge <internal>

3. Inthe Registered System Challenges list, click the System e-mail [Update this] challenge.
The System Challenge settings appeatr.

4. Inthe Display Name field, delete [Update this].

5. To change the default challenge question message that users see, type a new question in the
Challenge Question field.

6. Inthe Attribute Name field, type the email attribute name you want to use and delete [Update this].
The Attribute Name is the name of the attribute in the External Directory Service where the email
address is stored.

7. Click Save.

The Manage System Challenges page appears with the challenge information updated in the Registered System
Challenges list.

8. Click Publish to update your configuration with the changes.

Configure Self Service settings

Self Service settings control the System Challenges for Auto Activation, Forgotten Password, and Forgotten User
Name.

1. Select User Management > Self Service.
The Manage Self Service page appears.

2. Click Self Service Settings.
The Manage Self Service Settings page appears.
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3. Inthe Auto Activation Settings section, click Add Auto Activate Challenge.

Manage Self Service Settings 2

Auto Activation Settings
¥ou can add, reorder, and delete the challenges and settings that enable your users to use Auto
Activation.

Add Auto Activate Challenge

Mote! Since mo challenges are defined for Auto Actrvation it is currently disabled

4. From the System Challenge drop-down list, select System email.

5. Click Add.
The System email challenge appears in the Registered Challenges list.

6. If there are any other challenges in the Registered Challenges list, click Remove to delete them.
This configures Self Service to require only the System email challenge for Self Service account activation.

7. Inthe Forgotten Password Settings section, click Remove next to all Registered Challenges except
System email and Userdefined Challenge.

Fargotten Password Settings
You can add, recrder, and delete the challenges and settings that enable your users to find & Forgotien
Password.

Add Forgotten Password Challenge

Registered Challenges (in order)

Hame Attribute Order Remowve
Systemn Control : "

Challenge [Update this] Attribute [Update this] Drown Remowve
System email E-mail Up Down Remove
Uszer Name <internal=

Userdefined Challenge  <internal=

[ send a message to the secondary channel when the password is sent to the user.

Message to secondary channel
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Configure and enable Self Service

8. Inthe Forgotten User Name Settings section, click Remove next to all Registered Challenges
except System email and Userdefined Challenge.

Forgotten User Name Settings

You can add, recrder, and delets the challenges and sattings that enable your users to find a Forgotten
User Name.

Add Forgotten User Name Challenge

Registered Challenges (in order)

Hame Attribute Order Remowve
System Control . ik

Challenge [Update this] Aftribute [Update this] Down Remowve
System email E-mail Up Down Remowve

Userdefined Challenge <internal=

Message to the user Your User Name ig: {0}

9. Click Save.
The Manage Self Service page appears.
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Enable Self Service for the WatchGuard SSL Password authentication
method

1. Select Manage System > Authentication.
The Registered Authentication Methods page appears.

2. Select the WatchGuard SSL Password authentication method.
The Edit Authentication Method page appears.

Edit Authentication Method WatchGuard 55L Password ?
(e T =T (T i RADIUS Replies Extended Properties
Youw can edit general settings as well as add, edit, or delete authentication method servers for the

authentication method. To edit or delete an authentication method server, click the appropriate link
in the list,

Enable authentication method
Display Mame WatchSuard S5L Fassword
Template Name PasswordDefault
Manage Default Template Specification...
Authentication Method Type WatchGuard S5L Password
Authentication Methed ID 3

Registered Authentication Method Servers

Display name Host Port Status

Add Authentication Method Server ...

Delete...
Save

3. Onthe General Settings tab, click Add Authentication Method Server.
The Add Authentication Method Server page appeats.

4. Select an authentication method server from the Display Name drop-down list.
5. Configure the Host, Port, and Timeout settings.

6. Click Add.
The Edit Authentication Method page appears.

7. Click Manage Default Template Specification.
The Manage Default Template Specification page appears.

8. Replace the code in the second line with: <templatespec type="SelfServiceForm">
9. C(lick Update.

10. Click Save.

11. Click Publish to update your configuration with the changes.
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Configure and enable Self Service

Reset your password with Self Service

1. Connect to the Application Portal Authentication page.
The Application Portal Authentication page appears with a list of available authentication methods.

2. Select the WatchGuard SSL Password authentication method.
The WatchGuard Password authentication page appears, with self service options enabled.

Type your User Name.

Click Forgotten Password.

Type your email address.

Type the response to your personal challenge.
Select to receive the new password via email.

Click Continue to restart authentication.
Use the new password you received in email to log in.

WX NOUL AW
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Set up Active Directory authentication with LDAP
over SSL

You can use both WatchGuard authentication methods and third-party authentication methods with your
WatchGuard SSL device. One available third-party method is Active Directory. The Active Directory
authentication method is an LDAP bind authentication method that allows users to change their domain
passwords through the WatchGuard SSL Application Portal and enforces strong password restrictions. This
functionality is only supported with Microsoft Active Directory (AD) servers.

To use this method, you must configure the External Directory Service (your AD server) for LDAP over SSL
communication because this functionality is only allowed over SSL.

Configure the Active Directory authentication method

When you use an Active Directory server you can choose from many authentication methods. Because users
can change their passwords when they authenticate, we recommend that you use the Active Directory
authentication method. With this method, the password policy settings you defined in Active Directory are

enforced.

To configure Active Directory authentication:

1. Select Manage System > Authentication.
The Authentication page appears.

Monibor Sysbem

Cerificates
Abolishrmant
Aszessment
Kokification Sektings
cClient Definitions
Celegated Managermant
Adrninistration Sarvice
Device Settings
Device Updake
Rekwark Configurstion
Restore Configurstion

Irmporyd Export Configuration

Log Off

User Management

sogthentication

Resowrce Access

Registered Authentication Methods

Display Hame Authentication Method Type Shatues

watchGuard 551 Mobile Text WatchGuard 550 Mobile Text Enablad
WatchGuard $5L Web W atchBuard S5L Web Enabled
WatchGCuard 55L Challanga WatchGuard S5L Challenge Enablad
wabtthGuard 5L Pasaword watehGuard SSL Passward Enabled
WatchGuard 551 Synchronized Watch@uard S5L Synchronized Enabled
gt met LDAP Enabled

o ] on
Add Authantication Method Total registered: &

Manage Global Authentication Setbngs

RADIUS Configuration
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Set up Active Directory authentication with LDAP over SSL

2. Select Add Authentication Method.

The Add Authentication Method page appears.

Add Authentication Method

£y
ot

WatchGuard S5L web

s

.,

% wWatch@uard 550 Challangs

{7 watchGuard S5L Synchranized

L=

T watchGuard 5L Mobile Tesxt
3 watchGuard S5L Password

{7 General RADIUS

) SacurlD

O

) LDap

e

E} Active Diractary
0 Movell abirectary

& 3 5

{0 Windows Integrated Login
{3 WTLM

O

) Basic

Y

b User Certificate

P

) Form-Based Authentication
{7 confidance onling

{7t Copy of [y atchBuard SSL Moblla Taxt %]

Select the type of authentication method wou want to add to the Registerad Authentication
Mathadz lizk, Te sdd & custars suthanbication mathed, salact Baszic

Mesxt 2=

3. Select Active Directory. Click Next.

4. To enable Active Directory authentication, select the Enable authentication method check box.
If you choose to configure this method but not enable it, you can enable it at another time.

Add Authentication Method

Configure the zeMings For thiz sutherticsbion meathad.

Enable authentication rmethod

Display Mame

Termplats Hame TP:.L:.'-LA:-I:inF'al:e

Registered Authentication Method Servers
Host Port Tirmezout Account

Add Aauthentication Method Serder,..

< Pravious

7

Maxt =

5. Type the Display Name for this method.
6. To use a template other than the default template, type the Template Name.
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7.

8.
9.

10.

11.

12.
13.
14.

15.

To specify the AD server, click Add Authentication Method Server.
You can specify more than one AD server.

Add Authentication Method Server e

Enter the following settings for the authentication method server and dick Next to add it to the
suthentication method,

Haost

Port E36

Timeout 5000 | rilliseconds
Agcounk

Password

Foot DN

= Prewigus Mext =

Type the Host IP address or DNS name for the AD server.
To use a port other than the default port, type a new Port number.

To use a timeout value other than the default setting, type a new Timeout value.
This is the amount of time the client waits for a response from the AD server before it tries to connect with another
authentication method.

Type the Account name for the administrator of the AD server. This can be a Distinguished Name or
Principal Name.
Make sure you use the correct user name form.

For example:

= username@mywatchguard.com

= mywatchguard\username

= CN=username,OU=mywatchguard,OU=com

Type the Password for the AD server.

Type the Root DN for the AD server where user accounts are stored.

Click Next.

The Authentication Method Server appears in the Registered Authentication Method Servers list.
Click Next.

The Extended Properties page appears with a default list of Registered Extended Properties. Extended properties
are actions that occur when your users authenticate with this method.

&dd Authentication Method @
Extended Properties

vau can add, edit, or delete extended properties far this authentication methed,

Add Extended Property...

Registered Extended Properties

Key Yalus
Warning before password expires )
Locale en S
User name may not change during session e
Al vises prancipal nane False
= Previous

Fimish Wizard
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16. To add an extended property, click Add Extended Property. Select a Key and a Value. Click Next.

Set up Active Directory authentication with LDAP over SSL

The extended property appears in the Registered Extended Properties list.

17. Click Finish Wizard.

The AD authentication method appears in the Registered Authentication Methods list with the Display Name you

specified.

18. Click Publish to update your configuration with this change.

If you do not enable the Active Directory authentication method, your remote users can still authenticate to
the WatchGuard SSL Application Portal with their Active Directory credentials. You can create user accounts
in the Local User Database and link them to their Active Directory user accounts to use the same credentials.
Then you enable the WatchGuard SSL Password authentication method. When your users authenticate,
WatchGuard SSL automatically queries the AD server for the user credentials. If your users change their
passwords when they authenticate, the passwords are only changed in the Local User Database, not the AD
server, and any policy settings you configured in the AD server are not applied.

To link users in your Local User Database to your AD server:

1. Select User Management > User Accounts.
The Manage All User Accounts page appeatrs.

Monibor Sysbem User Management
Usar Accounts

User Graups
Extarnal Directory Service

Self Service

Log OFF

Resource Access

Manage Sysbem

Manage All user accounts @
Scarch by User ID | * | Al user accounts '\*_ Search
Usar 1D Display Nama Ennail Disabled Dalate
bc bz |:| l:‘
s=luserl sslusarl sslusenflugsslnat |:| l:‘
sluserll sslusardl sslusendugsslnat |:| |:|
seluserliy ssluserl0d sslusengiwgsslnat D D
seluserll sslusarll sslusengiwgssl nat |:| l:‘
s=luserl2 ssluserl2 sslusenflugsslnat I:‘ l:‘
sluserll ssluserd sslusendugsslnat |:| |:|
ssluserld ssluserld sslusengwgsslnet l—_l D
seluserls sslusarlS selusengwgssl nat (| l:‘
z=lusecrlb ssluserle sslusenfugsslnet l—l D
Search Resultiioz || ]
2212545678910 > =k
fidd User Save Crelete

Import User Account

Create User Account by Linking

Repair Linked User Account

Global Vser Account Setlings
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2. Click Global User Accounts Settings.
The Manage Global User Account Settings page appeatrs.

Manage Global User Account Settings

LTS LTSRN Uszer Linking Repair User Links

Default Account Settings

Max Logon Rekbrias i0

Account Expires In .l:l days

Default Account Settings for Watch Cuard Authentication

Max Logon Retrlasz ]

Account Settings for WabchGuard Authentication

DUSE Groups

Dl.lsn framad [P

Tirna Lod: Tinmeout 120 minutes
Timna Lode Intarval 2 fauly logons
Change Pazsword/PIN Hobification 7 days

Tineaut Settings

Max Inackivity Time i5s minutes
Seszion Timeout EL minutes
abgoluta Timeout _'.|' #0 minutes
Timnaouwt Warning &0 saconds
Hctive Uzers Timaout is5 minutas

Search Limit Settings

Search Limit 9990
Dizplay Lirnit 10

Save

3. Select User Linking.
4. Configure the global settings for User Linking.
5. Click Save.
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Create a CSR with OpenSSL

Configure the Active Directory server with LDAP over SSL

Because the WatchGuard SSL Active Directory authentication method uses LDAP over SSL, you must first
enable LDAP connections over SSL on your Active Directory server. LDAP connections are not enabled by
default on Active Directory, even if certificate services are installed on your server.

LDAP over SSL is also known as LDAP/S, LDAPS, and LDAP over TLS. LDAP over SSL simply means that the LDAP
connection between the LDAP client (in this case, the WatchGuard SSL device) and LDAP server (the Active
Directory server) is authenticated by TLS (Transportation Layer Security), and the data exchanges are
encrypted by the different cipher suites supported by the TLS protocol.

Forinformation about how to enable LDAP over SSL, go to http://support.microsoft.com/kb/321051, and read
the article, How to enable LDAP over SSL with a third-party certification authority.

Create a CSR with OpenSSL

The WatchGuard SSL Server default configuration has a self-signed server certificate called TestCert. We
recommend that you replace this with your own signed certificate. To create your own signed certificate, you
first need to create a Certificate Signing Request (CSR). Then you send the CSR to a certificate authority

(CA) which issues a signed certificate.

Before you begin

You can use OpenSSL to create a private key and certificate signing request. For a list of sites where you can
download OpenSSL, see http://www.openssl.org/related/binaries.html.

Use OpenSSL to generate a CSR

1. Open a command line interface.
2. Togenerate a private key, type: openssl genrsa -out wgnet.key 1024

3. Togenerate a CSR with the private key, type:
openssl req -new -key wgnet.key -out wgnet.csr
In this example wgnet.csr is the certificate signing request.

Submit the CSR to a certificate authority

Use the CSR to request a certificate from Thawte, Verisign, or another certificate authority (CA). Use the
instructions from your CA to submit the CSR. The CA returns to you a signed certificate.

Convert the private key to PKCS#8 format

Before you import the certificate and private key, you must use OpenSSL to convert the private key to PKCS#8
format.

1. Open a command line interface.

2. Type: openssl pkcs8 -topk8 -in wgnet.key -out wgnet.pk8
In this example, wgnet.pk8 is the PKCS#8 private key file.
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Add the new certificate to the WatchGuard SSL Web Ul

If your certificate is a bundled certificate, you must split the certificate before you add it to the WatchGuard

SSL Web UL.

Select Manage System.

The Manage System page appeatrs.

Monitor System

Cerificates
Abolishrmant
Aszessment
Kokification Sektings
cClient Definitions
Celegated Managermant
Adrninistration Sarvice
Device Settings
Device Updake
Rekwark Configurstion
Restore Configurstion

Irmporyd Export Configuration

Log Off

User Management

Authentication

Resowrce Access

Registered Authentication Methods @
Display Hame Authentication Method Type Shatues
watchGuard 551 Mohile Text WatchGuard 550 Mobile Text Enabled
WatchGuard 551 Web W atchBuard S5L Web Enabled
WatchGCuard 55L Challanga WatchGuard S5L Challenge Enablad
wabtthGuard 5L Pasaword watehGuard SSL Passward Enabled
WatchGuard 551 Synchronized Watch@uard S5L Synchronized Enabled
wgtimet LDAP Enabled
o ] on
Add Authantication Method Total registered: &

Manage Global Authentication Setbngs

RADIUS Configuration

Select Certificates.

The Manage Certificates page appeatrs.

Manage Certificates

Cerbficate Authorities

Add Certificate Authority...

Server Certificates

Add Server Cortificate...

Testhert

client Certficate

specfy one client certificata.

ou can add, edit, or delebe Certificabe Authorities,

Registered Certificate Authorites

Registerad Server Certificates

Manage Client Certificate Setbngs...

Server certificates can be used to manage liskanars, Wou can use a specific certificate for each
IP address or port, vou can add, edit, or delete Server Certificates,

o can configure the settings for the Client Cerificats, IF you selecked SSL, vou can anly
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3. Select Add Server Certificate.
The Add Server Certificate General Settings page appears.

Create a CSR with OpenSSL

Add Server Certificate
Ganeral Sethngs

&dd the PEM formatted cartificate and key file balow.

Dizplay Hame

Cartificate ' .
Kay _
Fassword

< Previous

Save

4. Type a Display Name and enter the paths to the Certificate and Key files (select a key file with the

.pk8 extension). If you created an encrypted key, type the same Password.
5. Click Save.

6. Select Administration Service.
The Manage Administration Service page appears.

Manage Administration Service

Extermal Cormmunication Settngs

Adrniniskrator Hask
"f.;:' EthiD: 192,168, 54.60

Adrninistrator HTTP Port 050
administrator HTTPES Pat S443
Sarver Cartificate TestCerk W

Manage Global Setbngs I Rastart Semice

Configure the sattings for communication betwaen WatchGuard S50 Wab UL and the dient.

Sawe

7. Select the certificate you added in the Server Certificate drop-down list.
8. Click Save.
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