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Introduction

The WatchGuard SSL 100 is an affordable, easy-to-use, and secure remote access device that provides reliable
connectivity to your corporate data and resources. Its flexibility enables you to make your remote connectivity
deployment as simple or as sophisticated as your business requirements dictate.

If your business requires remote access to email and file shares, the WatchGuard SSL 100 delivers the security,
flexibility, and breadth of options you need for secure remote access to your network. The WatchGuard SSL
100 stand-alone deployment implementation is a hassle-free VPN solution that provides universal access to
applications and network resources with no connectors, no modules, no client management issues, and no
extras to buy. The WatchGuard SSL 100 accommodates up to 100 concurrent users.

About the WatchGuard SSL 100 solution

The WatchGuard SSL 100 solution includes the WatchGuard SSL 100 device, the WatchGuard SSL Web Ul, the
WatchGuard SSL Application Portal,and the WatchGuard SSL Access Client.

=  The WatchGuard SSL 100 device is an all-in-one appliance that includes all the hardware, software, and
WatchGuard servers for your solution.

=  The WatchGuard SSL Web Ul is a Web-based administration application with a task-oriented approach.
You can use the Web Ul to monitor your WatchGuard SSL system, add user accounts, manage access
to your resources, and manage your system settings.

=  The WatchGuard SSL Application Portal is the web site where your users authenticate and get access
to your network resources.

= The Access Client is a SSL VPN client that enables on-demand access to tunnel resources in your
Application Portal.

About the WatchGuard SSL Access Client

The WatchGuard SSL Access Client is an on-demand SSL VPN client. When a user selects a resource available
through the tunnel, the Access Client automatically downloads and installs on the client computer through
the web browser. The Access Client is available in two versions: the installed Access Client and the on-demand
Access Client. The Access Client is loaded with either ActiveX or a Java Applet, based on your configuration
choices. To use the ActiveX client loader to install the client, users must have local administrator rights on their
computers. For your users who do not have local administrator rights, you can download the Access Client
from the WatchGuard web site and provide it to the SSL VPN users on your network.
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Introduction

About the Application Portal

The Application Portal provides access to Web Resources and Tunnel Resources. Web Resources are any files
accessible with a web browser, or applications with a web interface such as Outlook Web Access or the
WatchGuard SSL Web UL. Users can connect to Web Resources without the Access Client.

Tunnel Resources are client-server applications or intranet sites. Examples of tunnel resources include Remote
Desktop or a Windows file share. Users must have the Access Client to connect to Tunnel Resources.

About the WatchGuard SSL Configuration Field Guide

The purpose of this guide is to provide you with some detailed information about how to use the WatchGuard
SSL Web Ul to configure your WatchGuard SSL system for user access to your network.

The examples in this Field Guide discuss these specific tasks:

Configure full network access

Add a Windows File Sharing Resource
Add an Outlook Web Access Resource
Add a Terminal Server Resource
Configure a bi-directional Tunnel Set

Pre-connection end-point integrity check

Post-connection cleanup with Abolishment

Add the Access Client installer link in the Application Portal

Add the Access Client installer as an Application Portal resource
Install the Access Client

Two-factor authentication with Mobile ID

Send One-Time Passwords (OTPs) to users through email
Configure and enable Self Service

Set up Active Directory authentication with LDAP over SSL
Create a CSR with OpenSSL

For more detailed information about product functionality, see the product documentation available at:
http://www.watchguard.com/help/documentation/.

You can also see the online version of the help system available at:
http://www.watchguard.com/help/docs/ssl/3/en-US/index.html.
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Connect to the WatchGuard SSL Web Ul

The interface that you use to connect to the WatchGuard SSL Web Ul is different for each network interface
configuration. You can choose a single interface mode or a dual interface mode configuration. If you choose
single interface mode, you must select to use the Eth0 interface for management. If you select dual interface
mode, you can choose to use either EthO or Eth1 for management.

The WatchGuard SSL Web Ul uses port 8443 for both modes.

To connect to the EthO interface for management:

1. Connect your computer to the EthO network.
2. Inaweb browser, type https://<Eth0 IP address>:8443.
3. Type your super administrator credentials to log in.

To connect to the Eth1 interface for management:

1. Connect your computer to the Eth1 network.
2. Inaweb browser, type https://<Ethl IP address>:8443.
3. Type your super administrator credentials to log in.

Connect to the WatchGuard SSL Application Portal Authentication page

To connect to the Application Portal:

1. Type the address of the portal domain name.

For example, https://ap.example.com.

The Authentication page appears with a list of available authentication methods.
2. Click an authentication method.

For example, WatchGuard SSL Password.

The Authentication page for the selected authentication method appears.
3. Type and submit your user credentials.

The Application Portal appears with icons for the resources you can access.
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Configuration Tasks

Configure full network access

Most of the resources you define give users remote access to specific applications. However, you can enable
Full Network Access so users can access a set of network resources at the IP level, similar to traditional IP VPN
solutions. Full Network Access enables network-based access, which means that your users can connect to all
network resources and applications through passive FTP, RDP, or a web browser.

You can enable network access to the whole network on a specified port set.

Steps
= Create a tunnel network resource for all ports on a network
= (Create a new tunnel set for the new tunnel network resource
= Connect to an Internet web host and to a Terminal Server host
= Verify that the data is tunneled
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Configure full network access

Create a tunnel resource network

You can add a tunnel resource network and enable access to it with any of the authentication methods you
configured.

1. Select Resource Access.
The Resources page appeatrs.
2. Click Add Tunnel Resource Network.
The Add Tunnel Resource Network page appears.

Add Tunnel Resource Network 7
General Settings

Configure the settings for this tunnel resource network.

Enable resource

Display Mame

Description

[F Range o

TCP Port Set

UDF Port Set

Use Fileshare 550

Fileshare 250 Domain

Use Remote Desktop S50

FRemote Desktop S50 Domain

Mext =

3. Type a Display Name.
4. (Optional) Type a Description.

5. Inthe IP Range field, type the range of IP addresses for the computers you want to allow your users to
access.

For example, type 192.168.54.0-192.168.54.255 to allow access to all IP addresses on the
192.168.54.0/24 network.

6. Inthe TCP Port Set field, type a list or range of TCP ports you want to allow your users to access.
For example, to allow access to all ports, type 1-65535.

7. Inthe UDP Port Set field, type a range of UDP Ports.
For example, to allow access to all UDP ports, type 1-65535.

8. Click Next.
The Access Rules page appears.

9. Select the Any Authentication access rule to protect this resource.

10. Click Next.
The Add Tunnel Resource summary page appears.

11. Review the confirmation page.
12. Click Finish Wizard.
The Resources page appears with a message that the resource was added successfully.

13. Click Publish to update your configuration with this change.
The resource is now available in the Application Portal.
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Configuration Tasks

Add a tunnel set

You can add a tunnel set and enable access to it with any of the authentication methods you configured.

1.

No v W

Select Resource Access.

The Resources page appeatrs.
Click Add Tunnel Set.

The Add Tunnel Set page appears.

Add Tunnel Set
Configure the settings for the tunnel set. You must add at least ene tunnel to the tunnel set,

[#] Enable tunnel sat

Display Name

Application Portal Settings
Make tunnel set available in Application Portal

Icon Browse_

Select Icon in Icon Library...

Link Text

Mext =

Type a Display Name.

Make sure the Make resource available in Application Portal check box is selected.
Click Browse or Select Icon in Icon Library to choose an icon for this resource.

Type the Link Text to appear with this icon in the Application Portal.

Click Next.
The Manage Tunnel Settings page appears.

Click Add Dynamic Tunnel.
The Add Dynamic Tunnel page appears.

Add Dynamic Tunnel

connections for users to be prompted to accept or deny each connection.

Resource dizplay name ¥
Host 192.1658. XX XX

TCR Port Set 20

UDFP Port Set

[] Confirm connections

[ use virtual 1P

= Pravious

Select which resource to tunnel and configure the settings for the dynamic tunnel. Select Confirm

Next >
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Add a Windows File Sharing Resource

In the Resource drop-down list, select the new Resource Network.

The IP Set, TCP Port Set, and UDP Port Set fields are automatically populated with the values from the
selected Network Resource. You can accept these values, or change them to a more limited set.

10. Click Next on the remainder of the wizard pages.
11. On the Add Tunnel Set Summary page, click Finish Wizard.

The Resources page appears with a message that the resource was added successfully.

12. Click Publish to update your configuration with this change.

The resource is now available in the Application Portal.

You can add more than one tunnel set that uses the same resource network. Repeat Steps 1-9 to add more
tunnel sets that provide access to different resources in the same resource network. Each tunnel set appears
as a hew resource icon in the Application Portal.

Use a Full Network Access resource to connect to network resources

Connect to the Application Portal Authentication page.

Select an authentication method.
The Authentication page for the selected authentication method appears.

. Type your credentials for the authentication method you selected.

The Application Portal appears with an icon for the file share resource.

. Click the icon for the Full Network Access resource.

Access to the network resources is enabled.

Browse to an internal web site in the IP address range you specified for the Full Network Access
resource.

The protected web site appeatrs in the browser.

Use Microsoft Remote Desktop Connection (RDP) to log in to an IP address in the protected range.
The Access Client starts. The RDP session is successful.

Add a Windows File Sharing Resource

When you add a resource to your WatchGuard SSL Application Portal, your users can access any available
applications with one click. You can add a Windows File Sharing Resource and configure the WatchGuard SSL
device to map the file share to a drive letter.

Steps

Add a Windows File Sharing Resource to the Application Portal
Protect the resource with any authentication method
Authenticate to the Application Portal and use the resource

Before you begin, make sure you have at least one shared folder. To create a shared folder, select a
folder and edit the Windows folder Sharing properties to share it.
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Configuration Tasks

Add a Windows File Sharing Resource and Authentication Method

You can add a Windows File Sharing Resource to your network and enable access to it with any of the
authentication methods you configured.

1. Select Resource Access.
The Resources page appeatrs.

2. Click Add Standard Resource.
The Add Standard Resource page appears.

3. Inthe Standard Resources list, expand the File Sharing Resources group.

4. Select Microsoft Windows File Share.
Microsoft Windows File Share is highlighted.

5. Click Add this Standard Resource.
The Add Standard Resource Microsoft Windows File Share page appeats.

Add Standard Resource Microsoft Windows File Share ?

Add support for a Microsoft Windows File Sharing with Dynamic Tunnels. This adds a Tunnel Resource
and a Tunnel Set with Dynamic Tunnels en ports 137-139 and 445

General Settings

Display Name

Description
Special Settings
Enter the fallawing settings for the standard resource.

[#] Enable resource

IF Address
Share

Drive |etter Mone ||

Application Portal Settings

Make resource available in Application Portal

Icon Browse._

Select Icon in Icon Library...

Link Text

< Previous Mext =

Type a Display Name.

(Optional) Type a Description.

Type the IP Address of the server where the share is located.

Type the Share name. By default, this is the name of the shared folder.

0 o N o
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Configuration Tasks

Add the new certificate to the WatchGuard SSL Web Ul

If your certificate is a bundled certificate, you must split the certificate before you add it to the WatchGuard

SSL Web UL.

Select Manage System.

The Manage System page appeatrs.

Monitor System

Cerificates
Abolishrmant
Aszessment
Kokification Sektings
cClient Definitions
Celegated Managermant
Adrninistration Sarvice
Device Settings
Device Updake
Rekwark Configurstion
Restore Configurstion

Irmporyd Export Configuration

Log Off

User Management

Authentication

Resowrce Access

Registered Authentication Methods @
Display Hame Authentication Method Type Shatues
watchGuard 551 Mohile Text WatchGuard 550 Mobile Text Enabled
WatchGuard 551 Web W atchBuard S5L Web Enabled
WatchGCuard 55L Challanga WatchGuard S5L Challenge Enablad
wabtthGuard 5L Pasaword watehGuard SSL Passward Enabled
WatchGuard 551 Synchronized Watch@uard S5L Synchronized Enabled
wgtimet LDAP Enabled
o ] on
Add Authantication Method Total registered: &

Manage Global Authentication Setbngs

RADIUS Configuration

Select Certificates.

The Manage Certificates page appeatrs.
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3. Select Add Server Certificate.
The Add Server Certificate General Settings page appears.

Create a CSR with OpenSSL

Add Server Certificate
Ganeral Sethngs

&dd the PEM formatted cartificate and key file balow.

Dizplay Hame

Cartificate ' .
Kay _
Fassword

< Previous

Save

4. Type a Display Name and enter the paths to the Certificate and Key files (select a key file with the

.pk8 extension). If you created an encrypted key, type the same Password.
5. Click Save.

6. Select Administration Service.
The Manage Administration Service page appears.

Manage Administration Service

Extermal Cormmunication Settngs

Adrniniskrator Hask
"f.;:' EthiD: 192,168, 54.60

Adrninistrator HTTP Port 050
administrator HTTPES Pat S443
Sarver Cartificate TestCerk W

Manage Global Setbngs I Rastart Semice

Configure the sattings for communication betwaen WatchGuard S50 Wab UL and the dient.

Sawe

7. Select the certificate you added in the Server Certificate drop-down list.
8. Click Save.
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