
WatchGuard SOHO
WebBlocker
WatchGuard SOHO WebBlocker is an optional feature of the WatchGuard 
SOHO and SOHOtc that provides Web site filtering capabilities. It enables 
you to exert fine control over the types of Web sites users on your private 
network are allowed to view.

How WebBlocker Works

WebBlocker relies on a URL database built and maintained by The Learn-
ing Company for the CyberPatrol. The WebBlocker database contains 
many thousands of IP addresses and directories. These addresses are 
divided into categories based on content such as Drug Culture, Intoler-
ance, or Sexual Acts. 

WatchGuard copies the database to our Web site at regular intervals. 
Every time a user on your private network attempts to reach an Internet 
Web site, the SOHO queries our database and determines whether or not 
to block the site. Depending on conditions, the SOHO decides whether or 
not to block the site:



Web Site Not in CyberPatrol List
If the site is not in our database, the Web browser opens the page for 
viewing.

Web Site in CyberPatrol List
If the site is in our database at WatchGuard, the SOHO checks whether 
or not you have chosen to block that type (or category) of site. When 
the category is blocked, the browser displays a page informing the 
user that the site is unavailable for viewing. If the category is not 
blocked, the Web browser opens the page for viewing.

WatchGuard WebBlocker Database Unavailable
If for any reason, the WatchGuard WebBlocker database is unavailable, 
for example if there is briefly a problem between your ISP and the 
nearest WatchGuard server, the browser displays a page informing the 
user that the site is unavailable for viewing.

Bypassing the SOHO WebBlocker
Ocassionally you may want to allow select individuals to bypass the fil-
tering functions of the SOHO WebBlocker. For example, if you are using 
the SOHO in a home as a telecommuter, you may want to block a cate-
gory from your children while still retaining access for the adults in the 
household.

The SOHO WebBlocker configuration page includes a Full Access Pass-
word field. You can configure this password and give it to only those 
members of your private network who should be able bypass the Web-
Blocker. When a site is blocked or unavailable, the user has the option of 
entering the full access password. With the password entered, the 
browser displays the otherwise blocked site. Once the password is 
entered, the user can browse any site on the Internet until either the Pass-
word Expiration duration passes or the individual closes the browser.
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Purchasing and Enabling the SOHO WebBlocker
Purchasing and Enabling the SOHO WebBlocker

To use WatchGuard SOHO WebBlocker, you must first purchase and 
enable the WebBlocker feature key.

1. Open your Web browser to the WatchGuard SOHO LiveSecurity Ser-
vice: 

KWWS���ELVG�ZDWFKJXDUG�FRP�62+2�/RJLQ�DVS�

2. If you have already activated LiveSecurity, enter your User Name and 
Password and click Login. If you are a new user, follow instructions to 
activate your LiveSecurity Service.

3. Once logged in to LiveSecurity, click the WebBlocker link.
4. On the WebBlocker for SOHO Information page, click Buy Now.
5. Accept the end-user licence agreement, enter your credit card and bil-

ing information, then accept the order summary.
$Q�RUGHU�FRQILUPDWLRQ�SDJH�DSSHDUV�DQG�D�QHZ�IHDWXUH�NH\�LV�JHQHUDWHG�IRU�\RXU�
62+2�GHYLFH��7KH�QH[W�WLPH�WKH�62+2�GHYLFH�UHERRWV�DQG�FRQWDFWV�:DWFK*XDUG��LW�
ZLOO�REWDLQ�WKH�QHZ�IHDWXUH�NH\�DQG�HQDEOH�:HE%ORFNHU�

6. Reboot the SOHO.

Configuring the SOHO WebBlocker

Use the WatchGuard SOHO Configuration pages to enter settings for the 
SOHO WebBlocker. You must provide the location of the nearest Watch-
Guard WebBlocker server, a full access password for bypassing Web-
Blocker, the duration the full access password is valid, and the categories 
you wish to block.

1. Open a Web browser and enter the IP address to access the Watch-
Guard SOHO Configuration menu.
7KH�GHIDXOW�FRQILJXUDWLRQ�,3�DGGUHVV���������������

2. Select Services.
7KH�6HUYLFHV�PHQX�DSSHDUV�

3. Select Web Blocking.
7KH�:HE%ORFNHU�FRQILJXUDWLRQ�SDJH�DSSHDUV��,W�SURYLGHV�FRQWUROV�IRU�DFWLYDWLQJ�DQG�
FRQWUROOLQJ�:HE%ORFNHU��DV�ZHOO�DV�FKHFNER[HV�WR�GHWHUPLQH�ZKLFK�FRQWHQW�W\SHV�FDQ�
EH�DFFHVVHG�
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4. Check the Enable Web Filtering checkbox.
7KLV�WXUQV�RQ�62+2�:HE%ORFNHU�

5. Enter the Full Access Password.
7KH�)XOO�$FFHVV�3DVVZRUG�SURYLGHV�XVHUV�\RX�VHOHFW�WR�HQWHU�D�SDVVZRUG�WKDW�
E\SDVVHV�RWKHUZLVH�EORFNHG�VLWHV�

6. Enter Password Expiration duration in minutes.
6HWWLQJ�WKH�SDVVZRUG�H[SLUDWLRQ�DW��IRU�H[DPSOH�����PLQXWHV��HQVXUHV�WKDW�XQDW�
WHQGHG�:HE�EURZVHUV�ZLOO�EH�GLVFRQQHFWHG�DIWHU�VLWWLQJ�LGOH�IRU����PLQXWHV��7KLV�
HQVXUHV�WKDW�RQO\�WKH�LQGLYLGXDOV�FKRVHQ�WR�XVH�WKH�)XOO�$FFHVV�3DVVZRUG�ZLOO�EH�DEOH�
WR�EURZVH�RWKHUZLVH�EORFNHG�VLWHV�

7. Create your organization’s browsing profile.
(QDEOH�WKH�FKHFNER[HV�IRU�WKH�FDWHJRULHV�WR�ZKLFK�\RX�ZDQW�WR�GHQ\�DFFHVV�

8. Click the Submit button to register your changes.
6XEPLWWLQJ�WKH�SDJH�DOWHUV�\RXU�FRQILJXUDWLRQ�ILOH�WR�WXUQ�RQ�:HE%ORFNHU�DQG�EORFN�
XVHUV�IURP�DFFHVVLQJ�:HE�VLWHV�WKDW�PDWFK�WKH�FDWHJRULHV�\RX�FKHFNHG�LQ�6WHS���
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WebBlocker Categories
WebBlocker Categories

WebBlocker relies on a URL database built and maintained by The Learn-
ing Company for the CyberPatrol. The Learning Company constantly 
searches the Internet to update the list of blocked sites in each of 14 cate-
gories. 

$OO�RI�WKH�FDWHJRULHV�SHUWDLQ�WR�DGYRFDF\�UDWKHU�WKDQ�RSLQLRQ�DQG�RU�
HGXFDWLRQDO�PDWHULDO��)RU�H[DPSOH��WKH�'UXJV�'UXJ�&XOWXUH�FDWH�
JRU\�EORFNV�VLWHV�GHVFULELQJ�KRZ�WR�JURZ�DQG�XVH�PDULMXDQD�EXW�GRHV�
QRW�EORFN�VLWHV�GLVFXVVLQJ�WKH�KLVWRULFDO�XVH�RI�PDULMXDQD�

Alcohol/Tobacco
Pictures or text advocating the sale, consumption, or production of 
alcoholic beverages and tobacco products. 

Illegal Gambling
Pictures or text advocating materials or activities of a dubious nature 
which may be illegal in any or all jurisdictions, such as illegal business 
schemes, chain letters, copyright infringement, computer hacking, 
phreaking (using someone’s phone lines without permission) and 
software piracy. Also includes text advocating gambling relating to 
lotteries, casinos, betting, numbers games, on-line sports or financial 
betting, including non-monetary dares. 

Militant/Extremist
Pictures or text advocating extremely aggressive or combative behav-
ior or advocacy of unlawful political measures. Topic includes groups 
that advocate violence as a means to achieve their goals. It also 
includes pages devoted to “how to” information on the making of 
weapons (for both lawful and unlawful reasons), ammunition, and 
pyrotechnics. 

Drug Culture
Pictures or text advocating the illegal use of drugs for entertainment. 
Includes substances used for other than their primary purpose to alter 
the individual’s state of mind, such as glue sniffing. This criterion 
would not block sites describing typically illegal drugs that are legally 
prescribed for medicinal purposes (i.e., drugs used to treat glaucoma 
or cancer).

Satanic/Cult 
Pictures or text advocating devil worship, an affinity for evil, wicked-
ness, or the advocacy to join a cult. A cult is defined as: A closed soci-
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ety that is headed by a single individual where loyalty is demanded 
and leaving is punishable.

Intolerance
Pictures or text advocating prejudice or discrimination against any 
race, color, national origin, religion, disability or handicap, gender, or 
sexual orientation. Any picture or text that elevates one group over 
another. Also includes intolerant jokes or slurs.

Gross Depictions
Pictures or text describing anyone or anything which is either crudely 
vulgar, grossly deficient in civility or behavior, or shows scatological 
impropriety. Topic includes depictions of maiming, bloody figures, 
and indecent depiction of bodily functions.

Violence/Profanity
Pictures or text exposing extreme cruelty or profanity. Cruelty is 
defined as: Physical or emotional acts against any animal or person 
which are primarily intended to hurt or inflict pain. Topic includes 
obscene words, phrases, and profanity in either audio, text or pictures.

Search Engines
Search engine sites such as AltaVista, InfoSeek, Yahoo! and Google.

Sports and Leisure
Pictures or text describing sporting events, sports figures, or other 
entertainment activities. 

Sex Education
Pictures or text advocating the proper use of contraceptives. Topic 
includes sites devoted to the explanation and description of condoms, 
oral contraceptives, intrauterine devices, and other types of contracep-
tives. It also includes discussion sites devoted to conversations with 
partners about sexually transmitted diseases, pregnancy and sexual 
boundaries. Excluded from this category are commercial sites selling 
sexual paraphernalia.

Sexual Acts
Pictures or text exposing anyone or anything involved in explicit sex-
ual acts and/or lewd and lascivious behavior. Topic includes mastur-
bation, copulation, pedophilia, as well as intimacy involving nude or 
partially nude people in heterosexual, bisexual, lesbian or homosexual 
encounters. It also includes phone sex advertisements, dating services, 
adult personals, and sites devoted to selling pornographic CD-ROMs 
and videos.
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Communicating with CyberPatrol
Full Nudity
Pictures exposing any or all portions of human genitalia. Topic does 
not include sites categorized as Partial/Artistic Nudity containing 
nudity or partial nudity of a wholesome nature. For example it does 
not include Web sites for publications such as National Geographic or 
Smithsonian magazine nor sites hosted by museums such as the 
Guggenheim, the Louvre, or the Museum of Modern Art.

Partial/Artistic Nudity
Pictures exposing the female breast or full exposure of either male or 
female buttocks except when exposing genitalia. Topic excludes all 
swimsuits, including thongs. 

Communicating with CyberPatrol

At times, you may question whether or not a site is in the database Watch-
Guard receives from CyberPatrol. In addition, perhaps you find a site you 
would like to see added to the list. CyberPatrol maintains a Web site that 
enables you to directly query the database and provide feedback on its 
future growth.

Visiting the CyberPatrol Web Site

To learn more about the CyberPatrol CyberNOT Search Engine®, you can 
visit their Web site at:

KWWS���ZZZ�F\EHUSDWURO�FRP�F\EHUQRW

At this site you can learn about how the database is maintained, more 
about the CyberLIST criteria, and how to appeal a blocked site or direc-
tory. 

Verifying Whether a Web Site is in the WebBlocker Database
Use the CyberNOT Search Engine to search for specific Web sites and 
determine whether or not they are included in the database used by 
WatchGuard.

1. Open a Web browser to:

KWWS���ZZZ�F\EHUSDWURO�FRP�F\EHUQRW�GHIDXOW�KWP
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2. Scroll down to display the Cyber Patrol CyberNOT Search Engine.

3. Type the URL of the site to check. 
4. Click Check if the URL is on the CyberNOT List.

7KH�6HDUFK�(QJLQH�UHVXOWV�QRWLI\�\RX�ZKHWKHU�RU�QRW�WKH�VLWH�LV�RQ�WKH�&\EHU127�OLVW��
8VH�WKLV�VLWH�DOVR�WR�VXJJHVW�D�QHZ�VLWH�IRU�ERWK�WKH�&\EHU127�DQG�&\EHU<(6�OLVW��DV�
ZHOO�DV�UHTXHVW�D�VLWH�UHYLHZ�

Copyright and Patent Information

&RS\ULJKW�������������:DWFK*XDUG�7HFKQRORJLHV��,QF��$OO�ULJKWV�UHVHUYHG�

:DWFK*XDUG�62+2��:DWFK*XDUG�62+2WF��DQG�:HE%ORFNHU�DUH�HLWKHU�WUDGHPDUNV�RU�
UHJLVWHUHG�WUDGHPDUNV�RI�:DWFK*XDUG�7HFKQRORJLHV��,QF��LQ�WKH�8QLWHG�6WDWHV�DQG�RWKHU�
FRXQWULHV��)LUHER[�DQG�/LYH6HFXULW\�DUH�WUDGHPDUNV�RI�:DWFK*XDUG�7HFKQRORJLHV��,QF��

2WKHU�EUDQGV�DQG�WKHLU�SURGXFWV�DUH�WUDGHPDUNV�RU�UHJLVWHUHG�WUDGHPDUNV�RI�WKHLU�
UHVSHFWLYH�KROGHUV�DQG�VKRXOG�EH�QRWHG�DV�VXFK��

&\EHU�3DWURO�LV�D�UHJLVWHUHG�WUDGHPDUN�RI�/HDUQLQJ�&RPSDQ\�3URSHUWLHV��,QF�

'RF9HU��%�����:HE%ORFNHU��
8 WatchGuard SOHO


	How WebBlocker Works
	Bypassing the SOHO WebBlocker

	Purchasing and Enabling the SOHO WebBlocker
	Configuring the SOHO WebBlocker
	WebBlocker Categories
	Communicating with CyberPatrol
	Visiting the CyberPatrol Web Site
	Verifying Whether a Web Site is in the WebBlocker Database

	Copyright and Patent Information

