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About This Guide

Guide Type

Documented Integration — WatchGuard or a Technology Partner has provided documentation demonstrating
integration

Guide Details

WatchGuard provides integration instructions to help our customers configure WatchGuard products to work
with products created by other organizations. If you need more information or technical support about how to
configure a third-party product, see the documentation and support resources for that product.

AlienVault Integration Guide



AlienVault USM Integration Overview

This document describes how to configure a WatchGuard Firebox to send log data to AlienVault USM.
Platform and Software
The hardware and software used to complete the steps outlined in this document include:

=  Firebox or WatchGuard XTM device installed with Fireware v11.10.x
= AlienVault-USM_trial_5.2.2 with a Virtual Appliance

Configuration

To complete this integration, you must first deploy AlienVault USM. In our integration tests, we used the
AlienVault USM with a Virtual Appliance.

Trusted

AlienVault USM WatchGuard Firebox

To set up the AlienVault environment, please refer to the AlienVault Initial Setup Guide. In this document, we
describe how to enable the WatchGuard Plugin on AlienVault USM and how it works with the WatchGuard
Firebox. The WatchGuard Plugin is used with the AlienVault USM Sensor to extract and normalize syslog data
received from a WatchGuard Firebox. For more information on how to enable the plugin see the AlienVault
Plugins Management Guide.

Set Up AlienVault USM

After AlienVault USM is deployed with a virtual appliance and you have completed the initial setup steps,
launch a web browser and connect through its web Ul at https://[<Management IP>.
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https://www.alienvault.com/doc-repo/usm/setup-and-configuration/AlienVault-USM-4.8-5.x-Initial-Setup-Guide.pdf
https://www.alienvault.com/doc-repo/usm/security-intelligence/AlienVault-USM-Plugins-Management-Guide.pdf

Add Assets

There are several ways to add an asset or assets on AlienVault USM. In this documentation, we show you how
to add an asset manually. To learn more about adding assets, see the AlienVault documentation.

1. Navigate to Environment > Assets & Groups > Assets.

2. Click Add Assets, and then Add Host. The New Asset window displays.

3. Inthe Name text box, type a name to identify the asset. In our example, we name the asset Firebox.
4. Inthe IP Address text box type the IP address of the Firebox. In our example, we type 10.0.1.1.
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https://www.alienvault.com/doc-repo/usm/asset-management/AlienVault-USM-5.1-5.2-Asset-Management-Guide.pdf

5. The other fields are optional. Click Save to save the configuration.

Enable Plugin
1. Navigate to Environment > Assets & Groups > Assets.
2. Select the Firebox asset you just added to your AlienVault configuration.
3. Click@.
4. Click the Plugins tab.
5. Click Edit Plugins.
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6. Use the drop-down menus to set the Vendor as WatchGuard and the Model to XTM Series. The
Version is optional.

7. Click Save.

Set Up Your Firebox to Send Syslog Messages to AlienVault

1. Connect to your Firebox with Policy Manager or Fireware Web Ul. In this document, we use Policy
Manager.

2. Select Setup > Logging.
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§ Logging Setup
Use these zeftings to configure where the device sends log messages.

Thiz device can zend log messages to maore than one destination at the same time. Select one or more
check boxes to specify where log messages are sent: WatchGuard Log Server, syslog server, or Firebox
internal storage.

WatchGuard Log Server
[ Send log messages to these WatchGuard Log Servers:

The servers you specify onthe Log Servers 2 tab are only availakle for

devices with Firevware XTh OS5 w11 10 and higher. Canfigure... |

Syslog Server

[+ Send log messages to this sysloy server:

IP address: I 10001 .2|

Pot: a14=

Log farmest: ISysIng ll Configure... |

Firebox Internal Storage

v Send log messages to Firebox internal storage

¥ Send log messages when the configurstion for this device is changed

o] Cancel Helg

3. Enable the Send log messages to this syslog server check box.

4. In the IP address text box, type the AlienVault Management IP address. In our example, that IP
address is 10.0.1.2.

5. From the Port drop-down list, select 514.

From the Log format drop-down list, select Syslog.

7. Save the configuration changes to your Firebox.

o

Test the Integration

Use these steps to make sure that Firebox syslog messages are correctly sent to AlienVault USM.
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1. In the AlienVault web Ul, navigate to ANALYSIS > SECURITY EVENTS (SIEM). From the DATA
SOURCES drop-down list, select Watchguard and click GO to search for events that were generated
through the WatchGuard plugin. The Events display will look something like this:

2. Double-click an Event to view details.

AlienVault Integration Guide



AlienVault Integration Guide



	AlienVault Unified Security Management™ (USM)
	About This Guide
	Guide Type
	Guide Details

	AlienVault USM Integration Overview
	Platform and Software

	Configuration
	Set Up AlienVault USM
	Add Assets
	Enable Plugin

	Set Up Your Firebox to Send Syslog Messages to AlienVault
	Test the Integration

