achGuard

WatchGuard® UTM
solutions stop:

Spyware

Trojans

Worms

Web exploits
Viruses

Spam

Blended threats
Bots

Buffer overflows
DoS/DDoS attacks

Policy violations
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Earth-friendly technology

Quick Reference Guide

WatChGllard®provides award-winning unified threat management (UTM) and secure remote access
appliances for business networks of all sizes. Our commitment to performance and value gives our
customers enterprise-grade protection through cost-effective, expandable solutions.

Ideal for Regional Hub/Enterprise HQ/Data Center (300 users and above)

X5500e (wG55500)

= 2.0+ Gbps firewall throughput

= 8 10/100/1000 interfaces

= 400 Mbps VPN throughput

= 140 Mbps AV throughput

= 500,000 concurrent sessions

™ 750 Branch Office VPN tunnels

= 600/600 MUVPN IPSec tunnels (incl/max)
= 1000/1000 MUVPN SSL tunnels (incl/max)
B Unlimited nodes supported (LAN IPs)

® Fireware® Pro (advanced appliance software)
= 75 VLANs

® Centralized management

= Spam blocking (optional)

= URL filtering for HTTP/HTTPS (optional)

= Gateway AntiVirus/IPS (optional)

= Model upgradeable to X6500e, X8500e

® 90-day or 1-year initial LiveSecurity
Service subscription

X6500e (WG56500)

= 2.3 Gbps firewall throughput

= 8 10/100/1000 interfaces

= 600 Mbps VPN throughput

= 170 Mbps AV throughput

® 750,000 concurrent sessions

® 750 Branch Office VPN tunnels

= 600/600 MUVPN IPSec tunnels (incl/max)
= 4000/4000 MUVPN SSL tunnels (incl/max)
® Unlimited nodes supported (LAN IPs)

= Fireware® Pro (advanced appliance software)
= 75 VLANs

= Centralized management

® Spam blocking (optional)

= URL filtering for HTTP/HTTPS (optional)

= Gateway AntiVirus/IPS (optional)

= Model upgradeable to X8500e

® 90-day or 1-year initial LiveSecurity
Service subscription

X8500e* (wG58500)

= 2.3 Gbps firewall throughput

= 8 10/100/1000 interfaces

= 600 Mbps VPN throughput

= 200 Mbps AV throughput

= 1,000,000 concurrent sessions

® 750 Branch Office VPN tunnels

= 600/600 MUVPN IPSec tunnels (incl/max)

® 6000/6000 MUVPN SSL tunnels (incl/max)
® Unlimited nodes supported (LAN IPs)

™ Fireware®Pro (advanced appliance software)
= 75 VLANs

= Centralized management

® Spam blocking (optional)

= URL filtering for HTTP/HTTPS (optional)

= Gateway AntiVirus/IPS (optional)

® Fiber model available*

® 90-day or 1-year initial LiveSecurity
Service subscription

*Firebox X8500e is also available with fiber interface support, under the model number X8500e-F (WG58510)

Ideal for Regional Office/Branches or SMEs (50 to 300 users)

X550e (wG50550)

= 300+ Mbps firewall throughput

® 4 10/100 interfaces

= 35 Mbps VPN throughput

= 50 Mbps AV throughput

= 25,000 concurrent sessions

® 35/45 BOVPN tunnels (incl/max)

= 5/75 MUVPN IPSec tunnels (incl/max)
™ 1/75 MUVPN SSL tunnels (incl/max)

= Unlimited nodes supported (LAN IPs)
® Advanced networking features**

= 25 VLANs**

® Centralized management

= Spam blocking (optional)

= URL filtering for HTTP/HTTPS (optional)
= Gateway AntiVirus/IPS (optional)

m Model upgradeable to X750e-4, X1250e-4

m 90-day or 1-year initial LiveSecurity
Service subscription

X750e (wG50750)

= 750 Mbps firewall throughput

= 8 10/100 interfaces

= 50 Mbps VPN throughput

= 70 Mbps AV throughput

= 75,000 concurrent sessions

= 100/100 BOVPN tunnels (incl/max)

= 50/100 MUVPN IPSec tunnels (incl/max)

™ 1/300 MUVPN SSL tunnels (incl/max)

= Unlimited nodes supported (LAN IPs)

= Advanced networking features**

= 25 VLANs**

= (Centralized management

= Spam blocking (optional)

m URL filtering for HTTP/HTTPS (optional)

m Gateway AntiVirus/IPS (optional)

= Model upgradeable to X1250e

m 90-day or 1-year initial LiveSecurity
Service subscription

**Available with Fireware® Pro 10 advanced appliance software upgrade (See page 2 for details)

X1250e (wG51250)

= 1.5 Gbps firewall throughput

= 8 10/100/1000 interfaces

= 100 Mbps VPN throughput

= 100 Mbps AV throughput

= 200,000 concurrent sessions

= 600/600 BOVPN tunnels (incl/max)

= 400/400 MUVPN IPSec tunnels (incl/max)
™ 1/500 MUVPN SSL tunnels (incl/max)
® Unlimited nodes supported (LAN IPs)
= Advanced networking features**
25 VLANs**

® Centralized management

® Spam blocking (optional)

= URL filtering for HTTP/HTTPS (optional)
m Gateway AntiVirus/IPS (optional)

m Highest performing Core model

m 90-day or 1-year initial LiveSecurity
Service subscription

Ideal for Branch Offices, Small Businesses
(up to 50 users), and for Wireless Hotspots

Firebox X Edge e-Series appliances come in wired and wireless models to suit your
specific network requirements.

X10e (wG50010) X55e (wG50055)

= 100 Mbps firewall throughput

X20e (wWG50020)

= 100 Mbps firewall throughput = 100 Mbps firewall throughput

= 35 Mbps VPN throughput = 35 Mbps VPN throughput = 35 Mbps VPN throughput

® 6,000 concurrent sessions = 8,000 concurrent sessions = 10,000 concurrent sessions

® 6 10/100 interfaces; 1 DB-9 Serial Port ™ 6 10/100 interfaces; 1 DB-9 Serial Port ™ 6 10/100 interfaces; 1 DB-9 Serial Port

= 5 Branch Office VPN tunnels = 15 Branch Office VPN tunnels = 25 Branch Office VPN tunnels

= 1/11 MUVPN IPSec tunnels (incl/max) ® 5/25 MUVPN IPSec tunnels (incl/max) ® 5/55 MUVPN IPSec tunnels (incl/max)

= 1/11 MUVPN SSL tunnels (incl/max) = 1/25 MUVPN SSL tunnels (incl/max) = 55/55 MUVPN SSL tunnels (incl/max)

= Up to 20 nodes supported (LAN IPs) = Up to 30 nodes supported (LAN IPs) ® Unlimited nodes supported (LAN IPs)

= WAN Failover (optional) = WAN Failover (optional) = WAN Failover

™ VPN Failover ™ VPN Failover = VPN Failover

= Spam blocking (optional) = Spam blocking (optional) = Spam blocking (optional)

= URL filtering for HTTP/HTTPS (optional) = URL filtering for HTTP/HTTPS (optional) ~ ™ URL filtering for HTTP/HTTPS (optional)

= Gateway AntiVirus/IPS (optional) = Gateway AntiVirus/IPS (optional) = Gateway AntiVirus/IPS (optional)

= Model upgradeable to X20e, X55e = Model upgradeable to X55e ® Highest performing Edge wired model

= 90-day or 1-year initial LiveSecurity = 90-day or 1-year initial LiveSecurity ® 90-day or 1-year initial LiveSecurity
Service subscription Service subscription Service subscription

X10e-W (we50011) X20e-W (wG50021) X55e-W (wG50056)

This wireless version of the Firebox X Edge This wireless version of the Firebox X Edge This wireless version of the Firebox X Edge
has all the functionality of the X10e has all the functionality of the X20e has all the functionality of the X55e
model, but includes: model, but includes: model, but includes:

= 802.11b/g = 802.11b/g = 802.11b/g
= Model upgradeable to X20e-W, X55e-W ~ ® Model upgradeable to X55e-W = Highest performing Edge wireless model

Edge Pro advanced appliance software upgrade is available for X10e, X10e-W, X20e, and X20e-W; ships with X55e and X55e-W (See page 2 for details)

Secure Remote Access from Anywhere, Anytime

WatchGuard SSL 500 and SSL 1000 are the smart choice for businesses that want a cost-effective, easy-to-use, secure remote
access and identity management solution.

= Offers the broadest range of mobile device and platform support in its class, including all standard browsers, ActiveX, Java,
Linux, Mac 0SX, Microsoft AirSync, Palm0S, SonyEriscssonT68, Unix, WAP Phones, and Windows CE

= Supports the widest range of applications and resources to keep your mobile workforce productive

= The industry’s most comprehensive authentication options to streamline access for administrators and end users, including
single sign-on, strong two-factor authentication, and federated identity

= Clustering allows deployment to easily scale as business grows

WatchGuard SSL 500 (wG59005) WatchGuard SSL 1000 (wG59010)

= 500 concurrent users (maximum)

® 90-day initial LiveSecurity Service subscription (upon

activation of user packs)

= 1000 concurrent users (maximum)

® 90-day initial LiveSecurity Service subscription (upon

activation of user packs)
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Why WatchGuard?

Unified Threat Management Leader*

Our UTM solutions provide comprehensive network protection. They integrate
application proxy firewall, zero day attack prevention, anti-spyware, anti-
virus, anti-spam, intrusion prevention, and URL filtering on a single platform.
This greatly reduces the time and cost associated with managing multiple
point solutions and significantly improves protection from blended threats.

True Zero Day Protection

When security vulnerabilities in software make new kinds of network attacks
possible, the built-in proactive defenses of the Firebox X are already working
to keep your network safe.

Easy Intuitive Management

WatchGuard System Manager is the intuitive Ul used to manage all capabilities

of the Firebox X Peak and Core. It can also centrally manage Firebox X Edge

appliances that are used as endpoints on a Firebox X Peak or Core network.

Model Upgradeability
If you need more capacity and security capabilities, model upgrades can be
installed in minutes using a simple license key.

*IDC Worldwide Quarterly Security Appliance Tracker, Q4, 2007

ADDRESS: 505 Fifth Avenue South, Suite 500, Seattle, WA 98104

No express or implied warranties are provided for herein. All specifications are subject to change and any expected future products, features or functionality will be provided on an if and when available basis. ©2008 WatchGuard Technologies, Inc. Al rights
reserved. WatchGuard, the WatchGuard Logo, Firebox, Fireware, LiveSecurity, Peak, and Core are either trademarks or registered trademarks of WatchGuard Technologies, Inc. in the United States and/or other countries. All other trademarks and tradenames are

the property of their respective owners. Part No. WGPE66394_041108
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Security Subscriptions

Boost protection in critical attack areas with fully integrated security
subscriptions to keep spyware, spam, viruses, trojans, and web-based
exploits out of the network.

Fireware® Pro Advanced Appliance Software For Firebox X Core
customers* with demanding networks who need VLAN, traffic shaping,
QoS, server load balancing, dynamic routing, high availability, policy-
based routing, multi-WAN failover, and multi-WAN load balancing. An
upgrade to Fireware Pro also increases the number of SSL VPN tunnels
to the maximum available per model.

*Fireware Pro is included on all Firebox X Peak appliances.

Edge Pro Advanced Appliance Software

Firebox X Edge customers* with demanding networks can easily
upgrade to Edge Pro advanced appliance software. Edge Pro provides
multi-WAN load balancing, policy-based routing, and WAN failover. It
also increases the number of SSL VPN tunnels to the maximum
available per model.

*Edge Pro is included with Firebox X55e and X55e-W appliances.

U.S. SALES: 1.800.734.9905

INTERNATIONAL SALES: +1.206.613.0895

WatchGuard has a security solution to meet the needs of any size
business. Protect offices and telecommuters with a Firebox X
appliance, adding additional layers of protection with our
integrated security subscriptions. Provide secure remote access to
network resources anywhere, anytime with WatchGuard SSL
appliances. All solutions are backed by LiveSecurity Service,
providing high-value, innovative support services to make the
complex job of IT security management easier.

Firebox X UTM Bundle
Get everything you need for complete unified
threat management in one convenient package,
including:
= Firebox X Edge, Core, or Peak appliance
= WebBlocker' with HTTP and HTTPS support
= spamBlocker' with virus outbreak detection
= Gateway AntiVirus/IPS' with anti-spyware
= LiveSecurity® Service'

One-year subscriptions

Also available: UTM Software Suite for Firebox X users includes one-year
subscriptions to WebBlocker, spamBlocker, Gateway AV/IPS, and LiveSecurity

Secure Remote Access

Our newest products - the WatchGuard SSL 500 and

SSL 1000 - make secure remote access easy and

affordable, regardless of your network’s size.

= Supports more types of mobile devices and provides
access to more network applications and resources,
than any other SSL product in its class

= The industry’s most comprehensive authentication
options, including single sign-on, strong two-factor
authentication, and federated identity

Expert Guidance and Support

All WatchGuard appliances come with an initial 90-day

subscription to our LiveSecurity Service, providing:

= Hardware warranty with advance hardware
replacement to ensure minimal network downtime

= Access to ongoing functional enhancements for
WatchGuard products

= Up-to-the-minute alerts on the latest threats

= Expert technical support and self-help resources
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