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Gateway AntiVirus/Intrusion Prevention Service

An integrated security subscription for Firebox® X e-Series appliances

Gateway AntiVirus/Intrusion
Prevention Service (Gateway AV/

IPS) is a fully integrated security What Gateway AV/IPS Does for Your Network and Your Business

subscription for Firebox X e-Series

appliances. It works in tandem Email-borne viruses, worms, and trojans are stopped at the gateway

with the application layer content = SMTP and POP3 traffic is scanned at the gateway to stop threats before they gain access to your servers

inspection of the Firebox to provide and execute their dangerous payloads

real-time protection against known = Suspect email can be flagged to go into quarantine, where administrator can restrict access or allow users
. L X to review quarantined files through automatic email alerts

spyware, viruses, application exploits,

and blended threats = Compressed and encoded files attached to emails are decompressed for inspection, with wide compression

support including ZIP, TAR, and GZIP files

Why add a Gateway AV/IPS subscription?

Gateway AV/IPS scans traffic on all major
protocols, using continually updated = Scans all major protocols, including HTTP, HTTPS, FTP, DNS, TCP, SMTP, and POP3 to block network,
application, and protocol-based attacks

Network intrusions are identified and blocked

signatures to detect and block threats that
= Keeps spyware out of the network by blocking known spyware IP addresses, drive-by spyware attempting

are delivered in non-suspicious formats. ; :
to enter the network as a result of web surfing, and spyware attempting to contact its host

And because Gateway AV/IPS is integrated = Blocked sites list ensures that once an IP address is positively identified as the source of an attack, future
with the Firebox X security appliance, you attacks coming from that address are dynamically blocked
have an easy-to-manage, cost-effective = Continually updated signature database ensures timely, far-reaching coverage

solution without additional hardware

to purchase and maintain. Management is easy and includes centralized policy enforcement

= Manage all security functionality on your Firebox X appliance, including Gateway AV/IPS, from a single
intuitive console for maximum efficiency and ease of use

= All security activity identified by Gateway AV/IPS is logged and stored for easy reporting so you can take
immediate preventive or corrective action

= Have the flexibility to define the action to be taken when malware is identified — enabling the network
to allow, block, or lock questionable traffic based on type, user/group, protocol, and severity

Cost-Effective Web Filtering

HaV| ng asl ng |e’ » Provide network-wide protection for all users configured behind your Firebox X firewall with a single
a I I -iIn-onhe secu r|ty Gateway AV/IPS subscription

SOl ut]o n ” h as = Purchase Gateway AV/IPS bundled with our suite of powerful security subscriptions for even greater savings
made our internal IT
department’s work
considerably easier’

Martin Korn
Head of iT & Central Service
Novoferm GmbH

Deny Block DLL files
Deny Block_Torrent

Configuring Gateway AV/IPS is
easy. Define the action to be
Earth-friendly technology taken using an intuitive interface.




& .
atchGuard

Fully Integrated Security for Comprehensive Protection

Gateway AntiVirus

Advanced Networking
Layer 7 Content Inspection

VPN

Stateful Packet Firewall

Intrusion Protection

Centralized Logging/Reporting

All-in-One Security Solution

Firebox X appliances combine with powerful
security subscriptions to offer comprehensive
protection from malware. All security
capabilities are managed from one intuitive
console, with centralized logging and
reporting features for an up-to-the-minute
m view of network security activity.

URL Filtering

Because the threat landscape is always
changing, WatchGuard XTM and Firebox X
solutions are designed to be able to easily
add new network defense capabilities
through security subscriptions, so costly
hardware upgrades are not necessary.

Authenticat

Buy the Bundle and Get the Works

Get everything you need for complete unified threat management in
one convenient package, including firewall, VPN, security subscriptions,
and technical support with a UTM Bundle from WatchGuard".

Each UTM Bundle includes:
= Choice of Firebox X e-Series appliance (Peak, Core, or Edge)

= spamBlocker with virus outbreak detection
= WebBlocker with HTTP and HTTPS inspection

= Gateway AntiVirus/Intrusion Prevention Service for signature-
based protection from known threats

= LiveSecurity’ Service for hardware warranty, free software
updates, 24/7 technical support, security alerts, and educational
resources

From initial purchase through ongoing security management, the
bundle makes network security easier and more efficient. You get
a complete solution at an excellent price, with no additional fees,

contracts, or hardware to purchase.

One-year, two-year, and three-year subscription packages available.

Got the Box? Get the UTM Software Suite

Turn your Firebox X appliance into a complete unified threat management
solution by adding the UTM Software Suite. It's an efficient, cost-effective
way to have complete protection from a host of Internet attack vectors,
with all your network security managed from one centralized console.
The suite also includes an industry-leading customer care package with
24/7 technical support.

Each UTM Software Suite” includes:
= spamBlocker
= WebBlocker
= Gateway AntiVirus/Intrusion Prevention Service
= LiveSecurity’ Service

A great deal when you buy together and save!

"UTM Software Suite does not include appliance.

FREE
30-day
trials

Get free 30-day trials of Gateway AntiVirus/Intrusion Prevention
Service, spamBlocker, and WebBlocker today. Contact your reseller
for details.
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